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CONSTITUTIONAL LIMITATIONS ON 
DOMESTIC SURVEILLANCE 


THURSDAY, JUNE 7, 2007 

House of Representatives, 

Subcommittee on the Constitution, 

Civil Rights, and Civil Liberties, 

Committee on the Judiciary, 

Washington, DC. 

The Subcommittee met, pursuant to notice, at 2:19 p.m., in Room 
2141, Rayburn House Office Building, the Honorable Jerrold Nad- 
ler (Chairman of the Subcommittee) presiding. 

Present: Representatives Nadler, Wasserman Schultz, Ellison, 
Conyers, Scott, Watt, Cohen, Franks, Pence, Issa, and King. 

Staff present: David Lachmann, Staff Director; Keenan Keller, 
Counsel; Kanya Bennett, Counsel; Burton Wides, Counsel; Heather 
Sawyer, Counsel; Susana Gutierrez, Professional Staff Member; 
and Paul Taylor, Minority Counsel. 

Mr. Nadler. Good afternoon. Today’s hearing will examine the 
constitutional limitations on domestic surveillance. 

The Chair recognizes himself for 5 minutes for an opening state- 
ment. 

Today the Subcommittee on the Constitution, Civil Rights and 
Civil Liberties begins a series of hearings entitled, “The Constitu- 
tion in Crisis: The State of Civil Liberties in America.” 

Through these hearings, the Subcommittee will examine the 
Bush administration’s policies, actions and programs that I believe 
threaten America’s fundamental constitutional rights and civil lib- 
erties, and also we will hear proposals for potential legislative rem- 
edies. 

Today’s hearing specifically looks at one of the foundations of our 
fundamental liberties: the constitutional and statutory restrictions 
on the Government’s ability to spy on people. Both the fourth 
amendment and the Foreign Intelligence Surveillance Act were re- 
sponses to abuses by governments that thought they were above 
the law. The right of the people to be secure in their persons, 
houses, papers and effects against unreasonable searches and sei- 
zures, as the fourth amendment puts it, is a core limitation on the 
Government that protects each of us. 

The framers of the Constitution understood this, and despite 
periodic lapses, so have most of our Nation’s leaders. Congress en- 
acted FISA, the Foreign Intelligence Surveillance Act, in 1978, fol- 
lowing the Church Committee’s report on surveillance abuses in 
the 1960’s and 1970’s. 


( 1 ) 
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The FISA reflects timeless understanding that the conduct of for- 
eign intelligence activities is fundamentally different from domestic 
surveillance. It nonetheless also reflects one of our Nation’s found- 
ing principles that power, especially the power to invade people’s 
privacy, must never be exercised unchecked. 

We rejected monarchy in this country more than 200 years ago. 
That means that no President may become a law unto him-or her- 
self, even aided by a Vice President. As with every part of Govern- 
ment, there must always be checks and balances. This President 
appears to have forgotten that fact. Not only has he asserted the 
right to violate the FISA Act, to go around the FISA court and the 
Wiretap Act, but he has concededly actually done so. 

Even more disturbing, he does not believe that in this and in 
other things he is accountable to the Congress, the courts or any- 
one else. This Committee created the FISA statute and the FISA 
court, yet the President believes this Committee and its Members 
are not entitled to know what he and that court are doing. The 
President also believes we are not entitled to know what he is 
doing or has been doing outside the confines of the FISA statute. 

Now we are told, as we have been in the past, that the President 
needs changes in the FISA statute. Why he needs changes in the 
FISA statute when he asserts the right to violate it as his whim, 
I don’t know. In any event, we have no way to evaluate his claim 
of necessity because he has also taken the position that we have 
no right to know what legal limits he has been observing in his 
conduct of surveillance or how he came to the legal rationale for 
those limits, if any. 

We have also been told that the President may at anytime re- 
sume warrantless surveillance, so past practices bear directly on 
possible future actions. Many have begun to conclude that the 
shroud of secrecy thrown over these activities has less to do with 
protecting us from terrorism and more to do with protecting the 
Administration from having its law-breaking exposed. The FISA 
statute is a criminal statute, and surveillance conducted in the 
name of Government without legal authorization is a crime. 

It is my fervent hope that no crime has been committed here, but 
the more secretive this Administration is, the more concerned I and 
many other Americans become that they are covering up crimes 
that they are committing in our name. I will not ask Mr. Bradbury 
to discuss the operational aspects of any of these programs. No one 
wants to expose sources and methods in a public forum, but I do 
expect honest and forthright answers concerning the legal justifica- 
tions for the Administration’s actions. 

I want to welcome all of our witnesses and thank them for agree- 
ing to appear before the Subcommittee today. I look forward to 
your testimony. 

Mr. ISSA. Mr. Chairman, parliamentary inquiry? 

Mr. Nadler. Would the gentleman state his parliamentary in- 
quiry? 

Mr. IssA. Isn’t it against the House Rules to allege a misconduct 
or illegal act of the President? And isn’t that grounds to have 
words taken down? And isn’t it inappropriate under House Rules 
and this Committee’s rules to make allegations of criminal conduct 
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of the President or the Administration without that being part of 
an actual investigation? 

Mr. Nadler. The answer is, first of all, I don’t know if it is 
against the rules, but in any event, no one has made any allega- 
tions of criminal actions. I have said that many Americans, myself 
included, believe that criminal actions have occurred, but that is 
not an allegation. It is a statement that I believe that, and I hope 
it is not correct. That is what I said. 

Mr. ISSA. So you don’t know it to be true, but you simply believe 
it. You have no evidence of that, Mr. Chairman. Is that correct? 

Mr. Nadler. I think there is evidence. Whether the evidence is 
sufficient, I don’t know, and that is one of the reasons we are hav- 
ing this hearing, to get the facts. 

Mr. IsSA. Thank you, Mr. Chairman. 

Mr. Nadler. I would now recognize our distinguished Ranking 
minority Member, the gentleman from Arizona, Mr. Franks, for his 
opening statement. 

Mr. Franks. Thank you, Mr. Chairman. 

And I thank all of the panelists here for being here with us. 

Mr. Chairman, in 1968 when Congress enacted the first Federal 
wiretapping statute, it included in the legislation an explicit state- 
ment that, “nothing in this chapter shall limit the constitutional 
power of the President to take such measures as he deems nec- 
essary to protect the Nation against actual or potential attack, or 
to obtain foreign intelligence information deemed necessary to the 
security of the United States.” 

Justice Holmes wrote for a unanimous Supreme Court in 1909 
that, “when it comes to a decision by the head of the state upon 
a matter involving its life, public danger warrants a substitution of 
executive process for judicial process.” 

Perhaps one of the most essential functions of the President’s au- 
thority over foreign affairs and national defense is the collection of 
foreign intelligence. The President’s foreign affairs powers are not 
exercises in criminal prosecution to secure evidence for prosecuting 
terrorists in eventual court proceedings. Rather, it is a wartime 
program of a military nature that requires speed and agility. 

Critics of the NSA’s Terrorist Surveillance Program are fond of 
quoting Justice Jackson’s concurring opinion in the Steel Seizure 
case, in which he wrote that when the President acts in defiance 
of “the expressed or implied will of Congress, his power is at its 
lowest ebb.” 

But the NSA program does not violate the will of Congress, and 
the same Justice Robert Jackson also wrote for a majority of the 
Supreme Court, “the President, both as commander-in-chief and as 
the Nation’s organ of foreign affairs has available intelligence serv- 
ices whose reports are not and ought not to be published to the 
world. It would be intolerable that courts, without the relevant in- 
formation, should review and perhaps nullify actions of the execu- 
tive taken on information properly held secret.” 

The same Justice Jackson, as attorney general in the run-up to 
World War II, carried out warrantless electronic surveillance with- 
in the United States at the direction of President Franklin D. Roo- 
sevelt. More than 20 years after World War II, in Katz v. United 
States, the Supreme Court held that domestic wiretaps generally 
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require a warrant and probable cause, but the Supreme Court in 
the same Katz decision expressly conceded the existence of inherent 
presidential power to act to defend against foreign threats. The 
court took pains to make it clear it was not speaking to, “a situa- 
tion involving the national security,” as to which, and I quote 
again, “safeguards other than prior authorization by a magistrate” 
would satisfy any fourth amendment concern. 

Critics have portrayed the NSA’s Terrorist Surveillance Program 
as “domestic spying,” but that is not an accurate description of 
what we know at this classified program. As the Justice Depart- 
ment has explained, the President has authorized the NSA to inter- 
cept international communications into and out of the United 
States where there is a reasonable basis for believing that one of 
those persons is linked to al-Qaida or related terrorist organiza- 
tions. The program only applies to communications where one 
party is located outside of the United States. 

Both before and after the enactment of FISA, all Federal appel- 
late courts that had directly confronted this issue have found that 
the President is constitutionally empowered under article II to con- 
duct warrantless electronic surveillance when the President deems 
it necessary to protect the Nation from foreign threats. Although 
critics now claim that Congress, when it enacted the FISA statute, 
somehow diminished the President’s authority under article II of 
the Constitution, the Foreign Intelligence Surveillance Court of Re- 
view, which is the most specialized tribunal as to FISA, has re- 
jected that proposition. 

In 2002, the Court of Review stated that, “all courts who have 
decided the issue have held that the President did have the inher- 
ent authority to conduct warrantless searches to obtain foreign in- 
telligence information. We take for granted that the President does 
have that authority, and assuming that is so, FISA could not en- 
croach on the President’s constitutional power.” 

Congress can always find, Mr. Chairman, a way to cut funding 
for a program, but Congress may not invade the President’s central 
prerogatives. Those constitutional prerogatives were not changed 
when Congress enacted the FISA statute. 

As we face the jihadist threat in the world, the NSA surveillance 
program is one that is constitutional and vital to the safety and 
survival of this republic. Mr. Chairman, if we have empowered the 
President to hunt down and ferret out and kill terrorists, if as the 
President of the United States the Constitution empowers him to 
hunt down and ferret out and kill terrorists, surely he has the au- 
thority to listen to them on the telephone before he proceeds. 

With that, I look forward to hearing from our witnesses. Thank 
you. 

Mr. Nadler. Thank you. 

I now recognize the Chairman of the full Committee for a state- 
ment. 

Mr. Conyers. Thank you. Subcommittee Chairman Nadler. I 
commend you and the Ranking Member because today’s hearing is 
an important first step that will enable us to learn what our Gov- 
ernment is doing and whether their actions are grounded in law. 

I do hope we can begin to obtain clearer answers to these ques- 
tions. The reason that I think that we will is the nature of the 
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membership of the panel this afternoon. Most of them I am famil- 
iar with, and I think this is an excellent, excellent beginning. 

We have some questions. How was the Administration’s program 
of warrantless surveillance allowed to take effect? And when will 
this Administration begin to provide this Committee with the infor- 
mation so that we can do our job? And then how can we consider 
the Administration’s proposed legislative changes in the face of 
such a vacuum? 

I have much else to say, but I want to hear from the witnesses 
more than I want to tell you what I am asking. It will be included 
in my remarks, by unanimous consent. 

Mr. IssA. Mr. Chairman? I seek to make an opening statement 
also. 

Mr. Nadler. [off-mike] witnesses, and we are going to have votes 
here soon. I would ask that other Members submit statements for 
the record. 

Mr. IsSA. I would be glad to submit primarily for the record, but 
just make a short correcting opening statement. 

Mr. Nadler. Okay. The Chairman took IV 2 minutes. 

Mr. IsSA. Thank you. I respect the senior Member of this Com- 
mittee a great deal and will do the same. 

Mr. Chairman, both yourself, as Subcommittee Chairman, and 
the full Committee Chairman in your opening remarks made cer- 
tain claims that I think deserve to be put on the record as part of 
the opening. 

First of all, the people who should be on the witness stand today 
are Speaker Nancy Pelosi, Ms. Jane Harman, and Chairman Sil 
Reyes. These three people throughout their periods of time, begin- 
ning with the now-speaker of the House, had direct and individual 
knowledge before, during and in the entire period of President 
Bush’s administration as to all efforts, not just those that went to 
FISA, but all efforts. 

In fact, this Administration, and I am a Member of the Select In- 
telligence Committee, and as I am sure the Chairman is very 
aware, we are fully briefed, and the Chair and Ranking Member 
of that Committee, particularly, are fully briefed as to everything, 
including the individual actions and executive orders of the Presi- 
dent. 

So to say here today “we want to know what was going on,” I 
believe is less than fully genuine, unless we include the fact that 
we have Members, including the speaker of the House, who are 
fully informed and have that knowledge and have had it through- 
out. 

In closing, I would say that, yes. Heather Wilson has been push- 
ing for the last 4 years to open up and reform FISA, but that is 
in response to individuals saying if you don’t have the authority, 
then let’s get you the authority to do it under the court. That is, 
in fact, what we should be doing here today. I would hope that 
FISA reform is on the Chairman’s agenda. 

I yield back. 

Mr. Nadler. I thank the gentleman. 

Let me simply observe that the gentleman as a Member of the 
Intelligence Committee may be briefed but this Committee is not 
briefed. 
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Frankly, I care less about the Intelligence Committee than I do 
about this Committee. This Committee has jurisdiction over FISA. 
This Committee has jurisdiction over the fourth amendment. And 
this Committee has been refused information by the Administra- 
tion. We have been offered that the Chairman and the Ranking 
Member will be briefed. That is not sufficient. Mr. Conyers and I 
have written to the Administration to that effect. 

We believe that under the Constitution and the laws, this Com- 
mittee must be fully briefed, because otherwise we can’t legislate. 

Mr. ISSA. Mr. Chairman, I fully agree with you, but it is the 
Rules of the House that determine that. 

Mr. Nadler. The Rules of the House give us the jurisdiction, and 
therefore the right to be briefed. 

Mr. IssA. And the speaker of the House could make that change. 
Thank you, Mr. Chairman. 

Mr. Nadler. In the interests of proceeding to our witnesses, and 
mindful of our busy schedules, I would ask that other Members, if 
any, submit their statements for the record. 

Without objection, all Members will have 5 legislative days to 
submit opening statements for inclusion in the record, to revise and 
extend their remarks, and to include additional materials in the 
record. 

Without objection, the Chair will be authorized to declare a re- 
cess of the hearing, which we will do if there is a vote. We do ex- 
pect a vote during the hearing. I will declare a recess when there 
are 5 minutes left on the 15-minute vote. There will be two votes 
probably, so that means we should resume in 10 minutes or 12 
minutes. I would ask that Members return as soon as they can cast 
their votes on that second vote. 

As we ask questions of our witnesses, the Chair will recognize 
Members in the order of their seniority on the Subcommittee, alter- 
nating between majority and minority, provided that the Member 
is present when his or her turn arrives. Members who are not 
present when their turn begins will be recognized after the other 
Members have had the opportunity to ask their questions. The 
Chair reserves the right to accommodate a Member who is un- 
avoidably late or only able to be with us a short time. 

I will now introduce our witnesses. 

Our first witness is Steven Bradbury, the principal deputy assist- 
ant attorney general for the Office of Legal Counsel of the LJ.S. De- 
partment of Justice. He received his undergraduate degree from 
Stanford University in 1980, his law degree from Michigan in 1988. 
He served as clerk to Judge James L. Buckley from New York on 
the U.S. Court of Appeals for the D.C. Circuit from 1990 to 1991, 
and Justice Clarence Thomas on the Supreme Court of the United 
States from 1992 to 1993. 

Our next witness is Bruce Fein. In the Department of Justice, he 
served as associate deputy attorney general, assistant director in 
the Office of Legal Policy, and special assistant to the assistant at- 
torney general for antitrust. He is also the former general counsel 
at the Federal Communications Commission. Mr. Fein graduated 
Phi Beta Kappa from the University of California at Berkeley in 
1969, cum laude from Harvard Law School in 1972, and then 
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clerked for United States District Judge Frank Kaufman in the 
District of Maryland. 

Lee Casey is a partner with the firm of Baker Hostetler. He 
served in the Justice Department in the Office of Legal Counsel 
from 1992 to 1993, and the Office of Legal Policy from 1986 to 
1990. From 1990 to 1992, Mr. Casey served as deputy associate 
general counsel at the U.S. Department of Energy. He earned his 
B.A. magna cum laude from Oakland University and his J.D. cum 
laude from the University of Michigan Law School. He clerked for 
Judge Alex Kozinski, then chief judge of the United States Claims 
Court. 

Jameel Jaffer is the director of the National Security Project for 
the American Civil Liberties Union Foundation, and has litigated 
several significant cases involving Government secrecy and na- 
tional security. Mr. Jaffer is a graduate of Williams College, Cam- 
bridge University, and Harvard Law School. He was an editor of 
the Harvard Law Review from 1997 to 1999, and his writing has 
appeared in that journal as well as in the Journal of Transnational 
Law and Policy. After law school, Mr. Jaffer served as law clerk to 
the Honorable Amalya Kearse, United States Court of Appeals for 
the Second Circuit. 

Our final witness is Louis Fisher, specialist in constitutional law 
in the Library of Congress. Dr. Fisher worked for the Congressional 
Research Service from 1970 to 2006. Dr. Fisher received his Ph.D. 
from the New School for Social Research in 1969. Among his many 
publications are “Constitutional Conflicts Between Congress and 
the President,” and “Presidential War Power,” both quite relevant 
now. 

I am pleased to welcome all of you, and I thank you for your tes- 
timony. Your written statements will be made part of the record in 
its entirety. I would ask that you now summarize your testimony 
in 5 minutes or less each. 

To help you stay within that time limit, there is a timing light 
at your table in fact, too. When 1 minute remains, the light will 
switch from green to yellow, and then to red when the 5 minutes 
are up. 

Before we begin, I would ask to swear in our witnesses. If you 
could please stand and raise your right hand to take the oath. 

[Witnesses sworn.] 

Let the record reflect that each of the witnesses answered in the 
affirmative. 

We will begin with the first witness, Mr. Bradbury. 

TESTIMONY OF STEVEN BRADBURY, PRINCIPAL DEPUTY AS- 
SISTANT ATTORNEY GENERAL, OFFICE OF LEGAL COUNSEL, 

U.S. DEPARTMENT OF JUSTICE 

Mr. Bradbury. Thank you. Chairman Nadler, Chairman Con- 
yers, Ranking Member Franks and Members of the Subcommittee. 
It is an honor to appear before you today. 

In the wake of the attacks of 9/11, the President authorized the 
National Security Agency to establish an early warning system to 
detect and prevent further terrorist attacks against the United 
States. Under the Terrorist Surveillance Program, as described by 
the President, the NSA targeted for interception international com- 
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munications into and out of the United States where there was 
probable cause to believe that at least one party to the communica- 
tion was a member or agent of al-Qaida or an associated terrorist 
organization. 

Trained intelligence professionals made the decisions to target 
communications for interception subject to extensive reviews. Key 
Members of Congress were briefed on the program from its incep- 
tion, and it was subsequently briefed to the full membership of 
both Intelligence Committees, which have conducted in-depth over- 
sight of the program and all related intelligence activities. 

In the spring of 2005, well before the first press accounts dis- 
closing the existence of the Terrorist Surveillance Program, the Ad- 
ministration began exploring options for seeking authorization for 
the program from the Foreign Intelligence Surveillance Court. On 
January 10, 2007, a judge of that court issued innovative and com- 
plex orders that ensure that the intelligence community can oper- 
ate with the speed and agility necessary to protect the United 
States from al-Qaida. 

As a result of these orders, any electronic surveillance that was 
occurring as part of the Terrorist Surveillance Program is now sub- 
ject to the approval of the FISA Court, and in light of that achieve- 
ment, the President determined not to reauthorize the program. 

Nevertheless, I do wish to emphasize that the President defi- 
nitely had the authority to authorize the Terrorist Surveillance 
Program under acts of Congress and under the Constitution. As ex- 
plained in greater detail in the Department of Justice’s January, 
2006 white paper, a copy of which I ask to be placed in the record, 
article II of the Constitution charges the President with the pri- 
mary duty to protect the Nation from armed attack, and the Con- 
stitution grants the President the full authority necessary to carry 
out that duty. 

Thus, it is well-established that the President has constitutional 
authority to direct the use of electronic surveillance for the purpose 
of collecting foreign intelligence information, and this conclusion is 
even stronger when the surveillance is undertaken to prevent fur- 
ther attacks against and within the United States, particularly in 
the context of an ongoing congressionally authorized armed conflict. 

Furthermore, the authorization for the use of military force of 
September 18, 2001, as construed by the Supreme Court in Hamdi 
V. Rumsfeld, and confirmed by history and tradition, authorized the 
executive branch to conduct such surveillance. This conclusion 
holds notwithstanding the exclusive means provision of FISA be- 
cause the AUMF is a statute authorizing the conduct of electronic 
surveillance within the meaning of section 109(a)(1) of FISA. 

At a minimum, interpreting FISA to prohibit the President from 
authorizing foreign intelligence surveillance against al-Qaida, a dif- 
fuse network of foreign terrorist enemies who have already success- 
fully attacked the United States and have repeatedly vowed to do 
so again, would raise a serious question about the constitutionality 
of FISA. Statutes must be interpreted, if fairly possible, to avoid 
raising such constitutional concerns. FISA and the AUMF can fair- 
ly be read together to do just that. 

In any event, the Terrorist Surveillance Program is no longer 
operational. It is now imperative, in our view, that Congress and 
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the executive branch cooperate to close critical gaps in our intel- 
ligence capabilities under FISA, while ensuring proper protections 
for the civil liberties of U.S. persons. FISA has been and continues 
to serve as the foundation for conducting electronic surveillance of 
foreign powers and their agents in the United States. 

The most serious problems with FISA stem from the fact that 
FISA defines the term “electronic surveillance” in a way that de- 
pends upon communications technology and practices as they ex- 
isted in 1978. This technology-dependent approach has had dra- 
matic, but unintended, consequences sweeping within the scope of 
FISA a wide range of communications intelligence activities that 
Congress originally intended to exclude. As a result, our intel- 
ligence capabilities have been hampered, and the intelligence com- 
munity, the Department of Justice, and the FISA Court have had 
to expend precious resources on court supervision of intelligence ac- 
tivities that are directed at foreign persons overseas. 

To rectify these problems, the Administration has proposed com- 
prehensive amendments to FISA that would make the statute tech- 
nology-neutral, enhance the Government’s authority to secure as- 
sistance from private entities in conducting lawful foreign intel- 
ligence surveillance activities, and streamline the application and 
approval process before the FISA Court. Privacy and security are 
not mutually exclusive. By modernizing FISA, we can both provide 
the intelligence community with an enduring, agile and efficient 
means of collecting critical foreign intelligence information, and 
strengthen the privacy protection for U.S. persons in the United 
States. 

Again, Mr. Chairman, thank you for the opportunity to appear 
today to discuss these important issues. 

[The prepared statement of Mr. Bradbury follows:] 
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Thank you, Chairman Nadler, Ranking Member Franks, and Members of the 
Subcommittee. I appreciate the opportunity to appear here today to discuss the 
President’s constitutional authority to conduct electronic surveillance and how this 
authority relates to the Terrorist Surveillance Program and the Foreign Intelligence 
Surveillance Act (“FISA”). 

It has been almost six years since the attacks of September 1 1, 2001, the single 
deadliest set of foreign attacks on U.S. soil in our Nation’s history. Nevertheless, we 
continue to confront a determined and deadly enemy that is fully committed to launching 
additional catastrophic attacks against and within the United States. A1 Qaeda continues 
to demonstrate its ability to execute mass attacks as evidenced by, among other things, 
bombings in Bali, Madrid, London, and Iraq. We and our allies also have narrowly 
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averted additional attacks, some of which are public knowledge and others of which must 
remain classified. 

In the wake of the attacks of September 1 1th, the President authorized the 
Terrorist Surveillance Program in order to establish an early-warning system to detect 
and prevent further terrorist attacks against the United States. As described by the 
President, under that Program the NSA targeted for interception international 
communications into and out of the United States where there was probable cause to 
believe that at least one party to the communication was a member or agent of al Qaeda 
or an associated terrorist organization. Highly trained intelligence professionals made the 
initial decision to target communications for interception, subject to rigorous oversight by 
attorneys and officials at the NSA. The Terrorist Surveillance Program was subject to 
unprecedented scrutiny by the NSA itself, as well as oversight by other parts of the 
Executive Branch, including the Department of Justice, Tn addition, the Program 
required reauthorization by the President every 45 days to ensure that it was still 
necessary and that it complied with the Constitution. Key Members of Congress were 
briefed on the Program from its inception, and it was subsequently briefed to the full 
membership of both intelligence committees. 

In the spring of 2005 — well before the first press accounts disclosing the 
existence of the Terrorist Surveillance Program — the Administration began exploring 
options for seeking authorization for the Program from the Foreign Intelligence 
Surveillance Court (“FISC”). Any court authorization had to ensure that the Intelligence 
Community would be able to operate with the speed and agility necessary to protect the 
United States from al Qaeda and associated terrorist organizations — the very speed and 
agility that the Terrorist Surveillance Program afforded to the Intelligence Community. 
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On January 10, 2007, a judge of the FISC issued orders authorizing the 
Government to target for collection international communications into or out of the 
United States where there is probable cause to believe that at least one of the participants 
to the communication is a member or an agent of al Qaeda or an associated terrorist 
organization. The orders issued by the FISC are innovative and complex; it took 
considerable time and effort for the Government to develop a sound approach that could 
be proposed to, and approved by, the FISC. The Attorney General recently explained 
that as a result of these orders, any electronic surveillance that was occurring as part of 
the Terrorist Surveillance Program is now subject to the approval of the FISC. Under 
these circumstances, the President determined not to reauthorize the Terrorist 
Surveillance Program when the last authorization expired. Accordingly, the Program is 
no longer operational. 

Nevertheless, I wish to emphasize that the President had ample authority to 
authorize the Terrorist Surveillance Program under acts of Congress and the Constitution. 
As explained in greater detail in the Department of Justice’ s Legal Authorities Supporting 
the Activities of the National Security Agency Described by the President (Jan. 19, 2006) 
(“Legal Authorities”), a copy of which 1 ask be placed in the record for this hearing, the 
Authorization for the Use of Military Force (“Force Resolution”), Pub. L. No. 107-40, 

1 1 5 Stat. 224 (Sept. 1 8, 2001 ), authorizes the President to “use all necessary and 
appropriate force” against those persons, organizations, and nations responsible for the 
September 1 1th attacks. A majority of the Supreme Court concluded in Hamdi 
V. Rumsfeld that with these words. Congress authorized the President to undertake all 
“fundamental and accepted . . . incident[s] to war.” 542 U.S. 507, 518 (2004) (plurality 
opinion); id. at 587 (Thomas, J., dissenting). Intercepting the communications of the 
foreign enemies of the United States has been a fundamental element of warfare since the 
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Founding. See Legal Authorities at 14-17. Therefore, the Force Resolution, as construed 
by the Supreme Court in Hamdi and confirmed by history and tradition, authorized the 
Executive Branch to operate the Terrorist Surveillance Program. See Hamdi, 542 U.S. at 
518 (plurality opinion) (Force Resolution satisfies statutory bar on detention of American 
citizens “except pursuant to an Act of Congress”); id. at 587 (Thomas, J., dissenting). 

That is so notwithstanding the so-called “exclusive means” provision in section 
20 1(b) of FISA, 18 U.S. C. § 25 1 l(2)(f). The Force Resolution is a “statute” authorizing 
the conduct of “electronic surveillance” under 50 U.S.C. § 1809(a)(1). See Legal 
Authorities at 10-27. Assuming solely for the purposes of this hearing that the Terrorist 
Surveillance Program involved “electronic surveillance” as that term is narrowly defined 
in FISA, the exclusive means provision of FISA did not prohibit the Terrorist 
Surveillance Program for the reasons carefully stated in greater detail in the Department’s 
Legal Authorities. See id. at 20-23. 

Furthermore, it is well established that the President has constitutional authority to 
direct the use of electronic surveillance for the purpose of collecting foreign intelligence 
information without prior judicial approval, even during times of peace. See, e.g.. United 
States V. Truong Dinh Hung, 629 F.2d 908, 913-17 (4th Cir. 1980); United. States 
1 '. Bulenko, 494 F.2d 593, 602-06 (3d Cir. 1974) (en banc). United Slates v. Brown, 484 
F.2d 418, 425-27 (5th Cir. 1973); United States v. bin Laden, 126 F. Supp. 2d 264, 271- 
77 (S.D.N.Y. 2000). Accordingly, the Foreign Intelligence Surveillance Court of 
Review, the very court Congress established to hear appeals from decisions of the FISC, 
noted that “all the other courts to have decided the issue [have] held that the President did 
have inherent authority to conduct warrantless searches to obtain foreign intelligence 
infomiation.” In re Sealed Case, 310 F.3d 717, 742 (2002). The Court of Review, 
therefore, “took for granted that the President does have that constitutional authority .” Id. 
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The conclusion that the President has constitutional authority to conduct electronic 
surveillance without prior judicial approval is even stronger when undertaken to prevent 
further attacks against and within the United States, see, e.g., The Prize Cases, 67 U.S. 

(2 Black) 635, 668 (1863) (“If a war be made by invasion of a foreign nation, the 
President is not only authorized but bound to resist force by force. He does not initiate the 
war, but is bound to accept the challenge without waiting for any special legislative 
authority.”); Campbell v. Clinton, 203 F.3d 19, 27 (D.C. Cir. 2000) (noting that “the 
Prize Cases . . . stand for the proposition that the President has independent authority to 
repel aggressive acts by third parties even without specific congressional authorization”) 
(Silberinan, J., concurring), and it is stronger still in the context of an ongoing 
congressionally authorized armed conflict, see Youngstown Sheet & Tube Co. v. Sawyer, 
343 U.S. 579, 637 (1952) (Jackson, J., concurring). Legal Authorities at 1 1. Indeed, in 
the Force Resolution itself, Congress expressly recognized that “the President has 
authority under the Constitution to take action to deter and prevent acts of international 
terrorism against the United States.” Force Resolution pmbl. 

At a minimum, interpreting FISA to prohibit the President from authorizing 
foreign intelligence surveillance against a diffuse network of foreign terrorist enemies — 
who already have successfully attacked the United States and who repeatedly have 
avowed their intention to do so again — without prior judicial approval from the FISC 
would raise a serious question about the constitutionality of FISA. See Legal Authorities 
at 28-35. FISA must be interpreted, “if fairly possible,” to avoid raising these 
constitutional concerns. INSv. St. Cyr, 533 U.S. 289, 299-300 (2001) (citations omitted); 
see William N. Eskridge, Jr., DYNAMIC STATUTORY iNl'ERFREtM ION 325 (1994) 
(describing “[sjuper-strong rule against congressional interference with the President’s 
authority over foreign affairs and national security.”). As we have explained, FISA is 
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best interpreted as allowing the Force Resolution to authorize electronic surveillance 
outside FISA’s express procedures. This interpretation is more than “fairly possible.” 

Justice Jackson explained more than 50 years ago that separation of powers 
questions — at least those that actually arise in the real world — rarely admit of simple and 
unambiguous answers. See Youngslown Sheet & Tube Co. v. Sawyer, 343 U.S. 579, 634- 
35 (1952) (Jackson, J., concurring). Nevertheless, we believe that even if interpreting 
FISA to allow the Force Resolution to authorize the Program were not “fairly possible,” 
the Program was a lawful exercise of the President’s authority under Article II of the 
Constitution. The Constitution establishes a zone of constitutional authority for the 
President to direct the exercise of military force against declared foreign enemies. See 
Legal Anlhorities at 9-10, 30-34. That power includes the authority to direct the 
collection of signals intelligence from our enemies in order to detect and prevent further 
attacks against the Nation, See id. at 14-1 7. Acting pursuant to that authority, the 
President determined that the Terrorist Surveillance Program was necessary to defend the 
United States against a subsequent catastrophic terrorist attack, id. at 4-5. 

A statute, such as FISA, cannot unduly restrict the President’s constitutional 
authority as Commander in Chief to direct the collection of signals intelligence from the 
Nation’s enemies during an ongoing armed conflict. The Supreme Court stated clearly in 
Hamdan v. Rumsfeld that “Congress [cannot intrude] upon the proper authority of the 
President .... Congress cannot direct the conduct of campaigns . . . .” 1 26 S. Ct. 2749, 
2773 (2006) {guoirng Ex Parte Milligan, 71 U.S. (4 Wall.) 2, 139-40 (1866) (Chase, C.J., 
concurring in judgment)); see Legal Authorities at 10 (the President “has certain powers 
and duties with which Congress cannot interfere”) (quoting Training of British Flying 
Students in the United Stales, 40 Op. Att’y Gen. 58, 61 (1941) (Attorney General Robert 
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H. Jackson)); see also, e.g., Morrison v. Olson, 487 U.S. 654, 691 (1988) (Congress may 
not “impede the President’s ability to perform his constitutional duty”). 

In any event, the Terrorist Surveillance Program has not been reauthorized for 
several months, and any electronic surveillance that was occurring as part of the Program 
is now subject to the approval of the FISC. It is now imperative that Congress and the 
Executive Branch shift their focus away from former intelligence programs and cooperate 
to close critical gaps in our intelligence capabilities under FISA while ensuring proper 
protections for the civil liberties of U.S. persons. 

FISA has been and continues to serve as the foundation for conducting electronic 
surveillance of foreign powers and agents of foreign powers in the United States. 
Although FISA is extremely important, it can and must be improved. The most serious 
problems with the statute stem from the fact that Congress defined the term “electronic 
surveillance” in a way that depends upon communications technology and practices as 
they existed in 1978. In 1978, almost all local calls were carried by wire and almost all 
transoceanic communications into and out of the United States were radio 
communications carried by satellite. Congress intentionally kept the latter category of 
communications largely outside the scope of FlSA’s coverage, consistent with FlSA’s 
primary focus of protecting the privacy of U.S. persons in the United States. Congress 
used the technological means by which communications were transmitted a! that time as 
a proxy for the types and locations of targets to which the procedures and safeguards of 
FISA would apply. 

This technology-dependent approach has had dramatic but unintended 
consequences, sweeping within the scope of FISA a wide range of communications 
intelligence activities that Congress intended to exclude from the scope of FISA. Since 
1978, we have seen a fundamental transformation in the means by which we 
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communicate. Congress did not anticipate — ^nor could it have foreseen — the 
technological revolution that would bring us global high-speed fiber-optic networks, 
wireless networks, and the Internet. Sheer fortuity in the development and deployment of 
new communications technologies, rather than a considered j udgment by Congress, has 
resulted in a considerable expansion of the reach of FISA to involve the FISC in 
approving the conduct of electronic surveillance of foreign persons overseas. 

This unintended expansion of FISA’s scope has hampered our intelligence 
capabilities and has caused the Intelligence Community, the Department of Justice, and 
the FISC to expend precious resources obtaining court approval to conduct intelligence 
activities directed at foreign persons overseas. The Director of National Intelligence, J. 
Michael McConnell, testified just last month that due to the outdated structure governing 
foreign intelligence surveillance, '‘[wle are actually missing a significant portion of what 
we should be getting” from our enemies. Furthermore, resources that could be spent to 
protect the privacy of U.S. persons in the United States must be diverted to address 
applications for surveillance of foreign persons located overseas. 

To rectify these problems, the Administration has proposed comprehensive 
amendments to FISA that would make the statute technology neutral, enhance the 
Government’s authority to secure assistance from private entities in conducting lawful 
foreign intelligence surveillance activities, and streamline the application and approval 
process before the FISC. The Administration’s proposal would revise the definition of 
“electronic surveillance,” such that FISA’s scope would turn upon the subject of the 
surveillance and the subject’s location (inside the United States or abroad), rather than 
substantively irrelevant criteria, such as the means by which a communication is 
transmitted or the location where the Government intercepts the communication. A 
technology-neutral statute would prevent the unintended expansion of FISA and would 
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provide an enduring and stable framework for the Intelligence Community to conduct 
foreign intelligence surveillance activities notwithstanding future revolutions in 
telecommunications technologies. 

Privacy and security are not mutually exclusive: By modernizing FISA, we can 
both provide the Intelligence Community with an enduring, agile, and efficient means of 
collecting critical foreign intelligence information and strengthen the privacy protections 
for U.S. persons in the United States. Reinstating FISA’s original carve-out for certain 
foreign intelligence activities conducted against foreign persons overseas would provide 
the Intelligence Community with the speed and agility necessary to detect and prevent 
terrorist attacks mounted by a diffuse and flexible network of foreign terrorist 
organizations. In combination with other proposed amendments to FISA, redefining 
‘'electronic surveillance” also would help to restore the focus of FISA on protecting the 
privacy of U.S. persons in the United States. And it would enable the FISC and the 
Executive Branch to allocate scarce resources to those applications for the conduct of 
electronic surveillance that directly implicate the core concern of FISA: protecting the 
privacy of U.S. persons in the United States. 

* ❖ * 

Again, Mr. Chainnan, thank you for the opportunity to appear today to discuss 
these important issues. Given the determined and deadly adversary that we continue to 
face, it is important that Congress and the Executive Branch cooperate to protect the 
Nation from further terrorist attacks while preserving the civil liberties of all Americans. 
We look forward to working with Congress to meet those objectives. 

# # # 
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Mr. Nadler. Thank you very much. 

Mr. Fein? 

TESTIMONY OF BRUCE FEIN, THE LICHFIELD GROUP, INC. 

Mr. Fein. Mr. Chairman and Members of the Subcommittee, I 
would like to underscore what I think are the most alarming ele- 
ments of the Terrorist Surveillance Program that ought to concern 
the Subcommittee and the American people. 

First, I would like to address the issue of secrecy. If it were not 
for a leak to the New York Times and publication in December of 
2005, we probably would not have this hearing at present. There 
have also been indications from statements of the attorney general 
and others that there are secret surveillance programs that have 
been undisclosed to Congress as well. There is no ability to hold 
anyone accountable to a program that is unknown. 

Secrecy is the bane of democracy. As James Madison said, “Pop- 
ular government without popular information is a tragedy, a farce, 
or both.” That seems to me a critical element of this Committee’s 
obligation is to know what in fact is transpiring, so an evaluation, 
certainly under the fourth amendment, can be made of its constitu- 
tionality. 

Secondly, the alarming statement of the Administration that 
FISA is unconstitutional, that article II trumps any ability of this 
Committee to place any restriction whatsoever on his ability to 
gather foreign intelligence is quite frightening. The Administration 
has been unable to dispute that their theory of article II would en- 
able the President to break and enter homes, open mails, commit 
assassinations, do anything that he thinks is necessary to gather 
foreign intelligence no matter what restrictions this Committee has 
placed to honor and vindicate other constitutional values. 

It is true that the President has insisted he has not utilized his 
article II powers to the maximum extent possible, but he has cer- 
tainly set a precedent that will lie around like a loaded weapon 
ready to be used the next time we have 9/11. I would like to recall 
a certain vignette from our own history. In 1765, the British Par- 
liament enacted the Stamp Act, and that represented taxation 
without representation, and much furor and opposition. 

Later on when the Stamp Act was repealed, the Parliament nev- 
ertheless asserted in the Declaratory Act that Parliament would re- 
tain the power, although it eliminated the tariffs, with authority to 
tax without representation, and that was what sparked the Amer- 
ican Revolution. Simply the fact that we have a President who 
says, I will not use my article II authority to break and enter your 
home without a warrant, should not be much comfort. 

I would like also to address the insinuation that FISA somehow 
crippled the President’s ability to gather foreign intelligence, which 
is a canard of the highest order. Ninety-nine percent of foreign in- 
telligence gathered by the National Security Agency is outside of 
FISA because it targets an alien abroad. There is no reasonable ex- 
pectation of privacy that Osama bin Laden has in a cave in Af- 
ghanistan that we will not spy on him. And FISA has no applica- 
tion in those circumstances. 

The kinds of issues that we are addressing with the Administra- 
tion’s Terrorist Surveillance Program is when an American citizen 
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on American soil is targeted for surveillance. There, it said we still 
can’t get a warrant. We have to utilize the President’s judgment 
alone as to whether or not there ought to be surveillance. 

Now, there is, however, one fix in the FISA program that does 
deserve correction, and I think Mr. Bradbury alluded to that. There 
is a definition of “electronic surveillance” that includes any commu- 
nication that makes a route through the domestic communications 
systems of the United States. That doesn’t make any sense. The 
concern needs to be on the protection of privacy, reasonable expec- 
tations of privacy. Of course, that fix could have been made 5 years 
ago, right after 9/11, by simply changing the definition of “elec- 
tronic surveillance” to exclude communications that simply happen 
by happenstance to have a domestic routing to it. 

Let me go back to the reason why we ought to be concerned 
about violations of FISA. As Justice Louis Brandeis said, “the right 
to be left alone is the most cherished right among civilized people.” 
When the citizenry understands that the President, on his author- 
ity alone, can spy on anyone, can leak information out that is de- 
rogatory or otherwise to punish dissidents or opposition to the in- 
cumbent leaders, there becomes a feeling of cowardliness, intimida- 
tion that silences and reduces the robustness of dialogue that is im- 
portant to a democratic discourse. 

Moreover, it makes people feel anxious about being unorthodox. 
It reduces spontaneity. It inhibits much of what we cherish in the 
United States of America, the signature that the purpose and chief 
aim of Government is to make us free. That exception requires im- 
portant Government interests to be asserted and proven before we 
limit that freedom. 

That is why, in my judgment, it is so important that we be very 
scrupulous in recognizing any exceptions to the ability of Confess 
to regulate the gathering of foreign intelligence or other intel- 
ligence information, and insist certainly that the fourth amend- 
ment be honored. 

Thank you, Mr. Chairman. 

[The prepared statement of Mr. Fein follows:] 

Prepared Statement of Bruce Fein 

Dear Mr. Chairman and Members of the Committee: 

I am pleased to share my views on the legality of the Bush administration’s pro- 
grams to gather foreign intelligence in contravention of the Foreign Intelligence Sur- 
veillance Act of 1978 (FISA). My remarks will focus on the National Security Agen- 
cy’s (NSA) domestic warrantless surveillance program that targets American citi- 
zens on American soil on the President’s say-so alone. But Delphic remarks by the 
Attorney General and other Bush administration officials indicate that other foreign 
intelligence spying programs are ongoing and generally unknown by either the Con- 
gress or the American people. But the Founding Fathers decried secret government. 
They recognized that sunshine is the best disinfectant; and, that secrecy breeds 
abuses and folly. Think of the three decades of illegalities by the Central Intel- 
ligence Agency and Federal Bureau of Investigation in opening mail and inter- 
cepting international telegraphs revealed by the Church Committee. Accordingly, 
Congress should insist that the respective intelligence committees of the House and 
Senate be fully and currently informed of every foreign intelligence collection pro- 
gram of the executive branch. 

WHY BE ALARMED ABOUT ILLEGAL SPYING PROGRAMS? 

The signature idea of the American Revolution was the belief that the chief end 
of the state was to make persons free to develop their faculties and to pursue virtue 
and wisdom, not to aggrandize government or to build empires. The Founding Fa- 
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thers believed that liberty should be the rule and that government intervention the 
exception based on a serious showing of need to protect a strong collective interest. 
They believed that the right to be left alone was the most cherished by civilized peo- 
ple; and, that a generalized fear of government harassment or retaliation would dull 
political debate and deter dissent. Accordingly, the Fourth Amendment was en- 
shrined to prohibit government from unreasonable searches and seizures. The pri- 
mary safeguard was the customary requirement of a particularized judicial warrant 
for a search premised on prohahle cause to believe evidence of crime would be dis- 
covered. History had taught that an unchecked executive would search to cow, to 
harass, or to oppress political opponents. The Fourth Amendment safeguards the 
right to be left alone for its own sake and to promote robust political discourse, the 
lifeblood of a democratic dispensation. 

Illegal searches are alarming because they subvert a fundamental individual lib- 
erty and frighten the public into submissiveness or silence. An indefinite number 
of citizens today are hesitant to criticize the Bush administration because fearful 
of retaliation. 

THE ILLEGALITY OF THE NSA’S DOMESTIC WARRANTLESS SURVEILLANCE PROGRAM 

I have attached an article I authored for the Presidential Quarterly that elabo- 
rates on the flagrant illegality of the NSA’s domestic warrantless surveillance pro- 
gram that violates FISA; and, an article I authored for The Washington Times that 
examines former Deputy Attorney General James Comey’s testimony before the Sen- 
ate Judiciary Committee last week. The gist of the articles is as follows: 

• FISA is clearly a constitutional exercise of the congressional power to enact 
necessary and proper laws that reasonably regulate the exercise of an execu- 
tive power; 

• FISA leaves the vast majority of the executive’s power to gather foreign intel- 
ligence undisturbed, and does not aggrandize Congress at the expense of the 
executive; 

• FISA was born of decades of spying abuses by an unchecked executive to har- 
ass or embarrass political opponents. It was not an exercise of congressional 
peevishness. 

• The constitutional theory advanced by the Bush administration to justify the 
NSA’s warrantless spying program equally crowns the President with author- 
ity to open mail, break and enter homes, and kidnap for the purpose of inter- 
rogation on his say-so alone. 

• Mr. Comey did not fix the FISA problem with the NSA’s warrantless surveil- 
lance program after he threatened to resign and President Bush informed 
him to do the right thing. 

• Congress should enact a law that prohibits any expenditure of the United 
States to gather foreign intelligence except in conformity with FISA. 

Based on the public record, it also would seem appropriate for this Committee to 
investigate whether criminal violations of FISA have been committed by the Bush 
administration and to urge the Department of Justice to appoint a special pros- 
ecutor to examine the matter. There is reason to suspect that high level officials, 
including President Bush himself, have knowingly violated FISA and continue to do 
so through the NSA’s domestic warrantless surveillance program. All of the legal 
arguments concocted by the Bush administration to defend the program have been 
facially preposterous. 

Attorney General Alberto Gonzales belatedly obtained a FISA warrant for the 
NSA’s spying but its terms have not been shared with Congress generally. Without 
disclosure, it is impossible for Congress to assess whether the warrant complies with 
FISA or whether the statute should be amended. I would urge Congress to prohibit 
the expenditure of any monies of the United States to execute a FISA warrant 
whose provisions have been withheld from the its respective House and Senate in- 
telligence and judiciary committees despite the issuance and service of proper sub- 
poenas. 


CONCLUSION 

If Congress leaves the Bush administration’s illegal spying programs unrebuked, 
a precedent will have been established that will lie around like a loaded weapon 
ready for permanent use throughout the endless conflict with international ter- 
rorism. If Congress slumbers, free speech and association will be chilled; political 
dissent will be muffled; unorthodox or unconventional behavior will be discouraged 
or punished; and, the American people will become docile, a fatal weakness to demo- 
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cratic customs and institutions. If the constitutional oath means anything, it means 
that Members of Congress are obligated to check and to sanction clear and palpable 
executive branch abuses. 



24 


ATTACHMENTS 

Mar 01 07 1 1 : 34a Bruca Fein S< Rssociaties 20277517G9 P*1 


PRESIDENTIAL 

STUDIES 



CENTER FOR THE STUDY 
OF THE PRESIDENCY 


Special Issue: 

hwoking Inherent Presidential Powers 


Volume 37 • Number 1 » March 2007 




25 


□ 1 07 11:34a Bruce Fein & Rssociaties 2027751789 


p. 2 


VOLUME 57 ■ NUMBER 1 * MARCH 2007 


PRESIDENTIAL STUDIES QUARTERLY 


CONTEN'lS 


SPECIAL ISSUE; inberen! Presidential Powers 

INTRODUCTION 

Invoking Inherent Powers: A Primer 

Louis Fisher 


ARTICLES 

Presidential Authority to Gather Foreign Intelligence 

Rruce Fein 

Inherent Presidential Power and CoiiSiitucional Structure 

Neil Kinkopr 

The Commander in Chief and the Courts 

Jules Lobcl 

Inherent War and Executive Powers and Prerogative Politics 

Richard M. Pious 

Taking the Prerogative out of the Presidency: An Originalist Perspective 

Jack N. Rakove 

Presidetitial Power and National Security 

Abraham D. Sofaer 


25 

57 

4y 

66 

85 

101 


FEATURES 

The Conitmporary Presidency: The Greats and the Great Debate: President 
William J. Clinton’s Use of Presidential Exemplars 

T,ara M. Brown 

The Law: Presidcnnal Inherent Power; The “Sole Organ ' Doctrine 

Luuis Fisher 

The Polls: Cabinet Member and Presidential Approval 

Costas Panagopoulos 

BOOK REVIEWS 

Mary E. Stuckey, Definhig Amerkam: The Prtsidenc/ and National Idmtily 

Sharon E. Jarvis 

Brace Ackerman, The Failure of the Founding Fathers: Jefferson, Marshall, 
and the Rise rf Presidential Democracy 

T,ara M. Brown 


124 

139 

153 


163 


l63 


26 


Mar 01 07 11:34a Bruce Fein & nssociates 2027751783 


p. 3 


ARTICLES 


Presidential Authority to 
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BRUCE FFIN 
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Fin-ciga Sunti/ie/mt Ad of 1978 (FISA), as amc/icleJ six rimes shue 9ni. Tbs 

eonj{ir/>t/OMli'ty oj FISA, hwmx is incwsltMaOh. is is jusufedby the Fiecessary and M\Kr 
Clause of Article I, section 8, danus 78 ;« ii.gbt of tise massisv famgn abuses 
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President George W. Bush bus claimed Inlierent constitutional power ro target 
American citizens on American soil for warrantless clecrronic surveillance or physical 
searches by the National Security Agency (NSA) in defiance of the Foreign Intelligence 
Surveillance Ac: ot l978,50 U.S.C. § 1801 etseq. (FISA), The stature has been amended 
six times since 9/11 to accommodate the heightened danger and new stratagems for 
communicating without derecrion.' Why has President Bush’s nonsense on stilts gar- 
nered nontrivial homage? 

Conflict summons fear. 

Fear breeds imbalanced judgments- 

Imbalanced judgments manufacture constitutional interpretations from trifles Light 
as air to exploit and to placate exaggerated popular alarm. 

9/11 fits the historical pattern. The aftermath of chat abomination resembles Peacl 
Harbor, one of its must execrable ancestors. Five months elapsed after the Japanese attack 

1. 50 U.S.C. § 1801 et seq. 

3 nice Fein is a tymitisutiemd expert and itstematiiKitJ consMltant vdiv as assixuilc deputy altormy jy:i>.ral 

under President Ronul.i Regan. Hr often Satiftes Ufore CeugfEis and is a utekiy nhemokt f' tU Wish.ngcon Timsi 
and ifx Capitol Leader. 

Pr.^sidmiiui SluJia Quanerh }7. h-j. I (March) 23 
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with aa evidence of internal disloyalty or sabotage in the United Stares by citizens or 
permanent resident aliens spotting Japanese ancestry. Yet 120,000 were mternc'd until the 

closing monchsofWorld War II,aduraiionthatwas extended toavoid an tagonizingbigoted 

voters in the November 1944 elections. Thepmfessed justification was national security. 
The genuine reason was rackm, as Congress found in the Civil Liberties Act of 1988.' 

President Bush has chosen lu /lout FISA for more than five years witli no evidence 
that its mild restraints on foreign intelligence collection impair the defeat of interna- 
tional rercorism. His motivations have been fivefiald: ro gather political intelligence 
against his domestic critics, to chill dissent by creating an aura of intimidation, to cripple 
Congress as a check on presidential power, to warn courts against sotond-guessing 
national security decisions of the commander in chief, and co concocr an appearance of 
toughness on tecrorism. 

FISA did not Ikilitate the success of the 9/1 1 hijackers. The 9/1 1 Commission did 
not find chat the hiiackings would have been averted if the president had enjoyed 
unchecked power co spy. On July 31, 2002, the Bush administration testified to the 
Senate Intelligence Committee that FISA was nimble, flexible, and impeccable a.5 an 
instrument fur nipping terrorist plots in the bud.* 

The NSA’s circumvention of FISA has yielded no demonstrable national security 
benefits. President Bush has not identified even one rerrori<t attack chat was ftuscraced by 
warrantless spying on American citizens. In contrast, the White House has described in 
some detail the terrorism chat wus allegedly frustrated by the CIA's secret imprisonments 
and incerrogacions of the "Al Qaeda 14.“ In signing the Military Commissions Act of 
200(5, President Bush elaborated: "The CIA program helped us identify terrorists who 
were sent co case targets inside the United States, including financial buildings in major 
cities on the Fast Coast. And the CIA program helped us scop the planned strike on U.S. 
Marines in Djibouti, a pLinned attack on the U.S. consvilate in Karachi, and a plot to 
liijack airplanes ami fly them into Heathrow Airport and Canary Wharf in London. '* 
Bush lias conspicuously remained as silent as the Sphin.x about the NSA's warranties.'! 
surv eillaiice success stories because there are none co tell. If there were, they would have 
been leaked and declassified long ago. 

Pearl Harbor and 9/1 1 have in common the cynical assertions of power co advance 
a partisan policical agenda at the expense of the Consticucion and the rule of law. To 
borrow from Madam Roland about the French Revolution; “O National Security! O 
National Security! Whac crimes are connnitted in thy name!" 

Congressional Power to Enact FISA 

There may be statutes with even more solid constitutional foundations than FISA, 
but if there are, they do not readily come co mind. 


2. Piililic Lnw MX)- 383: 5l)U.S.C App. 1989 (b-3<e))- 
3 50 ILS.C §§ 1801-1811 ami 1821-1829- 

4, 'Piesidcnc Dush Signs Militoiry Commissions Act nf 2006." 
vhirchousL' gov/oe\v&'rt'lea.ses/2006/10.'2006l017-l.hcml. 


Available from hrep;.'.' 
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Article 1, section 


8, clause IS empowers Congress 'To make all Laws which shall be 
>r’car™.nA into F.sKution . . . all . . . Powers vested by this Con- 


necessary and proper for carry, ng into hvKUtlon ... all ... i owers .eseeo . 

stitmion in the Governmenr of the United States or in any Department ot Officer 
rhcteof- (Necessary and Proper Clause). Chief Just.ee John Marshall, n, MrCoJM V. 
AlnryW, 17 U.S. il6 ( 1 8 1 9), explained the bnardlh ofruilhotity It co.tfers: 

A constitation, to ci,..t...n an accurate detail of the subdivisions of which its great powers 
w.ll admit and of all die means bv which they shall be eariied into csecotion, would 
partate nf the prolixity of a legal code, and could scarcely be embraced by lire human m, ad. 

I: u'ould, probflbh', never be understood by ihc public. Its n.-irurc, therefore, requires, that 
only its urrat outlines should be marked, its imporraiit objects designiitcd, and the minor 
inqrtdicr.ts which compose chose objects, be deduced from the nature of the oujccis 

chcmselves l\V]e must never forget that it is a mistifut!c» wc aie expounding i 1 lu* 

Nc-ces^arv and Proper Clause] is made in a tunstiturion, intended to endure for ages to come, 
iiii.l consequently, m be adapted to the various aha in human iirTairs. To Iw't prescribed che 
n-.ciins by which government should, in all future time, cxeciicc tts ixwcrs,_ would have oeen 
to change, cntirelv, the charactet of the instrument, and give it the proix-riicsot a Tga! code, 
h would li.ive been an unwise attempt copnividc. by immutable rules, for exigencies whidi, 
if foreseen at all, must have been .seen dimly, and which can best be provided for ns they 
occur. To have dechired. that the best means shall not be used. Imt those alone, wuhnui 
which the power given would be nugatory, would have been to tleiinve the legislature o. die 
capanty to avail itself of experience, ro exercise rc.ason. and to accommodate ns Icgis.irion 

to circumstances IVv'K- think the sound construction of the constitution must allow to 

the national legislature that disetetion. with res|xrct to the means by whidi the powers it 
confers are to be carried into execution, which will enable that body to perform the high 
duties assigned to it, m the manner most beneficial to tlic people. Let die end be legitimate, 
lec it be within the scope- of the constituilon, and all means which are appropnale, which 
are plainly adapted to that end. which are not prohibited, but consist with the letter and 
spirit of the constitution, are constitutional, (emphasis added) 

It may be conceded chat Article 11 of the Constitution vests in the president 
authority to gather foreign inrclligence, that is, intelligence useful to the foreign policy 
or national security of the United Statc-s. FISA, nevertheless, is a “necessary and proper" 
law regulating die execution of that authority. Its legitimate goals are to fortify the 
Fourth Amendment’s protection of privacy and the First Amendment's prorection of free 
speech and association. Both were chronically abused during forty years of unchecked 
executive power over intelligence collection. The Constitution did not require Congress 
to blind itself to this experience. Absolute power corrupts absolutely in ail rimes and 

places. Human nature does nor change. 

U.S. Circuit Judge Richard A. Posner has written; '‘FISA was a legislative reaction 
(indeed overreaction) to executive branch abuses’’ (Posner 2006, l49). But he insists that 
a changed cultural enviroimient more adulatory of civil liberties has antiquated rhe 
statute- ''The point is nor that human nature has changed, since the days when J. Edgar 
Hoover ran roughshod over civil liberties; it hasn't. It’s the environment in whidi law 
enforcement and intelligence personnel work that has changed reducing the risk ol abuse 
of private information bv its governmental custodians at the same time chat che menace 
of lerrnrism has increased” (ibid., 145). Posner adds; “Although there is a history ot 
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misuse by the FBL the CIA, and local police forces of personal information collected 
ostensibly for law enforcement and intelligence purposes, it is not a recent history. The 
legal and bureaucratic controls over such misuse are much tighter today than they used 
to be" (ibid., 144). The judge’s argument is unconvincing. 

As thromcled hereafter, intelligence abuses are frequently orchestraied by the 
president or his political appointees, not by trained bureaucrats. Ambassador Josejih 
\Xdlson and Valery Flame, for example, were defamed through intelligence leaks from 
President Bush’s inner circle, including Vice President Dick Cheney, bis Chief of Staff 
.Scooter Libby, and Karl Rove, President Bush’s Rasputin. Further, the incentives for law 
enforcement and intelligence jiersonnel since 9/1 1 is to spy more and pay less heed to civdl 
liberties under the patriotic marquee, “No more 9''! I’s.’ Even before that infamous date, 
Wen Ho Lee’s life bad been mined by government leaks falsely identifying him as a 
Chinese Communist spy. Ditto for Stephen Hatfill, a so-called person of interest in the FBI 
anchra.x vi [lain investigation. On November 3, 2006, the iWti- Yoi'k Times reported that 
FRI Director Robert S. Mueller had issued a stern message to the bureau’s thirty thousand 
employees against leaking confidential information after rcccut news articles disclosed 
criminal investigations involving congressional incumbents, especially House Republi- 
cans, Tlie leaks could have affected the Democratic capture of the 1 lOth Congress, 

Tlie state serrers doctrine protects wrongdoers who abuse foreign iiiiclligence from 
civil liiibiliry. And criminal liability will be averted or absolved by presidential pardons or 
retroactive immunity enacted by Congress. Think ol Piesidcnt Ronald Reagiin s pardons 
of Ec! Miller and Mark Felt for illegal burglaries. President George H. W, Bush's pardons 
of Elliot Abrums and Casp.ir Weinberger for Iran-Contra, deceptions, and President Bill 
Clinton’s pardon of CIA Direcror John Deursch for his mishandling of classified infor- 
mation. The Military Commissions Act also exonerated violations of the War Crimes Act 
of 1987. The Civil Liberties Board created by the Patriot Acc is a uonfunccloring joke, 

Posner also undercuts his own “changed environment " thesis by proposing a 
qualified "good fiiich" immunity «lefen.se to shield national security officiuls wlio violate 
a constitutional right (ibid., 155). Bui the defense would be unnecessary if officials were 
scrupulous in obeying the law. 

Finally, the FBI’s and CIA’s intelligence wrongdoings receded from their liistoricnl 
high w.icermark because of statutes like FISA. That understanding is a reason for 
retaining the laws, not for their relaxation. 

A special commirree of the U.S. Senate dubbed the '‘Cliiirch committee held 
lengthy and televised hearings beginning in 19'75.' The Church comnnirtee was comple- 
mented by a less responsible and professional eornmitcee m the House of Representatives 
Styled the "Pike Lommiitee.’’'’ Both committees surveyed forty yeare of unchecked execu- 
tive spying for intelligence purposes from President Franklin D. Roosevelt through 
President Richard M. Nixon. The examination revealed decades of illegal mail openings, 
decades of illegal interceptions of international telegrams, a history of illegal burglaries, 

5. Hcirin^i jcfore ttie Seifcr Comrnirtet to Study Govcrtmer.t Operations with Respetc tu fiucl- 
liL’i nu' Aitivities of the U.S. Senate, 94th Cong., Isc sess., vol. 4, Mrsil Opening. October 21-2-1, 197; 

I). Reir>rc!, 94th Cong., 2d sess. (January 29. 1976). 
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of the NSA for non-fotoisn intelliEence purposes, spyiug to gether pol.tical 
.utelligence and embarrassing i*rsonal information on pol.fcal opponents and doss, , 

on to d,eNmt Y«rk n„a of Pos.dent Nixon's secret 

bombing of Cambodia in 1970 was emblematic (Gently 1991, 632). It began seth 
t^taps^n Morton Ha, per, n, an aide to National Security Adv.ser H-rr Ktss.nget 
expanded to ,,ersons whom Ktsslnger suspected were undertnmnrg Ins WInte Hot 
influeoe-e Tevo months of wiretaps and bugs yielded nothtng, but K,ss,nget nis.sted on 
the,r enntitruance to enable the suspects to establish a "ixittetn ot iunrxrence, a concept 

worthy oI Franz Kafha % f be Trial. r._ 

Identifying the kaket soon degenerated into colleccng political mtelligencc ,, 
example, a planned magaaine anide by Clark aiffotj ctit.eal of Nixon's V.etnam Wat 
policy In all the FBI emplovetl technical means against sevtnteen individuals Ihe 
information retained concerned sex lives, drug use, drinking habits, mental problems, 

inancal disputes, 'vacation plans, and social conraas. .1 

FISA was a “necessiiry and proper" answer to this lon« tram of pres.dcncal spym;- 
abuses. It reqiiirtes the attorney general to obtain -a warrant from a FlbA ludge to TOndurt 
electttmic surveillance ot physical searches that target American cu.cens on American soil 
for foreign intelligence purposes. An application must demonstrate probab.c cause to 
believe the American target is implicated in international tertotism or is otlierwjsc aciing 
as an agent „fa foreign ixiwer. Tltat thteshold is not difficult to satisfy. Since the incepuon 
of FISA, approximately twenty thousand warrant applications hove been granted, A 
handful have been dcnittl. 

FISA accommodates the special needs of emc-ri-em'ies or wartime-. It aurhonzus 
electronic surveillance or physical searches in such circumstances without a warrant for 
seventy-two hours- and fifteen days," respectively. 

Probably 99 percent or more of foreign intelligence is gachered outside the ctin- 
siiaints of -FISA. As the NSA has testified, its targets are typically aliens abroad, who 
enjoy neithci Fourth Amendment nor FISA protect, on." In othe. words, FISA regulates 
bur a tiny crumb of foreign intelligence colle-ction. Even in that domain, the “ ™' 

unworkable, as the Department of Justice has testified after 9/11. Moreover, the NSAs 
wartantless surveillance program excludes domcstic-coaiomestic communications, which 
remain governed by FkSA.'' The larier statute is cirrumvented only where one commu- 
nicant is abroad. But FlSA’s warrant rules are identical in both situations. H warrants are 
workable for di.mestic-to-domestic interceptions, the same is true lor domestu:-m- 
forcii;ii communications. 


7 Stneemenr i.f Senator Patrick Le^hy, Cbalrmaa, Serare Jiddiciary CofiynircM. ''Xyunin-ie lAecunvx- 
Power and the NSA’s SurveiUar.re Authorit)'." Fenruary 6, 2006. Av,ulable from nttp.-.'k..li>.sr . 
preis5/200602/'0206o6.htiiil. 

8. 50 U.S.C. § 1802. 

y. 50 L'-sr.. § 1011- 

10 H R- 5825, "ElectroniL Sur\-MUancc Modernization Act. 

11 Testimony to the Judiciary Com.'tiiitee of the U.S. Senarr by Gcncrd MichisH V, Hayden. 
Director, CIA, July 2006. 
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The aam,„Ur.r.oa sophorcorlcalT 

ccroachca 00 por,cr. James Maa.oa ^'“'"^^"Ircrses a aecisive 

CoasrirmmnT separarioo af peers is v.oL.red „„ly ^egola^ of .he 

or prcaommarinB ioBuence over a pe.er ass.gned ro 

to .adepcorleot jud.c.al scrut.rry- If HS.A ™ l^„„ f ovetruled. 

''"'^";ruceirerto?„SETA-:To"^^^^^ 

application .oawUibes^r by termo»h^ 

as u then Stood when USA v.^s enactea 7 xua. TT<;<iT3 brandished 

=:t::,Z:Z.hepo.rof.e.^^^^^^ 

, n hr,..,r,.<rv rf, I'nrrc Pfcsidtfni Nixofi 10 soile back or end the U.S. military presence 
ritiJocbiria Congress enacrerl four major appropriations measures. In lare 
9‘rcong ess pLetl the Supplemental foreign Assistance ,f; ^ 

mh,bnedthe use offands m mrrodnee U.S. ground eornbar .mops nrro Cambod.a or 

I II C Tclvknr-; to or for Cambodian military forces in (.ambodia. 

^" iZarejtZd.Clnngressapproved the second SnpplemenralA^^^^^^^ 

for FY1973. Ir declared' "Mooe -I’ 'be foods hemin appropriated '"“1''^'^ *.« may b= 
expLded to support directly oc indirectly coml™. activities m or over Cambod a U , 
North Vrelnam and South Vietnam by U nired States forces, and afar Augnst 1 5 ^ 9 1 
no other funds heretofore appmptiated under any other act may ■ expe 

"'"‘’Z'at ptoh.bitiou va.s carried forth in the June 30, 1973 Conrirtuing Appropnartons 
ResoiZ^fa i-Y1974. in December 1974, Congreas passed the Fnretgn Ass, stance Act 
of 74 "hich capped American personnel in V.ernam at A.OOO sv.thrn 3.S months of 


p. 8 
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In late September 1994, Congress passed the Department of Defettse Appropna- 
ciorts Act fnr FY1995. k stipulated: -None of the funds appropriated by this Act may be 
used for the continuous presence in Somalia of United States military personnel after 
SLptember JD, 1991.’' Congress similarly decreed through Title IX ot the Depaitment of 
Defense Appropriations Art fur FY1995 that "no funds provided m this Act arc ava.kble 
for United Stares niilitair participation to continue Oixration Support Hope m ot 
around Rvanda after October 7, 1994, except for any action that ts necessary to ptolcct 

the lives of United States citizens.” 

Both Attorney General Alberto Gonzales in testimony before the Senate Judiciary 
Committee and former Deputy Assistant Attorney General John Yoo in his book War iy 
Olk-r Afa-otJ have affirmed that Congress could constitutionally tetroinate the NSA s 
warrantless surveillance program through the pnvvet uf the purse (Yoo 2006, 125). Hic 
text uf such a smtute would provide; "Mo funds of the Uuited States may be expended to 
gather foreign intelligence except pursuant to the foreign Imclhgence Surecillance Act. 
The encroachment on the president's foreign intelligence authority is the same whether 
effectuated through the power of the purse ot through flSA. An encroachment by any 
other name is still an encroachment. To argue, as do Attorney Gcnetal Gonzales and 
former Deputy Assistant Attorney Gener.,1 Ytio, that the Constitution makes a distinc- 
tion between the two is to exalt form over substance. 


Constitutional Philosophy 

President Bush's claim of supreme auclioiiry to gather foreign intelligence conccary 
to FISA also wars with the constitutional philosophy of the Founding Fadie-rs. They 
understood that men were not angels, that human nature and the cormpting influence of 
absolute power do not change, that "trust me" was no suhstitute for maki ng ambition to 
counteract ambition, and that a sepatatioii of powers was essential to iivniding tyranny. 
Not a single woni in either the Constitution or die PeJtmlhi Papvrs indicates that, in 
contemplating necessary lestraims on the three bi-ane.hes of government, proper deduc- 
tions should be made for the oidinaty depravity of human nature, except tot the executive 
branch, indeed, the Founders were furcher especially fearfal of executive abuses ot 
megalomania. The Declaration of Indeiiendence indicted King George III, not the 
British Patliamciit; "The History of the present King of Great Britain is a History of 
repeated Injuries and Usutpacions, all having ,n direct Objert the Establishment of an 
absolute Tyranny over these States." The congreasional power of the purse, die president s 
obligation CO take cate that the laws be faithhilly extxiutcd, and the fourth Amendment s 
prohibition of unreasonable seatches and seizures responded to the excesses of King 
Charles I, King James 11, and King George III, respectively. 

It is inconceivable that the Conscimtion's makers would have frowned on FISA s 
narrow and modest regulation of the president's authority to spy on American citizens on 
Amencan soil under the Ixmner of foreign intehigencc. To paraphrase Chief Justice 
Marsbali, the Necessary and Proper Clause aimed to enable Congress to avail itself of 
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experience. Forcy years of fla^ranc illegaliiies in violation of the Fourth and First Amend- 
mcnc rights ofU.S. citizens occasitmed by unchecked presidenrial power was enough. 

The Founding Fathers, nevertheless, understood that situations could tirise when a 
president might find ic necessary to flour the law to rescue the nation from peril. They 
were versed i n John Locke’s Smnd Treatise ofChil Government, which addressed the matter 
in explaining executive prerogative. The gist of Locke was chat laws might be violated by 
rhe executive to preserv’e society, but at the risk of repudiation ot overthrow by the people 
or legislature. Their approvals were necessary tu make w'hat w'as illegal legal. 

Following Locke and the Founding Fathers, if President Bush thought it necessary 
to violate FISA m the wake of 9.'l 1, he should have informed Congress and the people of 
his transgression and pleaded fur statutory ratification of his actions, just as President 
Abraham Lincoln did after unilaterally suspending the Great Writ of habeas corpus in the 
Civil War.' 

In seeming anticipation of 9.U 1 , locks elaborated: 
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Controlling Supreme Court Decisions I 


Many things there arc, which the law can by no means provide for; and those must 
necessarily be left to the discretion of him that has rhe executiw power in his hands, to be 
ordered by him as the public good and advantage sliall rei[uire: nay, it is fit that the laws 
chcmsclvc-s should in some cases give way to executive power, or rather to this fundumtnciil 
law of iiacare and governmenr, viz. That as much as may be. all members ace to be 
pfcservfd. . This power to act according tu discretion, for the public good, wirhouc the 
prescription of the law, and sometimes even against if, is rhar which is called prerogative: 
for since in some governiueiii,s rhe lawmaking power is not always in being, and is usually 
too iicLiiiLruus and coo slow, for the dispatch rexjuisite to execution. . . . This prrwcr. whilst 
employed for rhe benefit of the community, and suitabilicy to the trust and ends of 
government, is undoubted prerogative, nnd never is questioned: for the people are very 
seldom or never scrupulous or nice in ihe iwinr; they are far from examining precogativt*. 
whilst it is in uciy tuleuibk- degree employed for the use it was meant . . . but if there comes 
to be a question htcwcen the executive power and the people, about a thing claimed as a 
prerogative; the cc-ndtney of the exercise of such prerogative to the good or hurt of the 
people, will easily decide the question. . . , And therefore they have a very wrong tuitum of 
government, who say. rhat the people Iwve encroachixl u|X)n the preingative, when they have 
got any part of it to be defined by positive law: for in so doing they have not pulled from 
the prince any thing char of right belonged to him, but only declared, that tliat power which 
they indefinitely left in his or his ancestors hands, to be exercised for their good, was nor a 
thing which they intended him when he used it otherwise. (l690, §§ Idl-(i3) 
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The Supreme Court’s decision in ymngsloum Sheet & Tube v. Sauyer, 343 U.S. '579 
(1952), further fortifies the constitutionality of FISA. There Congress rejected an 
amendment Co the 1947 Taft-Hartley Act that would have authorized the president to 
seize private businesses to resolve labor disputes. Five yeans later, in rhe midst of the 
Korean War, President Harry Truman seized private steel mills to avert a threatened 

12. ' Habe.:s Corpus .\cr o: 1S63,” United States Statutes at Large, vol. 12, 37ih Cong., 3l! sess., 
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.h.I couia ups., .h. supply of s.«l 

Sopreuse Coun rebuEcd .he preside.,. s f- ^^deX^c .ulhLse, W.i.iog 

mander in chief to justify a sei^areL presidents 

for rhe msjor.ry, Jusrice Hugo onrerprises in 

svirhour rongression.! aurhoriry have rates pos»As.ou nr P'-- ^ 

Department or Officer thereof. rrmL-ress did not find that there 

had been pres.denr.al abuses of the !»"« “ ^ T,,„e ™ere no 

purposes, '^^^f^^Jcongrcss had not iffirr..at.vely declared that the piesi- 

excepnons or aUernairves. Th'rd. Uo fc authoripe the same, a less vgorous 

dent enjoyed no seizure power, “ El <01, ,„'s seizure of a private business 

expression nf legislative seoriirenr. irbouc jnsr e,.,n- 

v.olared ^ enterprise ,s less cental .0 a democratic 

S::riI^ 2 ':;::Zrrb or^lrst Amend,., enrs, which safbguard r.ghrs most cher- 

"'"‘‘^AtTlrS »ier case than Viyag.^, Congress was provoked to act ^ 
decadesrf widespmad .nesidcnr.al abrnes. In f 

presidem's collection or fure.gn ' j'“““ |„„ ,he techniques by requiring a 

or more of foreign inrelligtnce. fi';a exolititly dechires that 
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A 1 Qaeda symparh.es w.thou. asking questions such as Am'ucan 
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TLie Supreme Coart's decision in MorrJson v. Olson, 4S7 U.S. 654 (l^SS), also 
discredits the argument that HSA unconscicuclonally undermines the president s author- 
ity over foreign intehiKcnce. Ankle IX entrusts the president with rcponsibiiity for 
faithfully executing the laws. Criminal law enforcement lies at the core of that authority. 
Congress mav not limit the president's choke of the attorney general to ensure that law 
enforcement ‘marches to a presidential drummer, according to the rationale oi the 
Supreme Court in VnhedStates, 272 U.S. 52 (1926). Yet in Morrmn, the Court 

sustained the Independent Counsel Act, which removed from the president s complete 

control a certain category of criminal law enforcement. 

The act provided for the appointment of an independent counsel by a specia 
three-judge court on the application of the attorney' general. An application was requirfd 
when nontrivial evidence surfaced justifying a criminal investigation ol one or more oi 
the president's men or his party's bigwigs. After appointment, an independent counsel 
could he removed only for “good cause." In sum. an independent counsel encroached on 

the president's Article il power to enforce the criminal law. , . , . . 

Writing for the Court in Mernyw. Chief Justice William Rehnquisc denied that the 
'good cause" removal limitarion impermissibly incerfered with the pccsidem s exercise of 
his conscimtionaJly apyjointed functions. He reasoned: “There is no real dispute chat the: 
functions performed by the independent counsel are ‘execuiive in the sense that they are 
law ciifoi'cemenc functions that have been typitally undertaken by officials within the 
executive-branch." bur the independenr counsel exercised limited cciminal jurisdiction and 
enjoyed a limired tenure. Accordingly, rhe chief justice concluded: “Although the counsel 
exercises no small amount ofdisctetion and judgment indedding how ro carry out his or 

herduties under the Act. wcsimplydonotsec how thePresidont'snc-odco control thcexercise 

of that discretion is so central to the functioning of the Exeaitivc Branch as to 
a martcr of constitutional law that the counsel be terminable at will by tlu- President , In 
addition, the indepttuk-nt counsel did not confound the president's duty m faithfully 
execute the laws because incompetence or misbehavior would justify a good cause 

dismissal, ChiefJusticeRehnquist added duit-checongressioma determination tohmit the 

removal power of the Attorney General was essential, in the view of Congress, to e,stablish 

chc-necessaryindependcnceoffheofftccltoconductpoliticallysensicivemvestigutionsl.V,e 

do not think that this limitation as it presently stand.? sufficiently deprives the President 
of control ovet the independent counsel to mcerfere impermissibly with his constitutional 
obligaciun to ensure the faithful execution of the Laws.” 

The Constitution's separation of powers was undisturbed by the Independent 
Counsel Act bec-msc the principle does not rL-quire the three branches of government to 
operate with absolute independence. While separation of powers does prohibit Congress 
from prtvciuing the executive branch from accomplishing its constitutionally assigned 
functions, the independent counsel wa.s subject to siuTicienc control by the attorney 
general and the policies of the Department of Justice to ensure that the president was not 
sidelined in his law enforcement duties. 

The mtionale dearly sustains FISA against a separation of powers attack. 

It does not prevent the president from gathering foreign intelligence. Indeed, it regulates 
less chan 1 percent of foreign intelligence activities. Further, the regulation is measured. 
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no, Jmeoniin. The president is obligated to obtain a FISA wattant based on ptobabl 
cause CO believe an Ametkan target on American soil is a tore.gn agent before conductmt 
electronic surveillance or physical searches. The threshold mt a FISA warrant ts jde- 
manding, which explains why virtually every warrant application has been granted, 
addition. Congress did not enact FISA to aggcaodixe its own powers but to confer on 
judiciary a checking fonction to prevent Fourth and First Amendment abuses by 
executive As expressly holds, the feet that a (unction has heen eonsi.mtionally 

assigned to the executive does not, ipso facto, shield it from coogressional regulation 

under the Necessary and Proper Clause or otherwise. 

The Supreme Court’s decision in b'nkaf Sharia ts Cr/mir- orgk ] ■ 

U .S i04 (193(5), is not to the contrary. In upholding a broad delegation of legislative 
power to the president In the field of foreign affeirs. Justice George .Sutherland inuotciit- 
ishly ruminated about the primacy uf the executive in rashion.ng the external relations 
the United Stines. Me observed (ibid., 320): 

Moreover he, not Oinartss. has the opportui.iiy of knowing conditions svhkli prevail in 
“nien coinuries and ^spetl.lly is this tnie in times of war. He has his confidential sotitces 
Iif inform.uir.n. He has his agents in the form of diplomacc consa ... and other offiea.l^ 
fiecrtcy in nsptc. of informaiion giitherol by them may be highly necessary, 
premature disclosure of it productive of harmful resolls. 

Sutherland’s patnin to the executive in foreign arfaits misleads by omission Presi- 
dents regularl, lie to Congmss a, id the Amctican people by misrepresenting foreign 
iinelligeiice. Falsehoods were told about Spain’s responsibility for the exp os.on o.i the 
WS L,„ to push the nation toward the Spanish-Anretican Vt-at. President Fraito 
lloosevelt lied about a Naxi attrkkon the USS Gn« to propel the nation m o World War 
JI (Kimball 2004, 83). President Lyndon Johnson lied about the Notch Viernamesc 
attacks on the USS Alurwat and USS UimiTjoy to iustify the Tonkin Gulf Resolution, 
President George W. Bush lied almni Iraq’s weapons of mass destruction, mcliiding 
akcmpts to purchase uranium in Niger, to defend his invasiou of Iraq. In sum, Justice 
Sutherland neglected completely presidential abuses of foreign intelligence, which easi y 
establishe.s the constitutionality of coogressional checks like FISA. 

Cmliss-Wrighi did not canonixe the White House as the sole organ ot the nation m 
foreign policy or national security. If it had, the many neutrality arts of Congress in the 
193(fs would have been nnconstitutional.'* Deeded at the xenith ol neutrality fever in 
Congress, Cftrlm-Wrigbl not even insinuate a doubt as to the constitiiiionalit) ot the 
neutrality laws. 

FISA's Chief Critics 

FiSA’s critics, like Attorney General Gonxales and former Deputy Assistant Attoi- 
ncy Gci.c-ral Yoo, argue that the Constitution grants the president the leading role in 

13 . H,S. Res- 1145 (August 7. 19641. 

14.49 8™. 1081 (19351,49 801 .. 1153 (19371, 50 Sbc 121 (load, -4 Smt DUO 9), 
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Concluding Observations 

The constitutionality of FISA is indisputable- according to 

Confess tie legal profession, and the public. Puey are unschooled in the P''il““P''y 
Ihe Consbtution the fe-Win f«pm. Montesquieu's Spirit ol the tos, John Uche. 
EnclisrM crRights of IfrSS. ot Magna Chatta. Prey do not kno.- that the histut o, 
uncheAed power t a history of tyranny, that enlightened presidents do nol crave abso ute 
p„i.et, and that a governnic-nt of laws is superior to a govemmeue ol men in protect g 
ftinH-imemal inJividoal fret-doms or oiheni'isc. t i. l r ^ 

“out Jefferson ptesdend. wrote that a people cannot expect ro be bod, tee and 

ig„o,ant.“ The Ihe 

llai«mr.hrM.ht“y Conimissious Act of 2006 and a companion eftott (not yet 
enacted) to yive congressional sanction to President Bush's warrantless domestic sure e. - 
lame proemm." lf.be alarming trend toward ever-greatet constitutional lUiteracy is 

, 0. John B.r.,„ and Kaplan. Bnaldd A.»uar S-nh-- 1^"' hTl' 8™'™. 

1997), 344, no. iS. 

17. S. :W9. 109th Cong., 2d scss. (200h). 
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reversed, the United States is destined to become a second edition of The Decline and Pali 
nf the Roman f.mpirc as chronicled by Edward Gibbon. 
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Fonner Acting Attorney General 
James Comey threatened to resign on 
March 1 1 , 2004, over the lawlessness 
of tlie Wliitc House in collecting 
foreign intelligence. He witliheld his 
resignation and continued serving. 

Why remains a conundrum after Mr. 

Comey's startling May 15 testimony 
before the Senate Judiciary 
Committee. 

In the aftermath of September 11, 

2001, President Bush instructed the 
National Security Agency (NS A) to 
target the e-mails and phone calls of 
U.S. citizens on American soil for interception on his say-so alone. The 
instruction flouted the Foreign Intelligence Surveillance Act of 1 978 (FISA). 
Generally speaking, it requires a judicial warrant based on probable cause to 
believe the NSAs spying target is implicated in international terrorism or 
activity on behalf of a foreign nation. Exceptions to the warrant rule are crafted 
for emergencies or during a 15-day window in wartime. 

FISA was the child of extensive congressional committee hearings in 1975- 
76 which revealed persistent spying abuses by an unchecked executive from 
President Franklin D. Roosevelt to President Richard M. Nixon. The unifying 
motive was to cripple or embarrass the president's political opponents. 

FISA declared that the statute was the "exclusive" means for gathering 
foreign intelligence by spying on American citizens via electronic surveillance. 
Intentional violations were made felonies. 

FISA's regulation of the president foreign intelligence authority is 
exceptionally modest. It generally applies only when American citizens in the 
United States with a reasonable expectation of privacy are the NSA's targets. 
But the spying agency ordinarily targets noncitizens abroad for electronic 
surveillance or physical searches where FISA has no application. In operation, 
the FISA has been untroublesome to the president's collection of foreign 
intelligence. Only a handful of warrant requests have been denied in 
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approximately 20,000 cases. On July 3 1 , 2002, the Justice Department 
applauded FISA before the Senate Intelligence Committee as wonderfully 
nimble and flexible and in no need of amendment to lower the threshold for the 
NSA's spying. 

FISA's constihitional credentials are tlius impeccable. The Founding Fathers 
empowered Congress to enact "necessary and proper" laws for the execution of 
presidential authorities that stopped short of exerting a "controlling influence" 
over the chief executive. Accordingly, the United States Supreme Court has 
sustained mild congressional regulation of the president's law enforcement 
functions in creating independent counsels or independent agencies in 
Morrison v. Olson and Humphrey's Executor, respectively. FISA similarly 
eschews handcuffing the president's ability to collect foreign intelligence. Its 
scope is narrow. Its hurdles are readily surmounted. And since its enactment 29 
years ago, no president has demonstrated FISA had prevented the collection of 
important foreign intelligence. It spealcs volumes that the September 1 1 
Commission did not recommend amending or relaxing FISA as a strategy for 
defeating international terrorism. 

President Bush's flouting of FISA raised concerns at the Justice Department 
at some point. The NSA's domestic warrantless surveillance program had been 
periodically submitted to the attorney general for certification of its legality to 
authorize its renewal . As Mr. Comey testified to the Judiciary Committee, as 
acting attorney general because of Attorney General John Ashcroft's acute 
illness, he refused certification when renewal was required on March 1 1 , 2004: 
"And a week before that March 1 1 deadline, I had a private meeting with the 
attorney general for an hour... and I laid out for him what we had learned and 
what our analysis was in this particular matter. ... And over the next week... we 
communicated to the relevant parties at the Wliite House and elsewhere our 
decision that, as acting attorney general, I would not certify the program as to 
its legality, and explained our reasoning in detail." 

President Bush, Vice President Dick Cheney, and the vice president's 
coimsel, David Addington, were apparently aghast. Then White House counsel 
Alberto Gonzales and chief of staff Andrew Card were dispatched to persuade 
a disoriented and critically ill Mr. Ashcroft from his hospital bed to ovemile 
Mr. Comey. They failed. Mr. Bush reauthorized the spying program without 
the departmenf s certification. Mr. Comey then prepared a letter of resignation, 
and explained to the committee: "1 believed I couldn't stay if the administration 
was going to engage in conduct tliat tire Department of Justice had said had no 
legal basis." 

On March 12, 2004, however, Mr. Bush reversed course and directed the 
department to do what it "thinlcs is right to get this [NSA spying program] to 
where the department thinks it ought to be." The department revised the 
program to the satisfaction of Mr. Comey, and his resignation letter was 
withdrawn. But Mr. Comey withheld both a description of the revisions and 
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the legal rationale for the revised program. How could he have been satisfied? 

The revision was published by the New York Times in December 2005. The 
program still entailed NSA spying on the presidenf s say-so alone contrary to 
FISA. The legal justification for evading FISA expounded by Attorney General 
Gonzales in a 42-page white paper before the Senate Judiciary Committee in 
February 2006 was laughably amateurish. A federal district court in Michigan 
has held the Comey-revised program illegal. The department later sought and 
received some type of FISA warrant that has yet to be disclosed. 

More explanation should be demanded about Mr. Comey's decision to stay. 

Bmce Fein is a const ilulional lawyer at Bruce Fein & Associates and 
chairman of the American Freedom Agenda, an organization devoted to 
restoring checks and balances and protections against government abuses. 
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Mr. Nadler. Thank you. 

Mr. Casey? 

TESTIMONY OF LEE A. CASEY, PARTNER, BAKER HOSTETLER 

Mr. Casey. Thank you, Mr. Chairman. I appreciate the oppor- 
tunity to appear today to discuss the constitutional limitations on 
domestic surveillance. 

Ironically, the most controversial surveillance over the past sev- 
eral years has not heen domestic at all, hut rather the inter- 
national surveillance involved in the NSA’s Terrorist Surveillance 
Program. It is to the legal issues surrounding that program that 
I will address my remarks. 

I should make clear that I am speaking here on my own behalf. 

Let me begin by stating that I believe President Bush was fully 
within his constitutional and statutory authority when he author- 
ized the TSP. The President’s critics have variously described this 
program as widespread, domestic and illegal. Based upon the pub- 
lished accounts, it is none of these things. Rather, it is a targeted 
program on the international communications of individuals en- 
gaged in an armed conflict with the United States and is fully con- 
sistent with FISA. 

In assessing the Administration’s actions here, it is important to 
highlight how narrow is the actual dispute over the NSA program. 
Few of the President’s critics claim that he should not have ordered 
the interception of al-Qaida’s global communications or that he 
needed the FISA Court’s permission to intercept al-Qaida commu- 
nications abroad. It is only with respect to communications actually 
intercepted inside the United States or where the target is a 
United States person in the United States, that FISA is relevant 
at all to this national discussion. 

Since this program involves only international communications, 
where at least one party is an al-Qaida operative, it is not clear 
that any of these intercepts would properly fall within FISA’s 
terms. This is not the pervasive dragnet of American domestic com- 
munications about which so many of the President’s critics have 
fantasized. 

The Administration has properly refused to publicly articulate 
the full metes and bounds of the NSA program. Let us assume, 
however, that some of the intercepts are subject to FISA. As the 
Department of Justice correctly pointed out in its January 19, 
2006, memorandum, FISA permits electronic surveillance without 
an order if it is otherwise authorized by statute. The NSA program 
was so authorized. 

The September 18, 2001, authorization for the use of military 
force permits the President to use all necessary and appropriate 
force against those responsible for September 11, “in order to pre- 
vent any future acts of international terrorism against the United 
States.” The Supreme Court has already interpreted this grant to 
encompass all of the fundamental incidents of waging war. In 
Hamdi v. Rumsfeld, the court considered and rejected the argu- 
ment, then being advanced with respect to the Non-Detention Act 
that the September 18 authorization permitted only those types of 
force not otherwise specifically forbidden by statute. 
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The monitoring of enemy communications, whether or not within 
the United States, is as much a fundamental and accepted incident 
to war as is the detention of captured enemy combatants. Indeed, 
it is only through the collection and exploitation of intelligence that 
the September 18th authorization can be successfully implemented. 

Even in the absence of that law, however, the TSP would fall 
within the President’s inherent constitutional authority as chief ex- 
ecutive and commander-in-chief. The U.S. Courts of Appeal that 
have considered the issue have upheld this authority. EISA’s own 
Foreign Intelligence Surveillance Court of Review has acknowl- 
edged it, noting that FISA itself could not encroach upon it. And 
the Supreme Court has carved the area of foreign intelligence col- 
lection out of its fourth amendment warrant jurisprudence. 

But if FISA were construed to prohibit, without judicial approval, 
the President’s decision to monitor enemy communications into and 
out of the United States in wartime, then the statute would be in- 
valid. Wars cannot be foug:ht without intelligence and requiring the 
President as commander-in-chief to obtain an order to intercept 
enemy communications would be no less unconstitutional than 
would requiring judicial oversight of target selection. It need not 
and should not be so interpreted. 

Thank you. 

[The prepared statement of Mr. Casey follows:] 

Prepared Statement of Lee A. Casey 

I appreciate the opportunity to appear today to discuss the “Constitutional Limita- 
tions on Domestic Surveillance.” Ironically, the most controversial surveillance over 
the past several years has not been “domestic” at all, but rather the international 
surveillance involved in the NSA’s Terrorist Surveillance Program (“TSP”), and it 
is to the legal issues surrounding that program that I will address my remarks. I 
should make clear that I am speaking here on my own behalf. 

Let me begin by stating that I believe President Bush was fully within his con- 
stitutional and statutory authority when he authorized the TSP, including his deci- 
sion to permit the interception of al Qaeda communications into and out of the 
United States without first obtaining an order from the Foreign Intelligence Surveil- 
lance Act (“FISA”) Court. 

The President’s critics have variously described the NSA program as “wide- 
spread,” “domestic,” and “illegal.” It is none of these things. Rather, the program 
is limited, targeted on the international communications of individuals engaged in 
an armed conflict with the United States, and is fully consistent with FISA. First, 
in assessing the President’s actions here, it is important to highlight how narrow 
is the actual dispute over the NSA’s TSP. Few of the President’s critics claim that 
he should not have ordered the NSA to monitor al Qaeda’s communications on a 
global basis. Indeed, in the wake of the September 11, 2001 attacks, he would surely 
have been remiss in his duties had he not ordered this surveillance. Moreover, few 
of the President’s critics have had the temerity to claim that he was required to ob- 
tain the FISA Court’s permission to intercept and monitor al Qaeda communications 
outside of the United States. 

It is, in fact, only with respect to communications actually intercepted by the NSA 
within the United States, as opposed to by satellites or listening posts located 
abroad, or where the “target” of the intercept is an American citizen or resident 
alien, that FISA is relevant at all to this national discussion. Despite the rhetoric, 
FISA is not a comprehensive statute that requires the President to obtain a “war- 
rant” to collect foreign intelligence. It is a narrow law that requires an “order” be 
obtained for “electronic surveillance” in only four circumstances: 

(1) Where a United States person in the United States is the target of, rather 
than incidental to, the surveillance; 

(2) Where the acquisition of the intelligence will be accomplished by devices lo- 
cated within the United States; 

(3) Where the sender and all recipients of the relevant communication are 
present in the United States; or 
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(4) Where surveillance devices are used within the United States to collect com- 
munications other than wire or radio communications. 

That being the case, based upon how the President, Attorney General, and Gen- 
eral Hayden (former head of NSA), have described the NSA program, it is not at 
all clear that any of the intercepts would properly fall within FISA in the first in- 
stance. In that regard, the NSA program appears to have been: 

(1) targeted at al Qaeda operatives and their associates — in other words, com- 
munications are intercepted and monitored based on an al Qaeda associa- 
tion; and 

(2) directed only at international communications with an al Qaeda operative 
or associate on one end: As General Hayden made clear, “one end of any 
call targeted under this program is always outside the United States;” and 

(3) the purpose is not to collect evidence for a criminal prosecution, but to iden- 
tify and thwart additional attacks against the United States. 

Whatever this program is, it is not the pervasive dragnet of American domestic 
communications about which so many of the Administration’s critics have fanta- 
sized. Moreover, unless some of these communications are intercepted in the United 
States, or the targeted al Qaeda operative happens also to be a “United States per- 
son,” FISA does not apply by its own terms. 

The Administration has properly refused to publicly articulate the full metes and 
bounds of the NSA program. For the sake of argument, however, let us assume that 
some of the communications intercepted as part of this program are intercepted 
within the United States, or that some of the targeted al Qaeda operatives are 
“United States persons” within FISA’s meaning. (This would include American citi- 
zens, permanent resident aliens, and U.S. corporations. 50 U.S.C. § 1801(i)). The 
program remains lawful and constitutional. 

Indeed, the TSP clearly falls within the President’s inherent constitutional au- 
thority, under Article II, as Chief Executive and Commander-in-Chief. This author- 
ity has been consistently recognized and respected, with the exception of one Dis- 
trict Court decision now on appeal, by the United States’ courts. Indeed, the United 
States Foreign Intelligence Surveillance Court of Review, established under FISA, 
has itself acknowledged this authority. In In re Sealed Case No. 02-001, where the 
Court of Review reversed an effort by the FISA trial court to reimpose a kind of 
“wall” between intelligence gathering and law enforcement, despite Congress’ 
amendment of FISA as part of the Patriot Act, the Court also noted that: “all the 
other courts to have decided the issue, held that the President did have inherent 
authority to conduct warrantless searches to obtain foreign intelligence informa- 
tion.” 310 F.3d 717, 742 (FISA Ct. of Review 2002). It went on to state that “[w]e 
take for granted that the President does have that authority [to conduct warrantless 
surveillance for foreign intelligence purposes] and, assuming that is so, FISA could 
not encroach on the President’s constitutional power.” Id. 

Significantly, in this connection, the FISA Court of Review was discussing another 
important precedent. United States v. Truong, 629 F.2d 908 (4th Cir. 1980). This 
is, in fact, the leading case recognizing the President’s inherent power, as a function 
of his role in formulating and implementing U.S. foreign policy, to order warrantless 
electronic surveillance for foreign intelligence purposes. This power exists even 
when the surveillance is in the United States and directed at an American citizen. 
In Truong, the Carter Administration authorized warrantless wire-tapping of a resi- 
dent alien and an American citizen, in the United States, in a successful effort to 
identify the source of classified documents being illegally transmitted to foreign gov- 
ernment representatives. 

The defendants challenged their espionage convictions by arguing that this sur- 
veillance violated the Fourth Amendment guarantee against unreasonable searches 
and seizures and the attendant warrant requirement. In response, the Carter Ad- 
ministration stated without equivocation that: “In the area of foreign intelligence, 
the government contends, the President may authorize surveillance without seeking 
a judicial warrant because of his constitutional prerogatives in the area of foreign 
affairs.” Truong, 629 F.2d at 912. The United States Court of Appeals for the Fourth 
Circuit agreed, and ruled that the warrantless surveillance ordered in this case had 
been lawful. The court reasoned as follows: 

For several reasons, the needs of the executive are so compelling in the 
area of foreign intelligence, unlike the area of domestic security, that a uni- 
form warrant requirement would, following [United States v. United Stated 
District Court (Keith), 407 U.S. 297 (1972)], “unduly frustrate” the Presi- 
dent in carrying out his foreign affairs responsibilities. First of all, attempts 
to counter foreign threats to the national security require the utmost 
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stealth, speed, and secrecy. A warrant requirement would add a procedural 
hurdle that would reduce the flexibility of executive foreign intelligence ini- 
tiatives, in some cases delay executive response to foreign intelligence 
threats, and increase the chance of leaks regarding sensitive executive oper- 
ations. [Citations omitted.] 

More importantly, the executive possesses unparalleled expertise to make 
the decision whether to conduct foreign intelligence surveillance, whereas 
the judiciary is largely inexperienced in making the delicate and complex 
decisions that lie behind foreign intelligence surveillance. . . . 

Perhaps most crucially, the executive branch not only has superior exper- 
tise in the area of foreign intelligence, it is also constitutionally designated 
as the preeminent authority in foreign affairs. [Citations omitted]. The 
President and his deputies are charged by the Constitution with the con- 
duct of the foreign policy of the United States in times of war and peace. 
[Citations omitted.] Just as the separation of powers in Keith forced the ex- 
ecutive to recognize a judicial role when the President conducts domestic 
surveillance, [citations omitted] so the separation of powers requires us to 
acknowledge the principal responsibility of the President for foreign affairs 
and concomitantly for foreign intelligence surveillance. 

Truong, 629 F.2d at 913-14. 

FISA was, of course, enacted shortly before the decision in Truong was an- 
nounced, and the court did not, therefore, address the law’s impact as part of its 
holding. Neither has the Supreme Court considered whether, or to what extent, 
FISA may have trenched upon the President’s constitutional authority. This, how- 
ever, is the question we are left with. President Bush did not invent this authority, 
as some critics have implied, nor has he asserted more power than his predecessors 
have claimed. As explained by the Justice Department in its January 19, 2006, 
Memorandum (pp. 7-8, 16-17), various forms of warrantless electronic surveillance 
have been utilized since the Civil War. Presidents Franklin D. Roosevelt and Harry 
S. Truman authorized, without judicial participation, the use of wiretaps as a means 
of obtaining intelligence against the United States’ enemies, as did President Wood- 
row Wilson. See Exec. Order No. 2604 (Apr. 28, 1917). Both the Carter and Clinton 
Administrations also affirmed the President’s inherent constitutional authority to 
conduct warrantless surveillance and/or searches for foreign intelligence purposes. 
See January 19 DOJ Memorandum, p. 8. 

As to the question whether Congress exceeded its authority in enacting FISA, the 
answer depends very much on how that law is interpreted and applied. The inter- 
play between the Executive and Congress is, in the best of circumstances, complex 
and shifting. As a general proposition. Congress is entitled to legislate on any num- 
ber of matters that may impact how the President discharges his constitutional role. 
The test is whether Congress has “impede[d] the President’s ability to perform his 
constitutional duty.” Morrison v. Olson, 487 U.S. 654, 691, 695-96 (1988) (appoint- 
ment of independent counsel by special judicial body, and imposition of a removal 
for cause requirement, did not impermissibly impede the President’s authority, 
where there were a number of other means by which the officials activities could 
be supervised). If FISA were construed to prohibit the President, without judicial 
approval, from monitoring enemy communications into and out of the United States 
during wartime, then the statute could fairly be said to impede the President’s exer- 
cise of his constitutional authority and would, to that extent, be invalid. It need not, 
and should not, be so interpreted. 

In this connection, it should also be noted that the Executive Branch secures one 
very valuable advantage when it does obtain an order pursuant to EISA’s provi- 
sions — the evidence collected pursuant to such an order will almost certainly be ad- 
missible in a later criminal proceeding. See, e.g.. United States v. Squillacote, 221 
F.3d 542, 553-54 (4th Cir. 2000), cert, denied, 532 U.S. 971 (2001). At the same 
time, hard choices are often necessary during an armed conflict. If the President de- 
termines that the process established in FISA is insufficiently protective of national 
security, as he has done with respect to the NSA program, and he is prepared to 
risk having intelligence information secured without a FISA order later ruled inad- 
missible in court (as the Truong Court suggested was a possibility in certain cir- 
cumstances, 629 F.2d at 915), then he is fully entitled to rely on his constitutional 
authority alone. To the extent that Congress sought to forbid such reliance, and to 
foreclose the President’s right to order the interception, without a FISA order, of 
enemy communications in wartime, it exceeded its constitutional authority. 

In any case, assessment of the TSP’s legality need not go so far. As the Depart- 
ment of Justice correctly pointed out in its memorandum of January 19, 2006, 
“Legal Authorities Supporting the Activities of the National Security Agency De- 
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scribed by the President,” FISA itself provides that electronic surveillance otherwise 
subject to the statute can lawfully be accomplished without a FISA order if it is “au- 
thorized by statute.” 50 U.S.C. § 1809(a)(1). The surveillance of al Qaeda, in the 
United States or anywhere else in the world, has been authorized by statute — in the 
form of the September 18, 2001 Authorization for the Use of Military Force. 50 
U.S.C. § 1541 note. 

That statute specifically authorized the President “to use all necessary and appro- 
priate force against those nations, organizations, or persons he determines planned, 
authorized, committed, or aided the terrorist attacks that occurred on September 11, 
2001, or harbored such organizations or persons, in order to prevent any future acts 
of international terrorism against the United States by such nations, organizations 
or persons.” (Emphasis added). 

This is a broad grant. There are, of course, many who argue that the September 
18 Authorization was not broad enough to permit the NSA program because it did 
not specifically reference electronic surveillance or FISA. Significantly, however, an 
identical argument was advanced with respect to the capture and detention of cer- 
tain al Qaeda and Taliban operatives under the “Non-detention Act,” 18 U.S.C. 
§ 4001(a). That law forbids the detention of American citizens save as authorized by 
act of Congress and specifically provides that: “[n]o citizen shall be imprisoned or 
otherwise detained by the United States except pursuant to an Act of Congress.” It 
should go without saying that the Non-detention Act, and the principle it seeks to 
implement, are as important to our system of ordered liberty as is FISA. 

Nevertheless, in Hamdi v. Rumsfeld, 542 U.S. 507 (2004), the Supreme Court cor- 
rectly interpreted the September 18, 2001 Authorization for the Use of Military 
Force to authorize the President to detain American citizens, consistent with 18 
U.S.C. § 4001(a), because that authorization must be interpreted to permit all of the 
normal incidents of war. As explained by Justice O’Connor in her plurality opinion 
(which commanded a majority of 5 votes on this point), the detention of captured 
enemies “is so fundamental and accepted an incident to war as to be an exercise 
of the ‘necessary and appropriate force’ Congress has authorized the President to 
use.” 542 U.S. at 518. 

Surely, the monitoring of enemy communications, whether into or out of the 
United States, is also such a “fundamental and accepted” incident to war. That is 
how wars are fought; that is how wars have always been fought; and it is especially 
how this war must be fought. Only through the collection and exploitation of intel- 
ligence can the purpose of Congress’ September 18, 2001, Authorization — “to prevent 
any future acts of international terrorism against the United States” — be achieved. 
For his part, the President has not claimed the right to surveil the American popu- 
lation in general, but only enemy agents as they communicate into and out of the 
United States. 

This type of intelligence gathering has been a critical part of warfare since the 
first man with a spear crept to the edge of his enemy’s camp listening for voices 
in the night. As George Washington explained to an American agent during the War 
for Independence, the “necessity of procuring good intelligence, is apparent and need 
not be further urged. All that remains for me to add is, that you keep the whole 
matter as secret as possible. For upon secrecy, success depends in most Enterprizes 
of the kind, and for want of it, they are generally defeated.” CIA v. Sims, 471 U.S. 
172 n.l6 (1984) (quoting letter from George Washington to Colonel Elias Dayton, 
July 26, 1777). In ordering this surveillance the President acted fully in accordance 
with an express congressional authorization, at the very zenith of his powers as out- 
lined in Justice Jackson’s concurrence in Youngstown Sheet & Tube Co. v. Sawyer, 
343 U.S. 579 (1952). 

For those who claim that the September 18, 2001, Authorization cannot be read 
to have amended FISA; it did not. FISA remains intact, just as the Non-detention 
Act remains intact. The September 18, 2001 Authorization works with these laws, 
not against them. Of course, had Congress formally declared war, under FISA sec- 
tion 111 (50 U.S.C. §1811), the entire statute would have been suspended for 15 
days. During that period, the President would have been free to target anyone and 
everyone’s electronic communications, not merely those of known al Qaeda 
operatives. This program is much more limited. 

Obviously, there are those who disagree with this analysis. There are few ques- 
tions of either constitutional or statutory interpretation that cannot he debated, and 
debated in good faith. Arguing about what the Constitution’s Framers or Congress 
meant on any particular occasion is how many of us in the legal profession earn 
our livings. However, claims that the President or his Administration have acted 
unlawfully, or beyond his constitutional authority, are groundless. 

This is especially the case in view of the fact that there has been no suggestion 
that the President has misused or abused any of the information obtained from the 
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NSA program. By all accounts, it has been utilized in carrjdng out Congress’ in- 
structions in the September 18, 2001, Authorization — “to prevent any future acts of 
international terrorism against the United States.” Individual Senators, and mem- 
bers of this Committee of both parties, may well honestly believe that this law did 
not authorize the President to use any incident of force that is otherwise prohibited 
by statute, and their opinions must be respected. However, the Supreme Court dis- 
agreed only two years ago in the Hamdi case. That case supports the President’s 
position with respect to the NSA program. 

For a more complete statement of my views, please see Andrew C. McCarthy, 
David B. Rivkin, Jr. & Lee A. Casey, NSA’s Warrantless Surveillance Program: 
Legal, Constitutional and Necessary, which is available at: http://www.fed-soc.org/ 
doclib/20070522 terroristsurveillance.pdf 

Thank you, and I would be pleased to answer any questions the Committee may 
have. 

Mr. Nadler. Thank you. 

Mr. Jaffer? 

TESTIMONY OF JAMEEL JAFFER, DIRECTOR, NATIONAL 
SECURITY PROJECT, AMERICAN CIVIL LIBERTIES UNION 

Mr. Jaffer. Thank you, Chairman Nadler. 

Chairman Nadler, Ranking Member Franks, thank you for invit- 
ing me to testify today about surveillance conducted by the NSA, 
and authorized by the President in violation of statutory and con- 
stitutional law. 

The ACLU is grateful for your efforts to determine the scope of 
the NSA’s unlawful activities and for your efforts to ensure that 
statutory and constitutional limits on the President’s power are 
being honored. 

I testify today as director of the ACLU’s National Security 
Project and as counsel to the plaintiffs in ACLU v. NSA. In early 
2006, soon after the NSA’s warrantless surveillance activities be- 
came public, the ACLU sued on behalf of a coalition of journalists, 
scholars, defense attorneys and national nonprofit organizations to 
challenge the NSA’s warrantless surveillance activities inside the 
Nation’s borders. 

The lawsuit alleg:es that the NSA’s activities violate FISA, which 
requires that intelligence surveillance inside the U.S. be conducted 
with judicial oversight. The suit also alleges that the NSA’s activi- 
ties violate the constitutional principle of separation of powers, as 
well as the First and fourth amendments. In August of 2006, the 
U.S. District Court for the Eastern District of Michigan agreed 
with us on all counts, but the Government has appealed this ruling 
to the Sixth Circuit. The appeal has now been argued and we are 
awaiting the court’s decision. 

Because my time before the Subcommittee is limited, I would 
like to summarize my main concerns about the NSA’s activities 
very briefly. I would also like to suggest next steps for this Sub- 
committee and the Congress. 

The first thing I would like to stress is that the NSA’s 
warrantless surveillance activities are illegal. With narrow excep- 
tions, FISA prohibits the executive branch from intercepting the 
contents of emails and telephone calls without first obtaining judi- 
cial authorization for the surveillance. This prohibition applies 
whenever the communications are acquired inside the U.S. It also 
applies whenever the person targeted by the surveillance is a U.S. 
citizen or resident. To intentionally violate FISA is a crime. 
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In its legal papers and in public statements, the Administration 
has contended that Congress implicitly amended FISA and author- 
ized the NSA’s warrantless surveillance activities when it passed 
the AUMF in 2001. This is a specious argument. The AUMF makes 
no mention of domestic surveillance and Senator Daschle has said 
that in drafting the AUMF, Congress rejected proposals that would 
have expanded the President’s authority to act within the U.S. 

The Administration has also argued that the President possesses 
the authority as commander-in-chief to disregard FISA and the 
fourth amendment’s warrant requirements, but this argument — the 
argument that the President is above the law — is one that the Su- 
preme Court has rejected repeatedly and forcefully. Under the Con- 
stitution, the President and Congress share authority in the fields 
of war and foreign affairs. While the President surely has authority 
to act in these fields. Congress has the power to regulate the Presi- 
dent’s authority, and this is precisely what Congress did when it 
enacted FISA. 

In violating FISA, the President broke the law. To the extent his 
actions were intentional, and they appear to have been, his actions 
were criminal. With this in mind, it is absolutely imperative that 
this Congress demand transparency about the Administration’s 
surveillance activities, both past and ongoing. The ACLU is con- 
cerned that though the NSA surveillance activities were disclosed 
more than a year ago. Congress has not issued subpoenas demand- 
ing that the Administration explain the nature and scope of its ac- 
tivities. 

It has not issued subpoenas demanding that the Administration 
disclose the legal opinions on which it has relied. It has not issued 
subpoenas to the telecommuncations corporations that facilitated 
the Administration’s unlawful activities. And it has not issued sub- 
poenas to determine how the fruits of unlawful surveillance have 
been used. Congress needs this information and it should demand 
that this information be disclosed immediately. 

Congress should also demand information about the Administra- 
tion’s ongoing surveillance activities. The President has expressly 
claimed the authority to disregard FISA in the future. For all we 
know, he may be disregarding it now. Congress should find out. 

Congress should also demand transparency about any surveil- 
lance activities that are being conducted on the authority of orders 
issued by a FISA judge in January of this year. The Administra- 
tion’s public statements about those orders suggest that the orders 
may be programmatic and categorical, rather than individualized 
as FISA and the fourth amendment require. 

Congress’ obligation, of course, is not simply to examine the Ad- 
ministration’s unlawful activities, but to ensure that those activi- 
ties do not continue. To this end. Congress should use this appro- 
priations and authorization cycle to prohibit the use of funds to en- 
gage in electronic surveillance that does not comply with FISA or 
that is conducted on the basis of programmatic orders, rather than 
individualized and particularized warrants. 

Congress has a critical role to play in ensuring that the rights 
of innocent U.S. citizens and residents are protected now and in 
the future. 
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Thank you again for holding this hearing. I look forward to your 
questions. 

[The prepared statement of Mr. Jaffer follows:] 

Prepared Statement of Jameel Jaffer 
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Thank you for inviting me to testify before the Subcommittee. On 
behalf of the American Civil Liberties Union (ACLU), its hundreds of 
thousands of activists and members, and fifty-three affiliates nationwide, I 
urge you immediately to: 


RICHARD zAcxs 1) suOpocna oJl documents relating to warrantless surveillance 

TRSAi^yssR conducted by the National Security Agency (“NSA") on U.S. soil 

since September 2001 and subpoena testimony from those 
officials who initiated, reviewed, authorized, or conducted such 
surveillance; 


2) subpoena all documents relating to the surveillance orders issued 
by a judge of the Foreign Intelligence Surveillance Court 
(“FISC”) on January 10, 2007, including the orders themselves, 
all documents submitted by the executive branch to the FISC in 
connection with those orders, and any subsequent FISC orders 
reauthorizing, modifying, vtu^ating or otherwise relating to the 
January 10, 2007 orders; 

3) subpoena all documents relating to the collection of phone or 
other records for intelligence or anti-terror purposes in absence of 
the explicit statutory authority to do so since September 200 1 ; 
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4) end the Bush administration’s unlawful surveillance practices by 
using this appropriations and authorization cycle to prohibit the 
use of funds to engage in electronic surveillance that docs not 
comply with the Foreign Intelligence Surveillance Act (“FISA”) 
or that is conducted on the basis of programmatic or categorical 
orders rather than the individual and particularized warrants that 
are required by the Fourth Amendment to the U.S. Constitution. 

My name is Jameel Jaffer, and 1 am a litigator for the ACLU and 
Director of the ACLU’s National Security Project. Over the last five years, I 
have litigated several cases concerning government surveillance, including 
cases involving FISA and cases involving the FBI’s use of national security 
letters. Since January of 2006, 1 have been counsel to the plaintiffs in ACLU 
V. NSA} a case challenging the legality of warrantless surveillance conducted 
by the NSA. 1 am also counsel to the plaintiffs in ACLU v. Department of 
Justice,' a Freedom of Information Act lawsuit for records relating to the 
NSA’s unlawful surveillance activities. The ACLU is litigating these cases 
because we believe that the NSA’s surveillance activities raise constitutional 
concerns of the highest order. It Is no exaggeration to say that the 
administration’s defense of the NSA’s activities, a defense that arrogates to 
the President the authority to disregard laws duly enacted by Congress, 
presents a challenge to the very foundations of constitutional government. 

Many facts about the NSA’s unlawful surveillance activities are now 
a matter of public record; they have been reponed by the press and confirmed 
by senior administration officials. Soon after September 2001 , President 
Bush authorized the NSA to conduct foreign intelligence surveillance inside 
the nation’s borders without compliance with FISA,^ Although FISA 
generally requires the executive branch to obtain warrants before intercepting 


‘ 438 F.Supp.2d 754 (E.D.Mich. 2006), available at 
hitp;//www.aclu.org/pdfs/safefree/nsamemo. opinion.judge.taylor.081706.pdf 

“ ACLU V. Dep’t of Justice, No. 06-ca-0214. (D.D.C). 

^ See, e.g., James Risen and Eric Lichtblau, Bush Lets U.S. Spy on 
Callers Without Courts, New York Times, Dec. 16, 2005; The President's 
Radio Address, 41 Weekly Comp. Pres. Doc. 1 880 (Dec. 1 7, 2005), 
available at http;//frwebgate.access.gpo.gov/cgi- 

bin/getdoc.cgi?dbname=2005_presideotiai_<iocumcnts&docid=pd26de05_txt 
-9.pdf.; Attorney General Alberto Gonzales and General Michael Hayden, 
Principal Deputy Director for National Intelligence, Press Briefing (Dec. 19, 
2005), available at 

http://www,whitehouse.gov/news/relea.ses/2005/12/print/20051 2 1 9- 1 .html. 
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electronic or wire communications inside the United States,"^ President Bush 
authorized the NSA to intercept such communications without judicial 
oversight. 

In January of 2006, some six weeks after the Aevv York Times 
disclosed the existence of the NSA’s warrantless surveillance program, we 
filed a legal challenge to the NS A’s activities on behalf of a coalition of 
journalists, scholars, attorneys, activists, and civil rights organizations. The 
plaintilTs in the suit include Larry Diamond, who is a Senior Fellow at the 
Hoover Institution; Barnett Rubin, who is an Afghanistan scholar at New 
York University; James Bamtbrd, who is the nation’s leading expert on the 
NSA; and Christopher Hitchens, the well-known writer. The plaintiffs also 
include Nancy Hollander, a prominent criminal defense attorney in New 
Mexico; Nazih Hassan, a community activist in Michigan; and the Council 
on American-Islamic Relations. This is to say that the plaintiffs are a diverse 
group and their political views span the spectrum. By joining the lawsuit, 
however, they expressed a shared commitment to constitutional government 
and the rule of law. 

In August of 2006, in response to our lawsuit, a federal judge in the 
Eastern District of Michigan issued an injunction against the NSA’s illegal 
surveillance activities, finding that the NSA's activities violated FISA, the 
constitutional principle of separation of powers, and the First and Fourth 
Amendments to the U.S. Constitution.^ Three weeks ago, former Deputy 
Attorney General James Comey testified that there were serious concerns 
about the lawfulness of the NSA's activities even inside the Justice 
Department, and that at one point Justice Department attorneys determined 


^ 50 U.S.C. § 1805. FISA permits the executive branch to conduct 
warrantless surveillance for up to 72 hours in emergency situations. 50 
U.S.C. § 1805(f). It also permits the executive branch to conduct warrantless 
surveillance for 15 days after a congressional declaration of war. 50 U.S.C. § 
18H. Finally, warrantless surveillance may be conducted under what is 
commonly referred to as “the embassy exception.” 50 U.S.C. § 1802 permits 
the Attorney General to certify that the communications to be tapped are 
solely between foreign powei^ and that there is no substantial likelihood that 
U.S. communications will be intercepted. The administration has not 
contended that the NSA’s warrantless surveillance activities fall within the 
.scope of these exceptions. 

’ ACW V. NSA, 438 F. Supp. 2d 754 (E.D. Mich. 2006). The 
government has appealed this decision and the Court of Appeals has granted 
a stay of the lower court decision pending appeal. ACLU y. NSA, Nos. 06- 
2095/2140 (6th Cir. Oct. 4, 2006). 
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that the NvSA’s activities were illegal.® Nonetheless, administration officials 
have sought to characterize our lawsuit, and criticisms of the NSA’s activities 
moie generally, as naive, misguided, and even dangerous. President Bush, 
contending that the NSA’s activities are necessary to protect national 
security, has said that “if al Qaeda or their associates are making calls into the 
United Stales or out of the United States, we want to know what they’re 
saying.”^ Statements like this are deeply misleading. Nothing in FISA 
forecloses the executive branch from monitoring the communications of 
suspected terrorists, whether those suspected terrorists are outside the 
nation’s borders or in.side them. FISA simply requires that such surveillance 
be conducted with judicial oversight. Our lawsuit seeks only to enforce 
HSA. 


The oversight of this Subcommiliee is exceptionally important - 
perhaps now more than ever. As you know, the government announced on 
January 17, 2007, that it had obtained orders from a FISC judge authorizing it 
to engage in certain surveillance that had previously been conducted without 
judicial authorization, and that it would no longer recertify the so-called 
“Terrorist Surveillance Program.”^ It is important to recognize that this 
development does not provide any assurance whatsoever about the NSA’s 
current activities. It instead adds another layer of oversight that this 
Subcommittee must conduct in order to determine whether these new orders 
are lawful. The administration’s public statements about the January 10, 

2007 orders strongly suggest that these orders are programmatic or 
categorical in nature rather than individualized and particularized, as both 
FISA and the Fourth Amendment require. 

Further, and perhaps most importantly, the President continues to 
claim the authority to engage in surveillance that is prohibited by FISA and 
return to the regime of warrantless wiretapping whenever he sees fit; indeed, 
government officials have repeatedly made this claim on behalf of the 


® Preserving Prosecutorial Independence: Is the Department of 
Justice Politicizing the Hiring and Firing qfU.S. Attorneys? - Part IV: 
Hearings Before the S. Comm, on the Judiciary, 1 10th Cong. 1st Sess. (May 
1 5, 2007) (testimony of former Deputy Attorney General James Comey). 

’ Press Conference with the President of the United States (May 1 1 . 
2006), available at 

http://www.whitehouse.gOv/news/releases/2006/05/200605 11-1 .html. 

® Government’s Supplemental Submission Discussing the Implications of 
the Intervening FISA Court Orders of January 10, 2007 (hereinafter “Govt. Supp. 

Er ") ai 2, ACLUv. HSA, Nos. 06-2095/2140 (filed Jan. 24, 2007). Although the 
NSA’s activities implicate the communications of innocent U.S. citizens and 
permanent residents, the government refers to the NSA’s warrantless surveillance 
program as the TSP - the ‘Terrorist Surveillance Program.” 
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President.^ As long as the administration maintains that it can revert to 
warrantless wiretapping at any time, this Subcommittee must fully air the 
extent of past illegal activities to better prevent them in the future. In light of 
the exceptionally serious concerns about the executive's ongoing surveillance 
activities, this Subcommittee’s work is imperative. 

1. The NSA’s warrantless surveillance activities violate the 
Foreign Intelligence Surveillance Act, the constitutional 
principle of separation of powers, and the Fourth 
Amendment. 

a. The NSA^s warrantless surveillance activities violate the 
Foreign Intelligence Surveillance Act 

FISA grants the FBI wide latitude to monitor the communications of 
people who are thought to be “agents of a foreign power,” defined to include 
those who act on behalf of foreign governments or are members of foreign 
terrorist organizations. However, the statute also includes important 
safeguards agaiast abuse. It sets out specific procedures that the executive 
branch must follow in order to initiate foreign intelligence surveillance inside 
the United States. The executive must submit a written application to a 
specially constituted intelligence court. The application must show that a 
"significant purpose” of the .surveillance is to gather information about 
foreign threats to the country — rather than, for example, to gather evidence 
of criminal activity by purely domestic groups. The application must al.so 
show "foreign intelligence probable cause” — that is, probable cause to 
believe that the target of the surveillance is the agent of a foreign 


^ Hearing before the S. Judiciary Comm, on Department of 
Justice Oversight, 1 10th Cong., 25 (Jan. 18, 2007) (Attorney General 
Gonzales explaining that the President initially authorized the surveillance 
without FISA court involvement “becau.se there was a firm belief, and that 
belief continues today that he does have the authority under the Constitution 
to engage in electronic surveillance of the enemy in a limited basis during a 
time of war”) (emphasis added); Transcript of Background Briefing by 
Senior Justice Department Officials, Jan. 17, 2007, available at 
http://www.fas.org/irp/news/2007 A)l/doj0l I707.htm! (Senior Justice 
Department official explaining “we continue to believe as we've always said . 
. . that the President has the authority to authorize the terrorist surveillance 
program, that he has that authority under the authorization for the use of 
military force and under Article II of the Constitution. That’s not changing"') 
(emphasis added). 

See supra note 4 for three narrow exceptions to the court order 
requirement of FISA. 
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government, political group, or terrorist group. And finally any information 
gathered through the surveillance must be subjected to ‘‘minimization” 
procedures meant to protect the private information of innocent U.S. citizens 
and permanent residents.*' 

The NSA’s surveillance activities, as described by senior 
administration officials, have not complied with any of these requirements. 
According to public statements by the President, the Attorney General, and 
other senior administration officials, the NSA’s activities have involved, 
among other things, the warrantless interception of telephone calls that 
originate or terminate inside the United States.'" The intercepts have not 
been subject to judicial oversight, and they have not been based on probable 
cause. Instead, these intercepts have been initiated on the basis of a NSA 
shift supervisor’s unilateral determination, based on “reasonable suspicion,” 
that one party to the communication is associated with al Qaeda.'** The NSA 
has plainly violated FISA, and administration official.^ have conceded as 
much.'^ 


In its legal papers and in public statements, the admini.stration has 
made the argument that Congress authorized the NSA to engage in 


' ' FISA and Title HI of the Omnibus Crime Control and Safe Streets 
Act of 1968 together supply “the exclusive means by which electronic 
surveillance . . . and the Interception of domestic wire, oral, and electronic 
communications may be conducted” within the U.S. 18 U.S.C. § 2511(2)(t). 

The President's Radio Address (Dec. 17, 2(X)5), supra note 3; 
Attorney General Alberto Gonzales and General Michael Hayden, Principal 
Deputy Director for National Intelligence, Press Briefing (Dec. 19, 2005) 
(statement of Alberto Gonzales), supra note 3; General Michael Hayden, 
Principal Deputy Director of National Intelligence, Address to the National 
Press Club (Jan. 23, 2006), available at 
http://www.dni.gOv/release_letter_012306.html). 

Wartime Executive Power and the NSA 's Surveillance Authority: 
Hearing Before the S. Comm, on the Judiciary, 109th Cong. (Feb. 6, 2006) 
(statement of Attorney General Alberto Gonzales); Attorney General Alberto 
Gonzales and General Michael Hayden, Principal Deputy Director for 
National Intelligence, Press Briefing (Dec. 19, 2005), supra note 3. 

Attorney General Alberto Gonzales and General Michael Hayden, 
Principal Deputy Director for National Intelligence, Press Briefing (Dec. 1 9, 
2(X)5), supra note 3. 

Id.: General Michael Hayden, Principal Deputy Director of 
National Intelligence, Address to the National Press Club, supra note 12. 
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warrantless surveillance inside the U.S. when it passed the Authorization for 
Use of Military Force (“AUMF’).''^ This argument, which the government 
presents as a “construction” of the AUMF, is actually a wholesale rewriting 
of it. The AUMF addresses military action against the Taliban and al Qaeda 
but it does not mention electronic surveillance and it certainly does not 
mention warrantless wiretapping inside the nation's borders. Notably, 
Senator Arlen Specter (R-PA) has said that he does “not think that any fair, 
realistic reading of the [AUMF] gives [the President] the power to conduct 
electronic surveillance.”^^ Senator Lindsey Graham (R-SC) has said that, 
when he voted for the AUMF, he “never envisioned that [he] was giving to 
this President or any other President the ability to go around FISA carte 
blanche.”'^ Then-Senator Tom Daschle (D-SD) has noted that legislators 
considered including language in the AUMF to permit activities on U.S. soil 
but categorically rejected the proposal.'^ The argument that Congress 
authorized warrantless surveillance inside the U.S. when it passed the AUMF 
has no basis in the text of the resolution or in the resolution's legislative 
history. 


b. The NSA’s warrantless surveillance activities violate the 
constitutional principle of separation of powers. 

Having suffered the reign of King George HI, the Framers of the 
U.S. Constitution believed that “[t]he accumulation of powers, legislative, 
executive, and judiciary in the same hands . . . may justly be pronounced the 


Authorization of Use of Military Force, Public Law 107-40 (2001). 

Wartime Executive Power and the NSA 's Surveillance Authority: 
Hearing Before the 5. Comm, on the Judiciary, supra note 13. 

Charles Babington , Privacy Concerns, Terror Fight at Odds, 
Wash. Post, Feb. 7. 2006, A04. 


Tom Daschle, Power We Didn 't Grant, Wash. Post, Dec. 23, 

2005, at A2L Accepting the government’s argument would require one to 
conclude not only that the AUMF’s general language authorized a program of 
judicially unsopervised electronic surveillance within the nation's borders but 
also that the same genera! language implicitly repealed FISA, which 
expressly prohibits electronic surveillance except under the terms of FISA 
itself. As the Supreme Court has held repeatedly, repeals by implication are 
rarely recognized and can be established only by overwhelming evidence that 
Congress intended the repeal. J.E.M. Ag. Supply, Inc. v. Pioneer Hi Bred 
Int’l, Inc., 534 U.S. 124, 137 (2001). Here, all of the evidence is to the 
contrary. 
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very definition of tyranny.”^ Tbe Framers therefore “built in to the tripartite 
Federal Government ... a self-executing safeguard against the encroachment 
or aggrandizement of one branch at the expense of the other.“^‘ Because the 
Framers feared the concentration of power in one branch, the Constitution 
“diffuses power[,] the better to secure liberty.”" 

One corollary of the separation of powers — perhaps the corollary 
most vital to American democracy — is that the President is not “above the 
law.”"^ The legislative power is vested in Congress,^"* and it is the President’s 
role to “take Care that the Laws be faithfully executed.”’'^ Accordingly, 
where Congress has enacted a law within the scope of its constitutionally 
provided authority, the President lacks authority to disregard it. If the 
President could disregard duly enacted statutes, “it would render the 
execution of the laws dependent on his will and pleasure.”"^ As Justice 
Kennedy recently cautioned, “[cloncentration of power puts personal liberty 
in peril of arbitrary action by officials, an incursion the Constitution’s three- 
part system is designed to avoid.”^’ 

The law at issue here - FISA - is one that Congress plainly had the 
authority to enact, because the Constitution invests Congress with broad 
authority in the fields of commerce, foreign intelligence, foreign affairs, and 
war.^^^ The Constitution invests Congress with broad authority “to deal with 
foreign affairs,”^^ and “to legislate to protect civil and individual liberties. 


The Federalist No. 47 (Janies Madison). 

■’ Clinton v. Jones, 520 U.S. 681, 699 (1997) (quoting Buckley v. 
Valeo, 424 V.S. 1, 122(1976)). 

^ Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579, 635 
(1952) (Jackson, J., concurring). 

United States v. Mron, 418 U.S. 683, 715 (1974). 

U.S. Const, Art. I § 1. 

U.S Const., Alt. U § 3. 

United Slates v. Smith, 27 F. Cas. 1 192, 1230 (C.C.D.N.Y. 1806). 

^ Hamdan v. Rumsfeld, 126 S. Ct 2749, 2800 (2006) (Kennedy, J., 
concurring). 

See U.S. Const, Art. L § 8, cl. 1; “declare War,” id. cl. 11; “grant 
Letters of Marque and Reprisal,” id.; “make Rules concerning Captures on 
Land and Water,” id.; “raise and support Armies.” id. cl. 12; “provide and 
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In its legal papers, the administration has contended, correctly, that 
the President possesses authority in some of these fields as well - and in 
particular that the Constitution states that the President “shall be Commander 
in Chief of the Army and Navy of the United Slates.” U.S. Const. Art. II, § 

2. That the President possesses such authority, however, does not mean that 
he can act in disregani of a duly enacted federal statute. The Supreme Court 
addressed precisely diis issue in Youngstown^^ a case that involved President 
Truman’s attempted .seizure of the nation's steel mills during the Korean 
War. In Youngstown, the government argued that the seizures were a 
permissible exercise of the President’s authority as Commander in Chief and 
of the President’s “inherent” authority to respond to emergencies. The 
Supreme Court rejecicd this argument, finding that the President could not 
constitutionally disregard a statute that implicitly prohibited the seizures. 

The Court wrote. “The President's power to see that the laws are faithfully 
executed refutes the idea that he is to be a lawmaker. The Constitution limits 
his functions in the lawmaking process to the recommending of laws he 
thinks wise and the vetoing of laws he thinks bad.”^^ 

The Supreme Court recently reaffirmed Youngstown in Hamdan v. 
Rumsfeld, in which the Court found that military commissions set up by the 
President to try prisoners held at Guantanamo did not comply with The 
Uniform Code of Military Justice, a statute enacted by Congress in exercise 
of its constitutional war powers. Justice Stevens, writing for the Court, 
wrote that “(wjhelher or not the President has independent power, absent 
congressional authorization, to convene military commissions, he may not 
disregard limitations that Congress has. in proper exercise of its own war 
powers, placed on his powers."^ Justice Kennedy expanded on the same 


maintain a Navy,” id. cl. 13; “make Rules for the Government and Regulation 
of the land and naval Forces,” id. cl. 14; and “make all Laws which shall be 
necessary and proper for carrying into Execution . . . all . . . Powers vested . . 

. in the Government of the United States,” id. cl. 1 8. 


^Afroyim v. Rusk. 387 U.S. 253, 256 (1967). 

“ Shelton V. United States, 404 F.2d 1292, 1298 n. 1 7 (D.C. Cir. 

1968). 


343 U.S. 579. 

” Id. at 587. 

“ 126 S.Ct. 2749. 
^Id. at 2774, n.23. 
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point in concurrence: “This is not a case . . . where the Executive can assert 
some unilateral authority to fill a void left by congressional inaction. It is a 
case where Congress, in the proper exercise of its powers as an independent 
branch of government, and as part of a long tradition of legislative 
involvement in matters of military justice, has considered the subject of 
military tribunals and set limits on the President's authority.”^^ Justice 
Kennedy continued: “Respect for laws derived from the customary operation 
of the Executive and Legislative Branches gives some assurance of stability 
in time of crisis. The Constitution is best preserved by reliance on standards 
tested over time and insulated from the pressures of the momenl.”^^ 

The application of the Youn^rstown-Hamdan framework to the present 
context is straightforward. The executive branch does not have the authority 
to disregard FISA any more than it bad the authority to disregard the Uniform 
Code of Military Justice in Hamdan or the Labor Management Relations Act 
in Youiifistown. Like the stamtcs that were at issue in those cases, FISA was 
the result of “a deliberative and reflective process engaging both of the 
political branches.”^’ Notably, when it was enacted, FISA was fully 
supported by the President, the Attorney General, and the directors of the 
FBI CIA, and NSA. In his signing statement. President Carter characterized 
the statute as the result of “the legislative and executive branches of 
Government work[ingl together toward a common goal,”'^* To use Justice 
Kennedy's phrase. FISA was a law “derived from the customary operation of 
the Executive and Legislative Branches. 

In public statements, the President has suggested that FISA is 
outdated, inefficient, or burdensome. The President’s doubts about a law’s 
efficiency or wisdom, however, do not give him the authority to disregard it. 
“All executive power - from the reign of ancient kings to the rule of modern 
dictators - has the outward appearance of efficiency.”"^^ If the President 


Id. at 2799. 

^^Id. 

Id. 

Jimmy Carter, Statement on Signing S. 1566 Into Law (Oct. 25, 
1978), available at hltp://www.cnss.org/Carler.pdf. 

Hamdan. 1 26 S, Ct. at 2799. 

Youngstown, 343 U.S. at 629 (Douglas, J. concurring). 
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believes FISA is unwise, the President ought to make his case to Congress, 
and Congress can amend the law if it sees fit. 

In its legal papers, the administration turns the separalion-of-powers 
doctrine on its head, contending that if the NSA’s activities violate RSA, 
then FISA is an unconstitutional encroachment on the President's 
constitutional authority to defend the nation against attack."*' But if the 
NSA’s warrantless surveillance activities conflict with FISA (as the 
government has conceded that it does), it is the NSA’s conduct, not FISA, 
that is unconstitutional. That is the clear import of Youngstown and Hamdan. 
The President might have constitutional authority to engage in warrantless 
foreign intelligence surveillance in the context of Congressional silence; in 
fact some courts reached this conclusion before FISA was enacted, as I 
discuss further below. But, through FISA, Congress has permissibly acted in 
a field of shared constitutional authority to regulate the exercise of the 
President’s power. The Youngstown-Hamdan line of cases makes clear that 
the President cannot simply ignore limitations that Congress has, in proper 
exercise of its own authority, placed on his authority. 

The government’s argument is especially troubling because the 
Program involves activity that iake.s place not on a far-away battlefield but 
inside the nation’s borders. The Pre.sident's war powers, even broadly 
construed, cannot supply a basis for unchecked intrusion into the 
communications of U.S. citizens and residents. As the Supreme Court wrote 
prcsciently in Youngstown, “Even though the 'theater of war’ be an 
expanding concept, we cannot with faithfulness to our constitutional system 
hold that the Commander in Chief has [the authority to seize property inside 
the United States]. This is a job for the Nation’s lawmakers, not for its 
military authorities.”'*^ 

c. The NSA’s warrantless surveillance activities violate the 
Fourth Amendment. 

The framers drafted the Fourth Amendment in large part to prevent 
the executive branch from engaging in the kind of general searches used by 
King George to harass and invade the privacy of the colonists.'*^ It has been 
settled law for almost forty years that the Fourth Amendment requires the 


Brief of Appellants at 56, ACLU v. NSA, Nos. 06-2095/06-2140 
(6th Cir. Oct. 16, 2006), available at 

http://www.aclu.org/safefree/nsaspying/28 1 181gl20061013.htm]. 

Youngstown, 343 U.S. at 587 (Jackson. J., concurring). 

Berger v. New York, 388 U.S. 41, 58 (1967). 
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government to obtain a warrant before intercepting the content of a telephone 
call.-'* 


The Supreme Court has never recognized an exception to the warrant 
requirement for inteUigence surveillance inside the United States. In Keith, 
the Court unequivocally declared Fourth Amendment protections applicable 
to surveillance conducted for security purposes.'*^ Indeed, it observed that 
“security surveillances are especially sensitive because of the inherent 
vagueness of the domestic security concept, the necessarily broad and 
continuing nature of intelligence gathering, and the temptation to utilize such 
surveillances to oversee political dissent."^ While Keith concerned 
surveillance relating to domestic security threats, the Keith Court's reasoning 
applies with equal force to foreign security threats. Plainly, a neutral 
intermediary between citizens and executive officers is no less necessary 
because the threat comes from foreign agents rather than domestic ones.^^ 


See Katz v. United States, 389 U.S. 347. 352 ( 1 967); Berger, 388 
U,S. at 51. 

United States v. United States District Court, 407 U.S. 297 (1972) 

(“Keith”). 


^ Id. at 320. 

In its legal papers, the government cites a number of cases that 
recognized a tbreign intelligence exception to the warrant requirement. See, 
e.g., U.S. V. Truong Dinh Hung, 629 F.2d 908. 912-5 (4th Cir. 1980); United 
States V. Butenko. 494 F.2d 593. 604-05 (3d Cir. 1974) (cn banc); United 
States V. Buck, 548 R2d 871, 875 (9thCir. 1977); United States v>. Brown, 

484 F.2d 418, 426 (5th Cir. 1973). Virtually all of those cases, however, 
were decided before Congress enacted FISA, and none of them articulates a 
persuasive basis for distinguishing Keith. The only post-FISA case cited by 
the government in this context is In re Sealed Case, in which the Foreign 
Intelligence Surveillance Act Court of Review suggested the existence of a 
foreign intelligence exception in dicta, without analysis, and referencing only 
pre-FISA cases. In re Sealed Case, 3 10 F.3d 717, 742 (FISA Ct. Rev. 2002). 

The government also argues that the “special needs” doctrine exempts 
foreign intelligence surveillance from the warrant requirement. But the 
special needs exception applies only to a very limited set of circumstances, 
and none of the rationales used to support a special needs exception apply to 
intrusive and targeted wiretapping of Americans. For example, the special 
needs exception has been applied to searches and seizes where the intrusion 
on privacy is minimal, see e.g., Terry v. Ohio, 392 U.S. 1 (1968), or in 
situations where the individual has a reduced expectation of privacy, e.g. U.S. 
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II. Congressional oversight is of extraordinary importance now 
because the President continues to claim the authority to 
violate FISA and because there are serious questions about the 
lawfulness of the executive branch’s ongoing surveillance 
activities. 

a. Recent developments make Congressional oversight 
especially important. 

Only days before the Sixth Circuit heard the government's appeal of 
the district court’s ruling in ACLU v. NSA, government attorneys notified the 
Court that the FISC had issued orders “authorizing the Government to target 
for collection international communications into or out of the United States 
where there is probable cause to believe that one or the communicants is a 
member or agent of al Qaeda or an associated terrorist organization.’’’^^ The 
government stated that, “[l]n light of these intervening FISA Court orders, 
any electronic surveillance that was occurring as part of the TSP is now being 
conducted subject to the approval of the FISA Court, and the President, after 
determining that the FISA Court orders provide the necessary speed and 
agility to protect the Nation, has determined not to reauthorize the TSP when 
the current authorization expires. 


V. Marfinez-Fuerie, 428 U.S. 543 ( 1976). However, there is no question that 
an individual has the greatest expectation of privacy in the content of his or 
her phone calls and emails. 

Additionally, the special needs exception has been applied where “the 
warrant and probable cause requirement [are] impracticable.” O’Conner v. 
Ortega, 480 U.S. 709. 720, 725 (1987) (plurality opinion). Despite many 
cries that FISA is impracticable, James Baker, w’ho personally ran the FISA 
application process for the current administration has said in no uncertain 
terms that the FISA process is fast, efficient and flexible, and many members 
of Congress briefed on U.S. surveillance activities concur. The fact that the 
FISA court has denied only a handful of applications out of over 20,000 since 
its inception in 1978 belies any argument that FISA applications are 
impracticable. 

Gov’t Supp. Br. at I; see also Letter from Attorney General Alberto 
R. Gonzales to Hon. Patrick Leahy and Hon. Arlen Specter (Jan. 17, 2007), 
available at 

hctp;//www.aclu.org/images/general/asset_upload_fiie372_28043.pdf. 

Id. at 2. Again, although the NSA‘s activities implicate the 
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Government attorneys, in an attempt to avoid further judicial scrutiny 
of the President's actions, have ui^ed the Sixth Circuit not to rule on the 
legality of the NSA’s warrantless surveillance activities. But oversight - 
both by the judiciary and by this Congress - is more important now, not less. 
As an initial matter, the President continues to claim the authority as 
Commander in Chief to conduct warrantless surveillance in violation of 
FISA. As noted above, government attorneys made this claim on behalf of 
the President in the same brief in which they informed the Court of the 
January 10, 2007 FISC ordere. Senior administration officials have repeated 
the claim more recently.^® That the President continues to assert this 
authority makes Congressional oversight - and the oversight of this 
Subcommittee - imperative. 

In addition, there are serious questions about the legality of the 
surveillance that is taking place on the authority of the January 10, 2007 
FISC orders. The administration's public statements about the orders suggest 
that the orders may have been obtained after extended negotiations with a 
single judge of the FISC and that the orders may be programmatic or 
categorical in nature rather than individualized and particularized, as both 
FISA and the Fourth Amendment require. In the administration’s own 
words, “These orders are innovative, they are complex, and it took 
considerable time and work for the Government to develop the approach that 
was proposed to the Court and for the Judge on the FISC to consider and 
approve these orders.”^* The letter implies that at the very least, FISA was 
stretched beyond the original intent of FISA. 

Other public statements suggest that the surveillance authorized by 
the FISC judge may be fraught with legal infirmities. For example. Rep. 
Heather A. Wilson (R-N.M.) has suggested that the FISC orders may grant 
some kind of programmatic authorization and do not require the 
administration to get warrants on a casc-by-case basis.^^ Other reports 


communications of innocent U.S. citizens and peimanent residents, the 
government refers to the NSA’s warrantless surveillance program as the TSP 
- the “Terrorist Surveillance Program.” 

^ See supra note 9. 

See, e.g.. Letter from the Attorney General to Senators Leahy and 
Specter, January 17, 2007, supra note 48. 

IJ. 

^ Seth Stem, Justice Officials Leave Lawmakers Confused About 
New Surveillance Program, CQ, Jan. 18, 2007. 
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suggest that the new process may allow the government “to obtain single 
warrants that cover ‘bundles’ of wiretaps on multiple suspects” and that the 
orders may rely on “questionable legal interpretations."'^** 

We cannot speculate as to exactly what these new orders look like. 

We do know that the administration’s refusal to even confirm whether 
particularized orders have been obtained are highly suspicious. Until this 
Congress obtains concrete information about what the FISC authorized, and 
the legal rationale supporting it, the administration continues to operate with 
a largely blank check. 

It is worth recalling why Congress enacted FISA in the first place. In 
the 1960s and 1970s the executive branch engaged in widespread warrantless 
electronic surveillance of people in the United Stales, claiming that such 
surveillance was justified to protect the nation’s security. After extensive 
congressional investigation of these practices by the Church and Pike 
Committees, the public learned that the Executive had engaged in warrantless 
wiretapping of numerous United States citizens - including journalists, 
activists, and members of Congress - “who engaged in no criminal activity 
and who posed no genuine threat to the national security.”^'*’ Among the most 
troubling practices Congress investigated and eventually sought to safeguard 
against through FISA were certain domestic spying activities by the NSA.^^ 
To remedy these abuses. Congress enacted FISA. As the Senate Judiciary 
Committee explained, FISA was meant to “spell out that the executive cannot 
engage in electronic surveillance within the United States without a prior 
Judicial warrani.”^^ 


Greg Miller, Strict Anti-Terror Wiretap Rules Urged, L.A. TIMES, 
Jan. 24, 2007. 

S. REP. NO. 95-604(1), at 6 (1977), reprinted in 1978 U.S.C.C.A.N. 
3904. 3909 (quoting Church Committee Report, Book H, 12) 

^ See, e.g.. Intelligence Activities and the Rights of Americans, Book 
II, Final Report of the Select Committee to Study Governmental Operations 
with Respect to Intelligence Activities, United States Senate, S. REP. NO. 
94-755, 96 (1976) (“In the late i960’s . , . NSA, acting in response to 
presidential pressure, turned their technological capacity and great resources 
toward spying on certain Americans."). 

” S. REP, NO. 95-604(1), 1978 U.S.C.C.A.N. at 3908; see also id. at 
3910 (FISA designed “to cutb the practice by which the Executive branch 
may conduct warrantless electronic surveillance on its own unilateral 
determination that national security justifies it”). 
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b. Congress must compel the administration to release 
information about the NSA’s surveillance activities. 

We now know that President Bush authorized the NSA to break the 
law and that the NSA’s unlawful activity was not episodic but rather 
continuous over a period of approximately five years. Wc also know, on the 
basis of testimony from former Deputy Attorney General James Comey, that 
there were serious concerns about the NSA’s surveillance activities even 
within the Justice Department; that in March 2004 the President reauthorized 
the NSA’s surveillance activities even after Justice Department attorneys 
informed him that the activities were illegal; and that the President did not 
narrow the NSA’s activities at all until senior Justice Department officials 
threatened to resign over the issue. And we know, based on the 
administration’s own statements, that the administration’s unlawful 
surveillance activities may continue today - either on the basis of 
unconstitutional programmatic or categorical warrants issued by the FISC or 
on the basis of the President’s claimed authority to conduct surveillance in 
violation federal statute. 

In spile of all this, this Congress has not issued subpoenas demanding 
that the administration explain the nature and scope of its surveillance 
activities. It has not issued subpoenas demanding that the administration 
disclose the legal opinion.s on which it has relied. It has not issued subpoenas 
to the telecommunications corporations that facilitated the administration’s 
unlawful activities. It has not issued subpoenas to determine how the fruits 
of unlawful surveillance have been used. 

In our view, serious Congressional oversight is long overdue. The 
President’s disregard for the law and for the constitutional rights of U.S. 
ciiizen.s and residents should not be permitted to continue. At the soonest 
possible date. Congress should subpoena ail documents relating to 
warrantless surveillance conducted by the NSA on U.S. soil since September 
2001. Such documents would include the legal opinions referenced by 
former Deputy Attorney General Comey in his May 15, 2007 testimony to 
the Senate Judiciary Committee. Congi^ss should also subpoena testimony 
from those officials who initiated, reviewed, authorized, or conducted such 
surveillance. Recent news reports suggest the possibility that Congress will 
subpoena former Attorney General Ashcroft;*'^ in light of Mr. Ashcroft’s 
central role. Congress should do so immediately. 


Michael Isikoff and Evan Thomas, Bush’s Monica Problem, 
Newsweek, Jun. 4, 2007, available at 

hup://ww w.msnbc.msn.com/id/18881810/site/newsweek/; Michael Isikoff, 
Calling John Ashcroft, Newsweek, Jun. 1, 2007, available at 
http://ww'w.msnbc.msn.com/id/18990233/site/newsweek/. 
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Congress should also subpoena all documents relating to the 
surveillance orders issued by the FISC - or a judge of the FISC - on January 
1 0, 2007, including internal memoranda discussing the legality of the new 
program, the FISC orders themselves, all documents submitted by the 
executive branch to the FISC in connection with those orders, and any 
subsequent FISC orders reauthorizing, modifying, vacating or otherwise 
relating to the January 10, 2007 orders.^^ Congress certainly should not enact 
further legislation in the area of foreign intelligence without determining 
what surveillance activities the executive branch is engaged in currently. 

III. Congress must use its power of the purse to put an end to 
illegal spying. 

Congress’.s obligation, of course, is not simply to examine the 
administration’s unlawful activities but to ensure that those activities do not 
continue. To this end, Congres.s should use this appropriations and 
authorization cycle to prohibit the use of funds to engage in electronic 
surveillance that does not comply with FISA or that is conducted on the basis 
of programmatic or categorical orders rather than the individual and 
particularized warrants that are required by FISA and the Fourth Amendment 
to the U.S. Constitution. 

The administration’s claims that at least the so-called TSP has now 
been sanctioned by the FISC are of little comfort, It leaves wide open the 
possibility that other , as of now publicly unknown, warranties.^ programs 
continue. And the administration has repeatedly and explicitly stated that it 
has the authority to resume warrantless surveillance at any time under the 
President’s Article 11 authority. 


Because the January 10, 2007 FISC orders authorized surveillance 
activity for 90 days, see e.g.. Transcript of Background Briefing by Senior 
Ju.stice Department Officials (Jan. 17, 2(X)7), available at 
http://www.fas.org/irp/news/2(K)7/0l/doj01 1707.html (Senior Justice 
Department official stating “the orders are approved by a judge of the FISA 
court for a period of 90 days”), and because the government filed classified 
papers with the Sixth Circuit on April 6, 2007, four days before the expected 
April 10th expiration of the Janutuy lOth FISC orders, see Notice of Lodging 
of Classified Submission, ACLf/ v. NSA, Nos. 06-2095/2140 (filed Apr. 6, 
2007), the ACLU believes that the FISA court has likely taken some action to 
extend, vacate, or modify the January iOth FISA order. The ACLU has 
moved for unsealing of this filing, as well as the government’s first secret 
filing with the Sixth Circuit in January 2007 pertaining to the actions of the 
FISC. 
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To stop any illegal or unknown programs, and prevent future ones 
from being established, this Congress should use the present appropriations 
cycle to prohibit any funds from being spent on foreign intelligence 
surveillance that is conducted in the absence of a court order based on 
particularized suspicion, save for the three narrow exceptions currently 
written in law. This Congress has not just the authority but the obligation to 
end the administration’s unlawful activities. 

IV. Conclusion. 

In the late 1970s, the Church Committee conducted a thorough and 
far-reaching investigation of the executive’s surveillance activities, held 
multiple hearings, issued an exhaustive report, proposed legislation to end 
unchecked executive surveillance on American soil, and enacted FISA in 
1978. The Bush administration’s unlawful activities demand an equally 
strong response from this Congress. Indeed, the current crisis is considerably 
more serious than the one the nation faced in the 1970s. Then, the executive 
branch was conducting abusive surveillance in the context of congressional 
silence. Now, the executive branch conducts abusive surveillance in 
violation of a congres.sionally enacted prohibition. Again, it is no 
overstatement to say that the administration's actions present a challenge to 
the very foundations of constitutional government. This Congress has an 
obligation to act. 
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Mr. Nadler. Thank you. 

And Mr. Fisher? 

TESTIMONY OF LOUIS FISHER, AMERICAN LAW DIVISION, 
LIBRARY OF CONGRESS 

Mr. Fisher. Thank you, Mr. Chairman. I was encouraged at the 
start of Chairman Conyers saying that this might be the first step 
in exploring issues. There are so many questions that we know 
very little about, and I hope to see a succession of hearings. 

My statement starts with a little bit of the history back in the 
1960’s and 1970’s where the Administration was conducting domes- 
tic surveillance, and they were conducting it under the same 
grounds that we talk about today, under the inherent power of the 
President to take certain actions to protect the American people. 

That theory of inherent power was litigated in the Keith case, 
and both at the District Court level and the Sixth Court level and 
the Supreme Court level, the court said you don’t have that power; 
you are talking about a power that King George III had, and that 
is why we had a Declaration of Independence, and that is why we 
had a war of independence, and that is why we have the fourth 
amendment. All of this led to the FISA statute in 1978, including 
a very important judicial check. 

The Administration defends the Terrorist Surveillance Program 
on statutory grounds and constitutional grounds. The statutory 
ground, namely the Authorization of Use of Military Force, I don’t 
think was ever persuasive. If Congress ever wanted to change FISA 
or amend it, it does it the way it normally does. It has changed 
FISA many times. You bring it up. You know what you are talking 
about. You don’t change a law by implication, which is what the 
argument would be with the AUMF. 

As far as the constitutional argument, I would just take one sen- 
tence from the January 2006 OLC report, where it said that the 
policies of the NSA program, “are supported by the President’s 
well-recognized inherent constitutional authority as commander-in- 
chief and the sole organ for the nation in foreign affairs.” 

Well-recognized? Maybe it is well-recognized among certain attor- 
neys in the Administration, but it is not well-recognized in the 
courts. It is not well-recognized in Congress. It is not well-recog- 
nized in the academic community. 

Inherent? We are all familiar with express powers and implied 
powers. Those are drawn from the Constitution. The danger with 
inherent powers is that you don’t know where they are being 
drawn from. Inherent power is an invitation to act outside the law. 
The claim of inherent powers for the President weakens Congress, 
weakens the rule of law, weakens democratic government, weakens 
the system of checks and balances. 

Commander-in-chief? You can’t take three words from article II 
and pretend that that is an argument. It is just three words, and 
you have to understand that commander-in-chief in the context of 
article I, what that gives to Congress, and other provisions in the 
Constitution, including the first and fourth amendments. 

Sole organ? I hope whenever you see that word “sole organ” in 
legal analysis you will be suspect about the credibility and honesty 
of the analysis, because it comes from a speech that John Marshall 
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gave when he was a Member of the House in 1800, and nothing 
in John Marshall’s statement ever, ever implied anything to do 
with plenary, exclusive, independent or extra-constitutional presi- 
dential powers. It is a misuse of that statement and it is a misuse 
of where it was later distorted in the 1936 Curtiss-Wright decision. 

I talk about briefings and consultations. They are very construc- 
tive if you are getting briefed about a program that is legal. If you 
are getting briefed about a program that is illegal, you are just get- 
ting briefed about an illegal program. The briefings do not help 
that. 

The “gang of eight” I think was the wrong procedure. The “gang 
of eight” is for covert actions. The terrorist surveillance program is 
not a covert action. What happens when Members of Congress are 
briefed and you tell the Member that we are briefing you, but you 
cannot talk to anyone else? You cannot talk with staff who have 
clearances, et cetera. The executive branch doesn’t control Con- 
gress. You control yourself You have to protect your own powers 
and prerogatives and institutions. 

I think the same principle would apply to the FISA Court. I 
think the fact that you would brief two chief judges in a row, I 
think was not a good procedure. I think the court knows that Con- 
gress by statute provided for a judicial check, and you cannot brief 
one judge. I think all 11 members of the court should have been 
briefed, and then they decide what to do. And lastly on briefings, 
I think the briefings should apply to the Judiciary Committees. 
You have a special Committee jurisdiction to protect the integrity 
of FISA. 

And last, I just ended on what does “legal” means today because 
if you hear the Administration say that this is legal, this is author- 
ized, this has been reauthorized, they are not talking about law 
created by Congress. They are talking about law created by the ex- 
ecutive branch. Up to now, we have said that law is made by par- 
liamentary deliberations and that the President is under the law, 
not above the law. So we have a different system and I think one 
that deserves that very close scrutiny by Congress. 

Thank you. 

[The prepared statement of Mr. Fisher follows:] 
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Mr. Chairman, thank you for inviting me to testify on the constitutional 
limitations that apply to domestic surveillance. The committee provides an important 
public service in exploring the issues raised by the “Terrorist Surveillance Program'’ 
(TSP), authorized by the administration after 9/11 and conducted by the National 
Security Agency (NSA). I begin by summarizing what happened in the 1960s and 1970s 
with domestic surveillance. Two basic points. First: intelligence agencies were willing 
to violate the Constitution, including the First and Fourth Amendments. Second: federal 
courts rejected the theory that the President has “inherent” constitutional authority to 
engage in warrantless domestic surveillance. 

I. Lessons of Domestic Surveillance 

Illegal eavesdropping by the executive branch surfaced as a prominent issue in the 
1960s and 1970s, after it was publicly disclosed that U.S. intelligence agencies had been 
monitoring the domestic activities of Americans. In 1967, when the U.S. Army wanted 
the NSA to eavesdrop on American citizens and domestic groups, the agency agreed to 
carry out the assignment ^ NSA began to put together a list of names of opponents of the 
Vietnam War. Adding names to a domestic “watch list” led to the creation of 
MINARET: a tracking system that allowed the agency to follow individuals and 
organizations involved in the antiwar movement.^ NSA thus began using its surveillance 
powers to violate the First and Fourth Amendments. From mid-1969 to early 1970, the 
White House directed the FBI to install without warrants 17 wiretaps to eavesdrop on 
government officials and reporters.^ Newspaper stories in 1974 revealed that CIA had 
been extensively involved in illegal domestic surveillance, infiltrating dissident groups in 
the country and collecting close to 10,000 files on American citizens. CIA Director 
William Colby later acknowledged the existence of this program while testifying before a 
Senate committee."^ 

The Huston Plan 

On June 5, 1970, President Richard M. Nixon met with the heads of several 
intelligence agencies, including the NSA, to initiate a program designed to monitor what 
the administration considered to be radical individuals and groups in the United States. 
Joining others at the meeting was Tom Charles Huston, a young aide working in the 
White House. He drafted a 43-page, top secret memorandum that became known as the 
Huston Plan. Huston put the matter bluntly to President Nixon: “Use of this technique is 
clearly illegal; it amounts to burglary.”^ His plan, which Nixon approved, directed the 


' James Bainford, Body of Sccrcis: Anatomy of Uic Ultra-Sccrcl National Security Agency 428 (2002 cd.). 
^ Id. at 428-29: James Bamford. The Puzzle Palace 323-24 (1983 cd.). 

^ Ricliard E. Morgan, Domestic Intelligence: Monitoring Dissent in America 6 (1980). 

' Kathryn S. Olmsted, Challenging the Secret Government: The Post-Watergate Investigations of the CIA 
^d FBI 11-12, 35 (1996). 

■ Kcilli W. Olson, Watergate; Tlic Presidential Scandal That Shook America 16 (2003); Fred Emery . 
Watergate 25 (1995 cd ); LochK. Jolinson. America’s Secret Power: Tltc CIA in a Democratic SocicU^ 
13.3-56 (1989). 
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NSA to use its technological capacity to intercept - without judicial warrant - the 
domestic communication ofU.S. citizens using international phone calls or telegrams.^ 

Under pressure from FBI Director J. Edgar Hoover and Attorney General John 
Mitchell, Nixon withdrew the Huston Plan/ Placed in a White House safe, Huston's 
blueprint became public in 1973 after Congress investigated the Watergate affair and 
uncovered documentary evidence that Nixon had ordered the NSA to illegally monitor 
American citizens/ To conduct its surveillance operations under such programs as 
SHAMROCK (in operation from August 1945 to May 1975), NSA entered into 
agreements with U.S, companies, including Western Union and RCA Global. U.S. 
citizens, expecting that their telegrams would be handled with the utmost privacy, learned 
that American companies had been turning over the telegrams to the NSA.*^ 

Judicial Reaction 

A 1972 decision by the Supreme Court involved the government’s use of 
warrantless electronic surveillance to prevent what the government feared was an attempt 
by domestic organizations to attack and subvert the existing structure of government. As 
the Court framed the issue, it needed to balance both to “the Government’s right to 
protect itself from unlawful subversion and attack*’ and “the citizen’s right to be secure in 
his privacy against unreasonable Government intrusion.”'^ 

In district court, defendants prosecuted by the government requested all records of 
warrantless surveillance directed at them and asked for a hearing to determine whether 
any of the evidence used to indict them was tainted by illegal actions. The district court 
held that the warrantless electronic surveillance was not Justified on the ground that 
certain domestic organizations were engaged in subverting the government, and that the 
government had to make full disclosure to the defendants of illegally monitored 
conversations, It ordered an evidentiary hearing to determine taint.^^ The court did not 
accept the government’s argument that the Attorney General, “as agent of the President, 
has the constitutional power to authorize electronic surveillance without a court warrant 
in the interest of national security.”*^ The court expressly rejected the claim of 
“inherent” presidential power. The President was “still subject to the constitutional 
limitations imposed upon him by the Fourth Amendment. 


Bamford. Body of Secrets, at 430. 
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The district court's decision was affirmed by the Sixth Circuit, which examined 
the government’s claim that the power at issue in the case “is the inherent power of the 
President to safeguard the security of the nation.”'^ The Sixth Circuit found that 
argument unpersuasive, in part because the Fourth Amendment “was adopted in the 
immediate aftermath of abusive searches and seizures directed against American 
colonists under the sovereign and inherent powers of King George The 

Constitution was adopted “to provide a check upon "sovereign’ power,” relying on three 
coordinate branches of government “to require sharing in the administration of that 
awesome power.” The Sixth Circuit further noted; “It is strange, indeed, that in this 
case the traditional power of sovereigns like King George 111 should be invoked on behalf 
of an American President to defeat one of the fundamental freedoms for which the 
founders of this country overthrew King George’s reign.” 

A unanimous ruling by the Supreme Court affirmed the Sixth Circuit. Inherent in 
the concept of a warrant issued under the Fourth Amendment “is its issuance by a 
‘neutral and detached magistrate.’”^^ Fourth Amendment freedoms “cannot properly be 
guaranteed if domestic security surveillances may be conducted solely within the 
discretion of the Executive Branch. The Fourth Amendment does not contemplate the 
executive officers of Government as neutral and disinterested magistrates.”^^ Executive 
officers charged with investigative and prosecutorial duties “should not be sole judges of 
when to utilize constitutionally sensitive means in pursuing their tasks 

The government advised the Court that the domestic surveillances at issue in this 
case were directed primarily at collecting and maintaining intelligence about subversive 
forces, rather than an effort to gather evidence for criminal prosecution. Moreover, the 
government insisted that courts lacked the knowledge and expertise to determine whether 
domestic surveillance was needed to protect national security. To the Court, those 
arguments did not justify departure from Fourth Amendment standards. 

Finally, the Court held that Section 2511(3), enacted as part of the Omnibus 
Crime Control Act of 1968, merely disclaimed congressional intent to define presidential 
powers in matters affecting national security and did not grant authority to conduct 
warrantless national security surveillance.^^ The Fourth Amendment required prior 
judicial approval for the type of domestic security surveillance involved in this case. The 
Court carefully avoided the question of surveillance over foreign powers, whether within 
or outside the country.^’ 


United States v. United States Disl. Ct. for E. D. of Mich.. 444 F.2d651. 658 (6th Cir, 1971). 
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Congressional Action 

The Court's decision in 1972 put pressure on Congress to develop statutory 
guidelines. In part. Congress responded by setting up the Church and Pike Committees to 
study the scope of executive branch illegality and propose a system of effective 
legislative and judicial checks. From those hearings and reports came the creation of new 
intelligence committees in the House and the Senate to closely monitor the agencies, 
followed by the landmark Foreign Intelligence Surveillance Act (FISA) of 1978. In 
congressional hearings, Attorney General Edward H. Levi testified in support of 
legislation that would require “independent review at a critical point by a detached and 
neutral magistrate. FISA established a special court, the Foreign Intelligence 
Surveillance Court (FISC), to assure a Judicial check on executive activities and 
established a Court of Review to hear appeals by the government from FISC denials of 
applications to engage in electronic surveillance. Moreover, it clearly stated that the 
procedures of FISA for electronic surveillance within the United States for foreign 
intelligence purposes “shall be the exclusive means” of conducting such surveillance. 

At today’s hearing we face issues that were studied extensively and carefully in 
the 1970s and supposedly remedied by legislation. Once again Congress is in the 
position of insisting that federal agencies adhere to the rule of law, respect constitutional 
and statutory limits, and protect fundamental rights of individual privacy and civil 
liberties. 

The balance of my statement focuses on three points (1) the legal justifications 
offered by the administration for the TSP; (2) the lack of access by the Judiciary 
Committees to briefings on the TSP conducted by the executive branch and to records 
and documents withheld from them; and (3) observations about the implications of the 
TSP for congressional control, the rule of law, and individual rights and liberties. 

11. The Administration’s Legal Defense 

On January 19 , 2006 , the Office of Legal Counsel (OLC) in the Justice 
Department released a 42-page white paper justifying the legality of the TSP.^^ It offered 
two principal arguments, one statutory, the other constitutional. The first interpreted the 
Authorization for Use of Military Force (AUMF), enacted after 9/11. The second 
explored the President’s authorities under Article II of the Constitution, with special 
emphasis on the availability of “inherenf’ powers. 


^ "Electromc Sun eilUiiice VVitliin the United States for Foreign intelligence Purposes,” liearings before 
the Subcominittee on Intelligence and the Rights of Americans of the Senate Committee on Intelligence, 
94ai Coiig.. 2d Sess. 76 (1976). 

■ ‘Tcgal AuUiorilics Supporting llic Activities of the National Security Agency Described by llic 
President,” Office of Legal Counsel U.S. Department of Justice. January' 19. 2006 (hereafter “OLC 
Study”). 
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The AUMF 

OLC argued that in passing the AUMF “Congress by statute has confirmed and 
supplemented the President’s recognized authority under Article II of the Constitution to 
conduct such warrantless surveillance to prevent further catastrophic attacks on the 
homeland.”^* The statute authorized the President to “use all necessary and appropriate 
force against those nations, organizations, or persons he determines planned, authorized, 
committed, or aided the terrorists attacks” of September 1 1 in order to prevent “any 
future acts of international terrorism against the United States.”^’ To OLC, history 
“conclusively demonstrates that warrantless communications targeted at the enemy in 
time of armed conflict is a traditional and fundamental incident of the use of military 
force authorized by the AUMF.”™ 

“All necessary and appropriate force” does not mean whatever the President 
decides to do, particularly when a selected instrument of force conflicts with statutory 
law. In FISA, Congress established a set of procedures to be “exclusive” for domestic 
surveillance. If Congress after 9/1 1 wanted to modify those procedures and permit the 
President to engage in national security surveillance without a judicial check, it knows 
how to amend a statute. Either it brings up the bill in whole to debate changes, with all 
Members of Congress aware of what they are doing, or adopts a free-standing 
amendment with FISA clearly and specifically in mind, such as debating language that 
states: “notwithstanding the provision in Title II, Section 201(b), Subsection (f), of the 
Foreign Intelligence Surveillance Act, the President is hereafter authorized to engage in 
the following warrantless surveillance.” In floor debate, lawmakers must expressly know 
that the bill language under consideration covers warrantless surveillance and that the 
judicial check in FISA is to be waived. 

Amendments to statutory law must be explicit and evident, with clear 
understanding by all lawmakers as to what is at stake. Amendments are not made by 
implication, with Members unaware of what they are voting on. There is no basis for 
finding in the debate of the AUMF that Members of Congress understood that they were 
setting FISA to the side to allow the President warrantless surveillance over domestic 
matters. It is quite true, as OLC said, that FISA “also contemplates that Congress may 
authorize such surveillance by a statute other than FISA.”^' Congress is always at liberty 
to adopt a future statute that modifies an earlier statute. But when it acts it does so 
expressly and consciously, in full light of the changes made and their significance, not by 
vague implications. OLC would have Congress legislate in the dark. It is my impression 
that the administration no longer seriously argues that the AUMF is legal justification for 


Id. at 2. 

11-S Star 224 (2001). 
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the TSP, and that it relies essentially on some form of ‘‘inherent" powers under Article 11 
(or perhaps even outside the Constitution). 

Inherent Powers 

OLC argued that NSA’s activities under what became loiown as the TSP "are 
supported by the President’s well-recognized inherent constitutional authority as 
Commander in Chief and sole organ for the Nation in foreign affairs to conduct 
warrantless surveillance of enemy forces for intelligence purposes to detect and disrupt 
armed attacks on the United States.”'^^ Let me unpack each of these key words: well- 
recognized, inherent, Commander in Chief^ and “sole organ ” 

1. Well-recognized? Federal courts have made many observations about the 
President’s powers in foreign affairs and his duty to gather intelligence for national 
security. Language appears at times in the decisions; just as frequently remarks are made 
in dicta that is extraneous to the issue before the court. Some rulings encourage a broad 
reading of presidential power, others are much more restrictive. The record is quite 
mixed and does not reflect the existence of any settled, “well-recognized” position in the 
federal judiciary, 

The same indefinite position applies to Members of Congress. Some are 
persuaded of independent and inherent presidential power in foreign affairs; others flatly 
reject legal doctrines that assert such a sweep of executive authority, There is no “well- 
recognized” view in Congress regarding the claim that OLC makes. In FISA, in fact, 
Congress expressly left no room for inherent and independent power by the President to 
conduct warrantless surveillance. 

Similarly, the academic community has never developed a “well-recognized” 
position on the President’s inherent constitutional authority as Commander in Chief to 
conduct warrantless surv'eillance. Existing studies demonstrate a wide variety of opinions 
and judgments. 

2. Inherent? Any claim of “inherent” power for the President must be 
approached with extreme caution and wariness. First, it is only a claim or an assertion, 
not fact. Second, it has a self-serving motivation, for it comes from the branch claiming 
the authority. Third, the word has an indefinite and indefinable quality that leaves the 
door open to illegal, unconstitutional, and extra-constitutional powers. Fourth, there 
should be heightened concern because the claim of “inherenf’ authority has been used in 
recent years to justify military commissions, torture memos, indefinite detention of U.S. 
citizens designated as “enemy combatants,” extraordinary rendition, and the TSP. To 


OLC Study at 1 . 
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appreciate the dangers of “inherent” power, compare three words we use to determine the 
source of constitution power: express, implied, sind inherent. 

The first two words preserve and protect constitutional government. Express 
powers are there in black and white. They can be seen in print and analyzed, usually 
accompanied by extensive meaning from history and framers’ intent. Implied also has a 
definite quality, because an implied power must be reasonably drawn from an existing 
express power. For example, the President has an express power to see that the laws are 
faithfully executed. If a Cabinet official prevents the discharge of a law, the President 
has an implied power to remove the individual pursuant to his constitutional duty to 
assure compliance with the law. From the express power to legislate, Congress has an 
implied power to investigate, issue subpoenas, and hold executive officials in contempt. 
Express and implied powers are consistent with a constitutional system of limited 
government. 

The same cannot be said of “inherent.” The word is defined in some dictionaries 
as an "authority possessed without its being derived from another. . . . Powers over and 
beyond those explicitly granted in the Constitution or reasonably to be implied from 
express powers,” ^ If not in the Constitution, either by express or implied powers, what 
is the source of authority? In other definitions, “inherent” may be a power that “inheres” 
in an office or position, or something that is “intrinsic” or “belonging by nature.”^^ 
Those concepts are highly ambiguous. The purpose of a constitution is to specify and 
confine government powers to protect rights and liberties reserved to individuals, That 
objective is undermined by claims of open-ended authorities (such as “inherent”) that are 
not easily defined or circumscribed. Vague words invite political abuse and endanger 
individual liberties. In the context of this hearing, claims of “inherent” presidential 
power directly threaten the prerogatives of Congress. Anything that weakens 
congressional power weakens democracy and popular sovereignty. The claim of inherent 
presidential power moves the nation from one of limited powers to boundless and ill- 
defined executive authority. Such assertions do substantial damage to the doctrine of 
separation of powers and the crucial system of checks and balances. 

3. Commander in Chief? It is analytically meaningless to merely cite three 
words from Article II as though the case for presidential power is self-evident and needs 
no further argument. One has to explain what those words mean. Closer scrutiny 
eliminates any notion of plenary power for the President as Commander in Chief First, 
the President is Commander in Chief “of the Militia of the several States, when called 
into the actual Service of the United States.” As is clear from Article I, Congress does 
the calling. Second, the President is Commander in Chief of the Army and Navy of the 
United States,” but as Article 1 again demonstrates. Congress has ample authorities to 
raise and support armies and navies, to make rules for the regulation of the land and naval 
forces, and to provide for organizing, arming, and disciplining the militia. The 


Louis Fisher. ‘‘Invoking Inlicrcnt Powers: A Primer.'’ 37 Pres. Stud. Q. 1. 2 (2007), 
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appropriations power of Congress is broadly available to direct and limit military 
operations. 

Third, the Constitution does not empower the President as Commander in Chief to 
initiate and continue wars. Those powers existed for English Idngs and in the writings of 
William Blackstone, but the framers deliberately rejected that form of government. 
Fourth, the President is Commander in Chief for unity of command, but the President's 
authority to bring unity of purpose in military command does not deprive Congress of its 
own independent constitutional duty to monitor war and decide whether to restrict or 
terminate military operations. Fifth, the President is Commander in Chief to preserve 
civilian supremacy over the military. As explained by Attorney General Edward Bates in 
1861, whatever soldier leads U.S. armies “he is subject to the orders of the civil 
ma^strate, and he and his army are always ‘subordinate to the civil power.’"'^^ Congress 
is an essential part of that civil power Just as military officers are subject to the direction 
and command of the President, so is the President subject to the direction and command 
of Members of Congress as representatives of the sovereign people. 

4. “Sole Organ”? In the history of American constitutional doctrines, there is 
probably nothing as shallow, empty, and misleading as the OLC claim that the President 
as “sole organ” in foreign affairs is granted some type of exclusive, plenary power. The 
phrase comes from a speech by Cong. John Marshall in 1800, when he said that the 
President “is the sole organ of the nation in its external relations, and its sole 
representative with foreign nations.”^^ In his decades of distinguished federal service, as 
Secretary of State, Member of the Flouse, and Chief Justice of the Supreme Court, 
Marshall at no time advocated an independent, inherent, or exclusive power of the 
President over external affairs The purpose of his speech in 1800 was merely to state 
that President John Adams had a constitutional duty under the Take Care Clause to see 
that an extradition treaty with Britain was faithfully carried out. That was all. The 
context of his speech makes it clear that he was speaking of presidential power to execute 
the policy of Congi'ess, whether expressed in statute or treaty. Marshall never implied 
any authority of the President to act independent of statutes or treaties, much less in 
opposition to them. For example. Chief Justice Marshall ruled in 1804 that when a 
presidential proclamation in time of war conflicts with a statute passed by Congress, the 
statute prevails."*^ 

What OLC does is to take Marshall’s speech not as it was given, and not as it was 
meant, but as it was misinterpreted and distorted by Justice Sutherland in UnUed Stales v. 
Curtiss-Wright (1936).'*^ TTow did Sutherland misuse the speech? First, the case had 
nothing to do with presidential power. It had to do with the power of Congress to 
delegate certain discretionary authority in the field of international affairs. In e.xercising 


Charles Ticfcr. “Can Appropriations Riders Speed Our Exit from Iraq?;' 42 Stan. J. IntJL. 291 (2006). 
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authority given to him in 1934 to impose an arms embargo in South America, President 
Franklin D. Roosevelt relied solely on statutory - not inherent - authority/*^ Second, 
Sutherland’s misuse of Marshall’s speech appears in dicta, not in the decision. Third, the 
dicta is bad dicta, as has been pointed out repeatedly in scholarly studies. Sutherland 
promoted misconceptions not only about Marshall’s speech but also about the concept of 
sovereignty, inherent presidential power, extra-constitutional powers, the distinction 
between internal and external affairs, and the competing powers of Congress. To the 
extent that Cnrtiss-Wright suggests that foreign affairs are outside the Constitution and 
not subject to congressional control, the Supreme Court has not followed it. 

III. Briefings and Consultation 

After 9/1 1 and the initiation of the TSP, the administration gave regular briefings 
about the surveillance program to the “Gang of Eight” and to the chief judge of the FISA 
court. The Gang of Eight includes the leadership of each house and the chair and ranking 
member of each Intelligence Committee Lawmakers who were briefed were directed by 
executive officials not to take notes or share what they heard with colleagues or with their 
staff. Not being part of the Gang of Eight, the Judiciary Committee chairmen and 
ranking members were not briefed as part of this process. Several issues emerge. 

First, it is constructive for the executive branch to brief and consult Members of 
Congress provided that the program is legal, comtitutional and in harmony Mdth 
siahitory law. Briefing Members about an illegal program does not make it legal. It 
would be as though executive officials briefed the chair and ranking member of the two 
Appropriations Committees that funds had been withdrawn from the Treasury without an 
appropriation. With or without the briefing, the action would be unconstitutional. 

Second, was the Gang of Eight the proper procedure to follow? My 
understanding of the Gang of Eight is that it was established as a means of informing the 
congressional leadership and the top levels of the Intelligence Committees about a 
pending covert action (50 U.S.C. Section 413b(c)(2)), which is an activity “to influence 
political, economic, or military conditions abroad” (50 U.S.C. Section 413b(e)). In my 
judgment, the Gang of Eight was not the right procedure to brief members about the TSP, 
which has nothing to do with destabilizing or altering a foreign country. 

Third, what duty falls on a member of the Gang of Eight in being briefed about a 
program that waives FISA and dispenses with independent judicial checks? Are they 
bound by some vow of secrecy insisted on by the executive officials doing the briefing? 
No. Members of Congress who receive confidential briefings from executive officials 
belong to a separate branch with separate institutional responsibilities, including the duty 
to assure that the executive branch complies with the law. After being briefed, 
lawmakers may reach out to colleagues, top staff, and to the leadership of the Judiciary 


48 Stat. 1745 (1934). 
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Committees to receive their legal and constitutional analysis. Members of Congress take 
an oath to the Constitution, not to the President. They have a special obligation to protect 
the powers of their institution. 

Fourth, what duty falls on a chief judge of the FISA Court after being briefed 
about a program that waives FISA and dispenses with independent judicial checks? The 
primary duty of the chief Judge is not to remain silent but to inform the other ten Judges 
on the Court. They must then decide what to do, because it is their duty to see that the 
law is obeyed, including the judicial check that Congress placed in FISA. 

Fifth, the Judiciary Committees (at least the chairmen and ranking members) 
needed to be informed about the TSP because of their jurisdiction over FISA. Generally 
speaking, the Intelligence Committees will focus more on policy and programmatic 
issues, while the Judiciary Committees will place greater emphasis on legal and 
constitutional issues and the integrity of FISA. 

IV. What Does “Legal" Mean Today? 

NSA’s surveillance program raises elementary questions about the constitutional 
duty of Congress to make law. In the Steel Seizure Case of 1 952, Justice Robert Jackson 
eloquently summarized our constitutional principles; “With all its defects, delays and 
inconveniences, men have discovered no technique for long preserving free government 
except that the Executive be under the law, and that the law be made by parliamentary 
deliberations.”"^*^ Simple words but so profound. The Executive is under the law, not 
above it. The law is made by Congress. 

The TSP represents a direct challenge to our system and form of government. 
Under the guise of “inherent” power, the executive branch claims the right to ignore 
statutory law in order to give preference to executive-made law, all done in secret. Other 
countries have adopted this approach, at great cost to democratic institutions and 
individual rights. 

Independent Executive Law? 

On December 17, 2005, after the New York Times published the story about the 
NSA eavesdropping program. President Bush in a radio address acknowledged that he 
had authorized the agency to conduct the surveillance, “consistent with U.S. law and the 
Constitution.”"*^ In subsequent statements, as President Bush continued to refer to “U.S. 
law” or “authority,” it appeared that he meant law created solely within the executive 
branch, even if contrary to a law passed by Congress. He underscored his independent 
Article 11 constitutional powers; “The authorization 1 gave the National Security Agency 
after Sept. 1 1 helped address that problem [of combating terrorism] in a way that is fully 
consistent with my constitutional responsibilities and authorities.”**^ He said he had 


Youngslown Co. v. Sawyer, 343 U.S. 579, 655 (1952). 
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"reauthorized this program more than 30 times since the Sept. 1 1 attacks. Similarly, 
on December 19 Attorney General Alberto Gonzales stated that "the President has the 
inherent authority under the Constitution, as Commander-in-Chief, to engage in this kind 
of activity. 

Michael V. Hayden appeared before the Senate Intelligence Committee on May 
18, 2006, to testify on his nomination to be CIA Director. Previously he had served as 
NSA Director at the time the TSP was initiated. At the hearing, he defended the legality 
of the program on constitutional, not statutoiy, grounds. In recalling his service at NSA 
after 9/1 1, he told the committee that when he talked to NSA lawyers “they were very 
comfortable with the Article n arguments and the president's inherent authorities."*^^ 
When they came to him and discussed the lawfulness of the program, “our discussion 
anchored itself on Article II. The attorneys “came back with a real comfort level that 
this was within the president’s authority [under Article II]. 

This legal advice was not put in writing and Hayden “did not ask for it.” Instead, 
“they talked to me about Article II. What could the talk have been about? The 
President as Commander in Chief? What other words in Article 11 would have clarified 
the legal analysis and produced a comfort level? Apparently the NSA General Counsel 
was not asked to prepare a legal memo defending the TSP. No paper trail. No 
accountability. Just informal talks. We all know that hallway discussions about legal and 
constitutional issues are not likely to look as persuasive or as sound when put on paper 
and submitted to peers for their independent assessment. 

During the hearing, Hayden repeatedly claimed that the NSA program was legal 
and that in taking charge of the CTA the agency “will obey the laws of the United States 
and will respond to our treaty obligations.”^'^ Given what he said throughout the hearing, 
what did he mean by “law”? A policy drawn solely from within the executive branch, 
depending on someone’s interpretation of Article II? That appears to be what he meant. 
After 9/11, while at NSA, he said he “had two lawful programs in front of me, one 
authorized by the president [the TSP], the other one would have been conducted under 
FISA as currently crafted and implemented.”^'^ In other words, he had two choices: one 
authorized by the President, the second authorized by Congress. He selected the former. 
He told one Senator; “I did not believe - still don’t believe - that I was acting unlawfully. 


David E. Sanger, ‘'In Address, BushSa\ sHc Ordered Domestic Spying,” New York Times. Dec. 18. 
2005, at 30. 

Press briefing by Attorney General Alberto Gonzales and General Michael Hayden. Principal Depiit> 
Director for National Intelligence, at 2. Available from 
hltp://\vw\v.\vliiichousc.go\7nc\vs/rclcascs/2005/12/priiil/20051219-l.liuiil 

Hearing of the Senate Select Conmiittcc on Intelligence on the Nomination of General Micliacl V. 
Hayden to be Director of the Central Intelligence Agency^ Ma>' 18. 2006. transcript, at 35. 

id. 


Id. at 74. 
Id. at 88. 
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I was acting under a lawful authorization He meant a presidential directive issued 
under Article TT, even if in violation of the exclusive policy set forth in FTSA. 

Hearing him insist that he was acting legally in implementing the NSA program, a 
Senator said: '1 assume that the basis for that was the Article II powers, the inherent 
powers of the president to protect the country in time of danger and war ” Hayden 
replied; ‘'Yes, sir, commander in chief powers Hayden seemed to clearly imply that 
he was willing to overstep statutory law in order to carry out presidential law. After 9/11, 
CIA Director George Tenet asked whether NSA could “do more” to combat terrorism 
with surveillance. Hayden answered: “not within current law.”^^ In short, it appears that 
the administration knowingly and consciously decided to act against statutory policy. It 
knew that the NSA eavesdropping program it decided to conduct was illegal under FISA 
but decided to go ahead, banking on Article 1 1 powers. 

At one point in the hearings, Hayden referred to the legal and political 
embarrassments of NSA during the Nixon administration, when it conducted warrantless 
eavesdropping against domestic groups. In discussing what should be done after 9/1 1, he 
told one group: “Look, Fve got a workforce out there that remembers the mid-1970s.” 
He asked the Senate committee to forgive him for using “a poor sports metaphor,” but he 
advised the group in this manner: “since about 1975, this agency’s had a permanent one- 
ball, two-strike count against it, and we don't take many close pitches.”^*^ TSP was a 
close pitch. If Congress learns more about the program, we may learn if NSA hit or 
missed. 

Continued Reliance on Article H 

In January 2007, after several setbacks in the federal district courts on the TSP, 
the administration announced it would no longer skirt the FISA Court but would instead 
seek approval from it, as required by statute. Exactly what “orders” the FISA Court 
issued is unclear, because they have not yet been released to Congress. The 
announcement seemed to promise compliance with FISA, but there is insufficient 
information to know what the new policy is or how permanent it is. 

Was the administration now relying solely on statutory authority or had it kept in 
reserve its Article II, inherent power arguments? Had the administration merely offered a 
temporary accommodation while keeping the door open to Article II claims? At oral 
argument on January 31, 2007 before the Sixth Circuit, regarding one of the TSP cases, 
one of the judges asked the government: “You could opt out at any time, couldn’t you?” 
The Deputy Solicitor General acknowledged the possibility.'^ 


Id. at 138. 


Id. at 144 
Id. at 68. 

Id. at 61. 

AdamLiptak. “Judges Weigh Arguments in U.S. Ea\^csdiopping Case/’ New York Times. Feb. 1. 2007. 
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At a May 1, 2007 hearing before the Senate Intelligence Committee, the 
administration seemed to promote Article TT. Michael McConnell, the Director of 
National Intelligence, signaled that the adminish’ation might not be able to keep its pledge 
to seek approval from the FISA Court. When asked by Senator Russ Feingold whether 
the administration would no longer sidestep the FISA Court, McConnell replied: ''Sir, the 
president’s authority under Article II is in the Constitution. So if the president chose to 
exercise Article II authority, that would be the president’s choice.” McConnell wanted to 
highlight that “Article IT is Article TT, so in a different circumstance, I can’t speak for the 
president what he might decide.”^^ 

We’re back to basics; Who makes law in the national government? If Congress 
passes a law through the procedures specified in Article I, is the President obliged under 
Article II to “take Care that the Laws be faithfully executed”? Alternatively, is the 
President at liberty to craft - in secret - an executive-made law that supplants and 
overrides statutory law? These hearings will help Congress and the public take part in an 
all important debate on what constitutes “the rule of law” in America. It has been our 
foreign policy to support and encourage the rule of law abroad. Shall we also have it here 
at home? 


James Risen, “Administration Pulls Back on SuwcUlancc Agreement." New York Times. May 3. 2007, 
alA16. 
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Mr. Nadler. Thank you. 

I recognize myself for 5 minutes. 

Mr. Bradbury? 

Mr. Bradbury. Yes, sir. 

Mr. Nadler. [off-mike] 15-day opening window to act during 
times of war. Was the TSP or any other surveillance program out- 
side the scope of FISA in place prior to the authorization for the 
use of military force? 

Mr. Bradbury. No. 

Mr. Nadler. Okay. 

Mr. Bradbury. It began in October of 2001. 

Mr. Nadler. And when was the legal opinion for this authority 
issued? 

Mr. Bradbury. The President was advised that it was lawful be- 
fore the program began. 

Mr. Nadler. After the authorization, at what point after the ex- 
piration of the 15 days did the President revert to his authority 
under FISA? 

Mr. Bradbury. I am not sure I understand the question. The 15 
days, Mr. Nadler, does not apply. It applies only when there is a 
declaration of war. Section 111 of FISA 

Mr. Nadler. So you are not explaining the 15-day 

Mr. Bradbury. That is correct. I would say, and I will try to be 
brief, that the 15-day provision in section 111 of FISA in our view 
does not say you only get 15 days 

Mr. Nadler. You don’t have to get a warrant for 15 days. 

Mr. Bradbury. But it does not purport to mean that Congress 
made a judgment that you only need 15 days of authority during 
time of war to commence surveillance. 

Mr. Nadler. No, the expectation when that was passed was that 
you have 15 days to go to Congress if you thought you needed more 
authority to act without warrants. 

Mr. Bradbury. And in our view, the authorization for the use of 
military force was an act of Congress that did give that authority. 

Mr. Nadler. Which gives the President limitless authority? 

Mr. Bradbury. Not limitless. 

Mr. Nadler. But authority to act without warrants? 

Mr. Bradbury. All necessary and appropriate authority to repel 
the threat, and to prevent attack. 

Mr. Nadler. And that means that as long as we are fighting the 
war on terror, the President can have surveillance of Americans he 
believes to be in communication with al-Qaida in the United States 
without getting warrants from a FISA Court? 

Mr. Bradbury. It does not mean that. 

Mr. Nadler. What does it mean? 

Mr. Bradbury. The authorization is still in effect and does still 
give authority to the President, but anything the President does 
has to be consistent with the Constitution; has to be consistent 
with 

Mr. Nadler. But under your interpretation of the Constitution’s 
inherent article II powers, he can wiretap people without a warrant 
from the FISA Court. 

Mr. Bradbury. It all depends on the circumstances at a given 
time. The fourth amendment has very real application here. Any 
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surveillance has to be reasonable under the fourth amendment. 
That takes into account all the conditions and circumstances at the 
time, and the nature of the surveillance that you are talking about. 

For example, Mr. Chairman, if the President wanted to reauthor- 
ize the Terrorist Surveillance Program today, my view is it would 
require a new legal analysis, a new judgment based on all the cur- 
rent circumstances. 

Mr. Nadler. Okay. And he has done that 45 times? 

Mr. Bradbury. I don’t know about the exact number. It was 
every 45 days, approximately. 

Mr. Nadler. I am sorry — every 45 days he has done it. 

When was the first discussion after 9/11 with members of the de- 
partment about undertaking electronic surveillance outside FISA? 

Mr. Bradbury. Again, our view is that the surveillance of this 
program is consistent with FISA, Mr. Chairman. 

Mr. Nadler. No, I think what you have said is that your view 
is that under the President’s inherent power and under AUMF, it 
supersedes FISA, not that it is consistent with FISA. 

Mr. Bradbury. I think there have been some rather extravagant 
claims about what our argument is. Our argument is primarily 
that you need to read the authorization for the use of force con- 
sistent with FISA to harmonize them. There is a provision in FISA 
that says 

Mr. Nadler. Wait a minute. That doesn’t make any sense. FISA 
says you can wiretap people in the United States with a warrant. 
I have always understood you to say that under the AUMF and 
under the President’s inherent power, you don’t need to obey that 
provision of FISA. Correct? 

Mr. Bradbury. I am sorry. FISA doesn’t say “with a warrant.” 
FISA orders are not necessarily warrants. 

Mr. Nadler. Excuse me. You need a FISA order. Never mind the 
nomenclature, you need a FISA order. Your claim is that under the 
AUMF and under inherent power of the President, you don’t need 
a FISA order. 

Mr. Bradbury. FISA says “except as otherwise authorized by 
statute.” AUMF is a statute. 

Mr. Nadler. Correct. And AUMF being a statute, your interpre- 
tation is that AUMF supersedes FISA. 

Mr. Bradbury. No, it doesn’t supersede FISA. FISA says “except 
as otherwise authorized by statute,” so it is consistent with FISA. 

Mr. Nadler. All right. We are playing word games. 

Mr. Bradbury. I think it is very fundamental. 

Mr. Nadler. We are playing word games. 

Your claim is that under the AUMF, AUMF authorizes the sur- 
veillance without a FISA order and that that is consistent with 
FISA. 

Mr. Bradbury. Correct. 

Mr. Nadler. Okay. I would say that that means it supersedes 
FISA. It doesn’t matter. 

In an October 2001 OLC opinion regarding presidential power, 
referred to in the August 2002 so-called “torture memo,” was that 
October 2001 opinion part of the consideration by the department 
of the legality of electronic surveillance? 
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Mr. Bradbury. I am not sure of the exact opinion that you are 
referring to. I would say there are opinions from the office regard- 
ing this program. 

Mr. Nadler. The Congress has repeatedly asked for copies of the 
OLC opinion. Will you furnish copies of those opinions to the Com- 
mittee? 

Mr. Bradbury. No, Mr. Chairman. 

Mr. Nadler. Why not? 

Mr. Bradbury. Because those reflect the internal confidential 
legal advice of the executive branch. Those are deliberative 

Mr. Nadler. What privilege are you asserting? 

Mr. Bradbury. I am not asserting a privilege. 

Mr. Nadler. Then how can you not give it to the Committee 
upon request? Either you assert a privilege or you give it to us, one 
or the other. 

Mr. Bradbury. No. Mr. Chairman, we respond to all requests 
from the Committee. If the Committee makes a request for the doc- 
ument, we 

Mr. Nadler. We have made such a request. 

Mr. Bradbury. And I believe we responded and explained 

Mr. Nadler. By saying you won’t give it to us. 

Mr. Bradbury [continuing]. That the confidentiality interests of 
the department 

But we have done something that is rather extraordinary, and 
that is we prepared in Januai^ of 2006 a very extensive white 
paper for the purpose of explaining to the Congress and to 

Mr. Nadler. That is very nice, but it doesn’t give us what we 
requested, which is those legal opinions. Unless you are asserting 
a privilege, there is no alternative. What privilege are you assert- 
ing? 

Mr. Bradbury. We are citing the confidentiality interests that 
the executive branch has in internal confidential deliberative ad- 
vice of the executive branch. 

Mr. Nadler. So that is executive privilege you are asserting. 

Mr. Bradbury. I don’t assert executive privilege, Mr. Chairman. 
The President asserts executive privilege. 

Mr. Nadler. So you just stated that the President exerted execu- 
tive privilege, then. 

Mr. Bradbury. I stated that there are important confidentiality 
interests with respect to internal advice, and those 

Mr. Nadler. Isn’t that the issue of executive privilege? 

Mr. Bradbury. No, it isn’t. Those are the types of interests that 
would support if necessary an assertion of executive privilege by 
the President. That is something we like to try to avoid, and we 
have not done that here. 

Mr. Nadler. So you are saying you won’t give to Congress the 
requested documents because they deserve executive privilege 
which you haven’t yet asserted. 

Mr. Bradbury. They do partake of the confidentiality interests 
of the executive branch. That is an interest that could support an 
assertion of executive privilege. 

Mr. Nadler. All right. Let me stop playing this game. Has any 
part of the October 2001 OLC opinion been withdrawn, modified or 
clarified in any way since then? If so, what are the changes? 
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Mr. Bradbury. I am not going to discuss the internal legal delib- 
erations of the department. 

Mr. Nadler. Did the Department of Justice Office of Legal Coun- 
sel issue an opinion or more than one opinion concerning electronic 
surveillance? 

Mr. Bradbury. The Department of Justice Office of Legal Coun- 
sel has reviewed the legality of the program and has reviewed it 
more than once. 

Mr. Nadler. Are any part of such opinions currently classified? 

Mr. Bradbury. All such opinions are currently classified. 

Mr. Nadler. Okay. I see my time has expired. Thank you. 

Mr. Bradbury. Thank you. 

Mr. Nadler. We have 6 minutes. The Ranking Member is cor- 
rect. I will violate what I said before. We will recess for 6 minutes 
to go and vote, and we will resume. 

Please, there are two votes. I ask the Members as soon as you 
can catch the second vote, please return here. Please return here 
and we will resume in about 12 minutes. 

Thank you. 

[Recess.] 

Mr. Nadler. The Committee will come back to order. 

I would normally ask the Ranking Member to ask questions, but 
we will come back to him since he is not here yet. 

In accordance with the policy, I will now recognize the distin- 
guished Chairman of the full Committee, the gentleman from 
Michigan, Mr. Conyers, for 5 minutes. 

Mr. Conyers. Thank you, Mr. Chairman. 

I wanted to thank Mr. Fein, Mr. Jaffer and Dr. Fisher for their 
very excellent explanations of the statutory and constitutional 
basis of why we are here today. 

And so, do any of you have any reason to believe that the Admin- 
istration can deny the Committee access to executive branch opin- 
ions about the legality of the TSP program or its current revisions? 

Mr. Fein. I think not, Mr. Conyers. Let me elaborate. 

Mr. Conyers. Please. 

Mr. Fein. There is certainly an exceptionally compelling interest 
in the Congress in determining whether or not perhaps a criminal 
violation of FISA has occurred since 9/11. The statute makes crimi- 
nal only those things that are done intentionally. It is a vital inter- 
est for this Committee, therefore, to know what legal advice was 
being given to those in authority to order the National Security 
Agency to circumvent FISA. 

Moreover, I think the history of executive privilege shows that it 
would hardly be a crippling of the executive branch to require the 
disclosure of this kind of communication to the Congress. It has 
been done regularly with regard to Supreme Court nominees or 
even lower court nominees, where it was thought important in ex- 
amining the philosophy of a nominee, what kind of advice was 
given the solicitor general or otherwise. 

I can recall in my own experience serving as counsel on the Iran- 
Contra Committee that President Reagan had given authority for 
the national security advisers to give blow-by-blow accounts as to 
the advice concerning the sale of arms to Iran and the diversion of 
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funds to the so-called “Contras.” That testimony was forthcoming. 
It did nothing to cripple the executive branch. 

The main argument that is advanced, I think, hy Mr. Bradbury 
or tacitly, is, well, if this is disclosed in this compelling interest 
where you need to determine whether a crime has been committed, 
no one will be candid in their legal opinions. History, I think, dis- 
credits that. 

The last thing I would say is at least the prevailing Supreme 
Court opinion on this issue indirectly, U.S. v. Nixon, which says 
even presidential communications can be forced to be disclosed in 
the context of a criminal investigation conducted by a grand jury, 
which strongly suggests if the Congress is similarly investigating 
that seriousness of wrongdoing in the executive branch, then even 
presidential communications would be forth coming, a fortiori, legal 
advice within the Justice Department. 

Mr. Conyers. Yes. Very good. 

Dr. Fisher, adding to the same question, the notion that the 
Chairman, myself, and the Ranking Member, Mr. Lamar Smith, we 
could be briefed, but everybody else on the Committee shouldn’t be 
briefed. I don’t get it. We are all cleared for top secret. What is the 
difference? 

Mr. Fisher. I don’t understand the Administration’s position. I 
think you operate as a Committee. You have to legislate as a Com- 
mittee. You don’t do it by Chair and Ranking, so everyone on the 
Committee is cleared and they have a need to know what it is in 
case they have to legislate on it. 

Mr. Conyers. Exactly right. 

Mr. Jaffer, what would you add to this discussion? 

Mr. Jaffer. First, I think all of that is exactly right, Mr. Con- 
yers. The only thing that I want to stress is to the extent that Gov- 
ernment is relying on the AUMF, the authorization for use of mili- 
tary force, as authority for its actions, I think that that reliance is 
completely misplaced. First, as I said earlier, there is no textual 
basis for the argument that the AUMF was meant to authorize do- 
mestic surveillance. 

Second, many Members of Congress have come out on both sides 
of the aisle to say that they never meant to authorize domestic sur- 
veillance when they authorized the AUMF. And then finally, the 
Administration has relied on Hamdi, the Supreme Court’s decision 
in Hamdi, but Hamdi involved the detention of enemy combatants 
on the battlefield. That is a completely different situation than 
what we are dealing with here, which is a program of surveillance 
inside the United States directed at U.S. citizens and U.S. resi- 
dents. 

Mr. Conyers. Exactly. 

Dr. Fisher, finally? 

Mr. Fisher. Yes, just to add to what Bruce Fein said about the 
deliberative process, Mr. Bradbury is correct that there is much 
going on inside the executive branch that is part of the deliberative 
process, but you are not asking about the deliberative process. You 
are asking for the final legal judgment to justify a program. As we 
all know, OLC regularly publishes its opinions when there is a 
question. After the New York Times story about the legality of it. 
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you know, in January 2006, OLC quickly got out their 42-page 
white paper. 

So I don’t understand any reason why a legal analysis, a final 
legal analysis, not the interim one, the final one shouldn’t be made 
available to Congress and the public. 

Mr. Conyers. Chairman Nadler and I are still waiting for a re- 
sponse of any kind from the Attorney General Alberto Gonzales 
about this subject matter since May 17th. In our generosity of spir- 
it, we are going to give him 2 more weeks, and then, as somebody 
said, it is about time process kicks in somewhere around here. 

Thank you, Mr. Chairman. 

Mr. Nadler. Thank you. 

I now recognize for 5 minutes the distinguished Ranking Member 
of the Subcommittee, Mr. Franks. 

Mr. Franks. Thank you, Mr. Chairman. 

Mr. Chairman, I might make just a couple of observations here 
before I ask questions. 

I think it was Mr. Fein that suggested that there were many 
things unknown to Congress and certainly this program was known 
but to a few Members of Congress. In my judgment, the correct 
Members of Congress knew about it. This is the type of program 
that because of the national security implications is important to 
keep that from the general public. But for the New York Times, we 
wouldn’t know about this. I would only suggest to you that but for 
the New York Times, perhaps terrorists wouldn’t know about it ei- 
ther. 

I also think Mr. Fein indicated that the NSA surveillance pro- 
gram would not reach someone like Osama bin Laden, that it 
would not be relevant in that case in a cave somewhere in Tora 
Bora or wherever it might be. But would that be unless he had a 
cell phone or a working satellite phone? Certainly, something like 
this could have profound implications in that regard. This is what 
the whole idea is here is to intercept phone calls and conversations 
just like that from those who are trying to maintain their secrecy. 
I just wanted to point those two things out. Sometimes it seems im- 
portant. 

Mr. Bradbury, could I ask you, sir, ever since the Supreme Court 
decided the Keith case, both before and after the enactment of 
FISA all Federal appellate courts that have squarely confronted 
the issue have found that the President is constitutionally empow- 
ered under article II to conduct warrantless electronic surveillance 
when he deems it necessary to protect the Nation from external 
threats. 

The rationale was articulated by the Fifth Circuit Court in 
United States v. Brown, decided a year after the Supreme Court 
case of the Keith case. And this is their quote: “Because of the 
President’s constitutional duty to act for the United States in the 
field of foreign relations and his inherent power to protect national 
security in the context of foreign affairs, we affirm that the Presi- 
dent may constitutionally authorize warrantless wiretaps for the 
purpose of gathering foreign intelligence. Restrictions upon the 
President’s power which are appropriate in cases of domestic secu- 
rity become artificial in the context of the international sphere. 
This principle is buttressed by a thread that runs throughout the 
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Federalist papers that the President must take care to safeguard 
the nation from possible foreign encroachment, whether in its exist- 
ence as a nation or in its intercourse with other nations.” 

To your knowledge, Mr. Bradbury, are there any higher judicial 
precedents that directly hold otherwise? 

Mr. Bradbury. Not directly, no. 

Mr. Franks. Can anyone on the panel suggest that there were 
any court case or any higher judicial precedent that would hold 
other than what I just read from the Supreme Court? 

Mr. Fein. Yes, I would. 

Mr. Franks. Yes, sir? 

Mr. Fein. I would suggest that the separation of powers doctrine 
announced by the United States Supreme Court in Youngstown 
Sheet and Tube u. Sawyer made quite clear 

Mr. Franks. Confronting this issue directly, Mr. Fein, not indi- 
rectly. 

Mr. Fein. They did not confront intelligence collection in that 
particular direction, but certainly they announced a doctrine that 
was equally applicable. They didn’t say the doctrine of separation 
of powers makes a difference depending upon whether you seize a 
steel mill or whether you intercept foreign communications in vio- 
lation of a Federal statute. The basis doctrine stays undisturbed. 

Mr. Franks. Well, let me just for the fun of it, I am going to read 
the court’s language again so that we can be sure that indeed the 
court did address foreign intelligence gathering, which is what the 
subject of the case here is today. 

We are not talking about steel mills, and I am not sure I have 
time, but this is their language: “Because of the President’s con- 
stitutional duty to act for the United States in the field of foreign 
relations and his inherent power to protect national security in the 
context of foreign affairs, we affirm the President may constitu- 
tionally authorize warrantless wiretaps for the purpose of gath- 
ering foreign intelligence.” I will stop there. 

It seems very clear to me if there is no case that overturns that, 
that the President is on strong footing. I am probably going to go 
ahead and yield back here because I am about out of time, but 
thank you all for coming. 

Mr. Nadler. I thank the gentleman. 

I am going to ask unanimous consent to grant myself 30 seconds 
to ask a question. 

Number one, isn’t it true that the Truong case that you quoted 
dealt with developments prior to enactment of the FISA Act, num- 
ber one? 

And number two, isn’t it true that the FISA Act deals not with 
foreign intelligence, but with intelligence conducted in the United 
States, and therefore what the Ranking Member was talking about 
was not really on point, Mr. Fein? 

Mr. Fein. That is accurate. 

Mr. Nadler. Thank you. 

Mr. Fein. Moreover, the doctrine is very clear and accepted by 
the United States Supreme Court that the President’s powers in- 
herent to gather foreign intelligence are reduced to the extent Con- 
gress makes a regulation. That is the clear teaching of Youngstown 
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Sheet and Tube and Justice Jackson’s concurring opinion which is 
accepted as controlling law. 

Mr. Nadler. I thank you. I just yielded myself 30 seconds with 
unanimous consent. I am not getting recognized. 

Mr. Franks. With unanimous consent, could I respond for 30 sec- 
onds? 

Mr. Nadler. Well, yes, but before you do, I will ask Mr. Fisher, 
who wanted to answer my question to answer my question, too, 
and then I will yield to you. 

Mr. Fisher. I just want to make the point that the Brown case 
was 1973, and I think there is a big difference when Congress has 
not acted. 

Mr. Nadler. That predates FISA? 

Mr. Fisher. That predates pre-FISA, there are certain cases that 
recognize Congress hasn’t spoken. Once Congress speaks in 1978, 
I think the constitutional issue shifts. 

Mr. Bradbury. Mr. Chairman, may I make a point? 

Mr. Nadler. Yes. 

Mr. Bradbury. It is absolutely correct that the courts of appeals 
cases directly on-point dealt with conduct that occurred prior to the 
enactment of FISA, including the Truong case. It was decided after 
the enactment of FISA. 

Mr. Nadler. A few days after. 

Mr. Bradbury. Yes, the Truong case in the Fourth Circuit. The 
Truong case did focus on what the court viewed as the inappropri- 
ateness or the mismatch of having a judicial proceeding overseeing 
the President’s exercise of foreign intelligence authority. So it did 
recognize a mismatch there. 

I guess the other point I would make is that the Supreme Court 
in the Keith case expressly — and I know Dr. Fisher referenced the 
Keith case — included a footnote in that case in which it made clear 
it was not addressing exercise of the President’s authority with re- 
spect to foreign intelligence surveillance. FISA does deal with for- 
eign intelligence. 

Mr. Nadler. Within the United States. 

Mr. Bradbury. Well, it has a complicated definition of “electronic 
surveillance,” It can encompass surveillance even when you are fo- 
cusing on foreign persons overseas. 

Mr. Nadler. Okay, we are abusing my 30 seconds now. 

Mr. Bradbury. Thank you. 

Mr. Nadler. I will now grant the Ranking Member 1 minute, 
with unanimous consent. 

Mr. Franks. Mr. Chairman, I am not sure that I can improve on 
Mr. Bradbury’s explanation, but I do think that a constitutional 
ruling is not trumped by the statute in the first place, even if the 
points were correct. Thank you. 

Mr. Nadler. Thank you. 

I now yield to the gentleman from North Carolina for 5 minutes. 

Mr. Watt. Thank you, Mr. Chairman. 

In addition to the three witnesses that Mr. Conyers thanked, I 
want to thank the other two also because I am appreciative to all 
of you for being here to testify about something that there has been 
a tug-of-war ab^out for a long time, I suppose. And that is the whole 
concept of who has power. I didn’t deal with this concept very much 
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before I came to Congress, but power is interesting, and most peo- 
ple don’t concede power to anybody. 

We do know that our Nation was founded on the concept of sepa- 
ration of powers to dilute and balance power. So I obviously and 
unapologetically err on the side of balancing powers regardless of 
who is asserting it. Otherwise, we have a dictatorial government in 
some respects, which I take it may be what the President is assert- 
ing in this area, and in some areas he has gone in that direction, 
too, but that is a subject of another day. 

Mr. Bradbury, I note that you are the principal deputy assistant 
attorney general. Did you hold that position under Mr. Ashcroft, 
Attorney General Ashcroft also, or any position in the Justice De- 
partment? 

Mr. Bradbury. Yes, I did. 

Mr. Watt. Okay. 

Mr. Comey, former Deputy Attorney General Comey, testified be- 
fore this Committee a couple of weeks ago in a different context, 
about a meeting that took place in the hospital when Attorney 
General Ashcroft was in the hospital, and testified that he. Deputy 
Attorney General Comey, Attorney General Ashcroft, and FBI Di- 
rector Robert Mueller concluded that the NSA’s program did not 
comply with the law. 

Mr. Bradbury, would you affirm that or refute that that hap- 
pened? Did Mr. Ashcroft take the position that some aspects of this 
program did not comply with the law? 

Mr. Bradbury. Congressman, I am not in a position to confirm 
the testimony that Mr. Comey gave. 

Mr. Watt. I am not asking you to confirm the testimony. I am 
asking you to confirm whether or not former Attorney General 
Ashcroft expressed reservations, legal reservations about some as- 
pects of the surveillance program. 

Mr. Bradbury. I think. Congressman, that the attorney general 
has made it clear that 

Mr. Watt. I would think a yes or no answer to that would suf- 
fice. I mean, I am happy to have you elaborate, but either he did 
question some aspects of this or he didn’t question them. That is 
either yes or no, and then I am happy to have you explain. I am 
not trying to cut you off, but I don’t want you to rope-a-dope me 
for 5 minutes explaining something that is not an answer, too. 

Mr. Bradbury. As I think we have tried to be clear and careful 
about 

Mr. Watt. Mr. Bradbury, did former Attorney General Ashcroft 
express legal reservations about some aspects, whatever they 
were — I am not even going to get into that — of this surveillance 
program? 

Mr. Bradbury. Congressman, the attorney general has indicated 
that, as you might expect with complicated national security mat- 
ters, disagreements arose about aspects of intelligence activities, 
the details of operations, and intelligence activities that are not 
public, that remain highly classified. 

Mr. Watt. I am not asking you to make anything public. I am 
asking you, does that mean that the former attorney general had 
some legal reservations about some aspect of the program, Mr. 
Bradbury? 
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Mr. Bradbury. Well, all I will say is what the attorney general 
has said, which is that disagreements arose. Disagreements were 
addressed and resolved. However, those disagreements were not 
about the particular activities that the President has publicly de- 
scribed, that we have termed the terrorist surveillance program. 

Mr. Watt. Did former Attorney General Ashcroft refuse to sign 
whatever this certification of legality that was presented to him at 
the hospital, as far as you know, Mr. Bradbury? 

Mr. Bradbury. I am sorry. I am not at liberty to talk about in- 
ternal disagreements or deliberations. 

Mr. Watt. You are before this Committee. Are you asserting 
some kind of privilege? What are you doing other than saying “I 
don’t want to answer the question,” Mr. Bradbury? 

Mr. Bradbury. I am referring to again. Congressman, to the in- 
terests that the department and the executive branch have in the 
confidential internal advice and deliberations of the executive 
branch. 

Mr. Watt. Okay. Well, what effect, Mr. Fein, Mr. Fisher, would 
a certification by the Department of Justice have on the legality of 
an electronic surveillance program that violated the FISA statute? 

Mr. Nadler. The gentleman’s time has expired, but I will ask 
the witnesses to answer the question briefly. 

Mr. Fein. The certification cannot make something that is illegal 
legal, but I do think the question indicates the importance of a re- 
sponse by Mr. Bradbury, because insofar as you are examining in 
good faith of the executive branch and operating outside FISA, you 
need to know what advice was given within that branch. 

It seems to me preposterous that this Committee, and you are 
the representatives of the people, people who have a democracy 
where openness is the rule, sunshine is the best disinfectant, are 
kept unknowing as to exactly what was given advice in this highly 
sensitive situation. 

Mr. Fisher. Yes, I would say certification is just the last result. 
All you know is that they certified it. You don’t know why they cer- 
tified it. So I think you have to get the legal reasoning down on 
paper so that you know what was considered by the department in 
authorizing this program. 

Mr. Watt. Thank you, Mr. Chairman. I yield back. 

Mr. Nadler. I thank the gentleman. 

And I thank all our witnesses. 

Without objection, all Members will have 5 legislative days to 
submit to the Chair additional written questions for the witnesses, 
which we will forward. And I ask the witnesses to respond as 
promptly as you can, so that the answers may be part of the 
record. 

Without objection, all Members will have 5 legislative days to 
submit any additional materials for inclusion in the record. 

With that, I thank the witnesses again. 

I thank the Members. 

And the hearing is adjourned. 

Mr. Bradbury. Thank you, Mr. Chairman. 

[Whereupon, at 4:02 p.m., the Subcommittee was adjourned.] 
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Response from Brian A. Benczkowski, Principal Deputy Assisant Attorney 
General, U.S. Department of Justice, in response to post-hearing ques- 
tions submitted by the Subcommittee 



U.S. Department of Justice 

Office of Legislative Affairs 


Office of the Assistant Attorney General 


Washington, D.C. 20530 


October 4, 2007 


The Honorable Jerrold Nadler 
Chairman 

Subcommittee on the Constitution, Civil Rights, and Civil Liberties 
Committee on the Judiciary 
U.S. House of Representatives 
Washington, D.C. 20515 

Dear Mr. Chairman: 

Please find enclosed responses to questions arising from the June 7, 2007, 
appearance before the Subcommittee of Steven G. Bradbury. The subject of the hearing 
was “Constitutional Limitations on Domestic Surveillance.” We hope that this 
information is helpful to the Committee. 

Please do not hesitate to call upon us if we may be of additional assistance. The 
Office of Management and Budget advises that from the standpoint of the 
Administration’s program, there is no objection to submission of this letter. 

Sincerely, 



Brian A. BenczkowsE"* 

Principal Deputy Assistant Attorney General 


cc: The Honorable Trent Franks 

Ranking Minority Member 
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Constitutional Limitations on Domestic Surveillance 
House Judiciary Committee 

Subcomm. on the Constitution, Civil Rights, and Civil Liberties 
June 7, 2007 

Questions for the Record for Steven G. Bradbury 
Questions from Representative Bobby Scott (VA) 

1. Please describe all domestic surveillance programs, including varieties of such 
programs, authorized by the President after 9/11/2001, and indicate whether 
such programs were specifically authorized by statute, validated by court 
decision, and/or approved by the U.S. Attorney General. 

ANSWER: The United States has undertaken a variety of intelligence activities in 
order to collect foreign intelligence, including activities to protect the Nation from 
another terrorist attack. Such activities generally are classified and sensitive. Some 
of these activities are approved by the Foreign Intelligence Surveillance Court, but 
others fall outside of that court’s jurisdiction. In either case, the Executive Branch 
ensures that these activities comply with all applicable law. And, consistent with the 
reporting requirements of the National Security Act and long-standing practice, the 
Executive Branch notifies Congress of intelligence activities through appropriate 
briefings, generally to the Intelligence Committees. 

2. In January 2007, the Bush Administration agreed to conduct the NSA’s 
domestic warrantiess surveiliance program subject to the review and approval of 
the Foreign Intelligence Surveillance Court. What changes in the TSP were 
made prior to its submission to the Foreign Intelligence Surveillance Court for 
its review. 

ANSWER: As the Attorney General explained in his letter to the Chair and Ranking 
Member of the Senate Judiciary Committee, on January 1 0, 2007, the Department of 
Justice obtained orders from the Foreign Intelligence Surveillance Court (“FISC”) 
authorizing the Government to target for collection international communications into 
or out of the United States where there is probable cause to believe that at least one of 
the communicants is a member or agent of al Qaeda or an affiliated terrorist 
organization. The Attorney General further noted that any electronic surveillance that 
was occurring as part of the Terrorist Surveillance Program “will now be subject to 
the approval of the Foreign Intelligence Surveillance Court.” He also explained that 
because of these developments the President had determined not to reauthorize the 
Program when the last authorization expired. 

We cannot provide additional information in this setting. I note, however, that 
the Department of Justice and the Intelligence Community have provided extensive 
and numerous briefings and information to Congress about the Terrorist Surveillance 
Program. Every member of the Senate Select Committee on Intelligence and the 
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House Permanent Select Committee on Intelligence has been briefed on the Terrorist 
Surveillance Program and the referenced FISC orders. Under the National Security 
Act and long-standing practice, these are the appropriate Committees to address such 
issues. Furthermore, as you know, the Department agreed to provide limited access 
to the January 2007 orders of the FISC for certain Members of the House and the 
Senate and certain cleared staff. As we noted at the time, this arrangement is 
extraordinary, providing Congress with unprecedented access to FISC documents. 


2 
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U.S. Department of Justice document entitled “Legal Authorities Sup- 
porting THE Activities of the National Security Agency Described by the 
President” 


LI.S. Department of Justice 


Washington. D.C. 20530 


January 1 9, 2006 


Legal Authorities Supporting the Activities of the 
National Security Agency Described by the President 


As the President has explained, since shortly after the attacks of September 1 1 , 200 1 , he 
has authorized the National Security Agency (“NSA”) to intercept international communications 
into and out of the United States of persons linked to al Qaeda or related terrorist organizations. 
The purpose of these intercepts is to establish an early warning system to detect and prevent 
another catastrophic terrorist attack on the United States. This paper addresses, in an 
unclassified form, the legal basis for the NSA activities described by the President (“NSA 
activities”). 


Summary 

On September 1 1, 2001, the al Qaeda terrorist network launched the deadliest foreign 
attack on American soil in history. Al Qaeda’s leadership repeatedly has pledged to attack the 
United States again at a time of its choosing, and these terrorist organizations continue to pose a 
grave threat to the United States. In response to the September 1 1th attacks and the continuing 
threat, the President, with broad congressional approval, has acted to protect the Nation from 
another terrorist attack. In the immediate aftermath of September 1 Ith, the President promised 
that “[w]e will direct every resource at our command — every means of diplomacy, every tool of 
intelligence, every tool of law enforcement, every financial influence, and every weapon of 
war — to the destruction of and to the defeat of the global terrorist network.” President Bush 
Address to a Joint Session of Congress (Sept. 20, 2001). The NSA activities are an 
indispensable aspect of this defense of the Nation. By targeting the international 
communications into and out of the United States of persons reasonably believed to be linked to 
al Qaeda, these activities provide the United States with an early warning system to help avert 
the next attack. For the following reasons, the NSA activities are lawful and consistent with civil 
liberties. 

The NSA activities are supported by the President’ s well-recognized inherent 
constitutional authority as Commander in Chief and sole organ for the Nation in foreign affairs 
to conduct warrantless surveillance of enemy forces for intelligence purposes to detect and 
disrupt armed attacks on the United States. The President has the chief responsibility under the 
Constitution to protect America from attack, and the Constitution gives the President the 
authority necessary to fulfill that solemn responsibility. The President has made clear that he 
will exercise all authority available to him, consistent with the Constitution, to protect the people 
of the United States. 
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In the specific context of the current armed conflict with al Qaeda and related terrorist 
organizations, Congress by statute has confirmed and supplemented the President’s recognized 
authority under Article U of the Constitution to conduct such warrantless surveillance to prevent 
further catastrophic attacks on the homeland. In its first legislative response to the terrorist 
attacks of September 1 1th, Congress authorized the President to “use all necessary and 
appropriate force against those nations, organizations, or persons he determines planned, 
authorized, committed, or aided the terrorist attacks” of September 1 1th in order to prevent “any 
future acts of international terrorism against the United States.” Authorization for Use of 
MilitaryForce,Pub. L. No. 1 07-40, § 2(a), llSStat. 224, 224 (Sept. 18, 200 1 ) (reported as a 
note to 50 U.S.C.A. § 1541) (“AUMF”). Flistoiy conclusively demonstrates that warrantless 
communications intelligence targeted at the enemy in time of armed conflict is a traditional and 
fundamental incident of the use of military force authorized by the AUMF. The Supreme 
Court’s interpretation of the AUMF mHamdi v. Rumsfeld, 542 US. 507 (2004), confirms that 
Congress in the AUMF gave its express approval to the military conflict against al Qaeda and its 
allies and thereby to the President’s use of all traditional and accepted incidents of force in this 
current military conflict — including warrantless electronic surveillance to intercept enemy 
communications both at home and abroad. This understanding of the AUMF demonstrates 
Congress’s support for the President’s authority to protect the Nation and, at the same time, 
adheres to Justice O’Connor’s admonition that “a state of war is not a blank cheek for the 
President,” Hamdi, 542 U.S. at 536 (plurality opinion), particularly in view of the narrow scope 
of the NSA activities. 

The AUMF places the President at the zenith of his powers in authorizing the NSA 
activities. Under the tripartite framework set forth by Justice Jackson in Youngslown Sheet & 
Tube Co. V. Sawyer, 343 U.S. 579, 635-38 (1952) (Jackson, J., concurring). Presidential authority 
is analyzed to determine whether the President is acting in accordance with congressional 
authorization (category 1), whether he acts in the absence of a grant or denial of authority by 
Congress (category II), or whether he uses his own authority under the Constitution to take 
actions incompatible with congressional measures (category III). Because of the broad 
authorization provided in the AUMF, the President’s action here falls within category I of Justice 
Jackson’s framework. Accordingly, the President’s power in authorizing the NSA activities is at 
its height because he acted “pursuant to an express or implied authorization of Congress,” and 
his power “includes all that he possesses in his own right plus all that Congress can delegate.” 

Id. at 635. 

The NSA activities are consistent with the preexisting statutory framework generally 
applicable to the interception of communications in the United States — the Foreign Intelligence 
Surveillance Act (“FISA”), as amended, 50 U.S.C. §§ 1801-1862 (2000 & Supp. n 2002), and 
relevant related provisions in chapter 1 19 of title 18.' Although FISA generally requires judicial 
approval of electronic surveillance, FISA also contemplates that Congress may authorize such 
surveillance by a statute other than FISA. See 50 U.S.C. § 1809(a) (prohibiting any person from 
intentionally “engagjing] ... in electronic surveillance under color of law except as authorized 


' Cliaplcr 1 19 of lillc 18, vvliich was ciiaclcd by Title 111 of the Omnibus Crime Control and Safe Streets 
Act of 1968, as amended, 18 U.S.C. §§ 2510-2521 (2000 & West Supp. 2005), is often referred to as “Title 111.” 
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by statute”). The AUMF, as construed by the Supreme Court in Hamdi and as eonfinned by the 
history and tradition of armed conflict, is just such a statute. Accordingly, electronic 
surveillance conducted by the President pursuant to the AUMF, including the NSA activities, is 
fully consistent with FISA and falls within category I of Justice Jackson’s framework. 

Even if there were ambiguity about whether FISA, read together with the AUMF, permits 
the President to authorize the NSA activities, the canon of constitutional avoidance requires 
reading these statutes in hamiony to overcome any restrictions in FISA and Title HI, at least as 
they might otherwise apply to the congressionally authorized armed conflict with al Qaeda. 
Indeed, were FISA and Title 111 interpreted to impede the President’s ability to use the traditional 
tool of electronic surveillance to detect and prevent future attacks by a declared enemy that has 
already struck at the homeland and is engaged in ongoing operations against the United States, 
the constitutionality of FISA, as applied to that situation, would be called into very serious doubt. 
In fact, if this difficult constitutional question had to be addressed, FISA would be 
unconstitutional as applied to this narrow context. Importantly, the FISA Court of Review itself 
recognized just three years ago that the President retains constitutional authority to conduct 
foreign surveillance apart from the FISA framework, and the President is certainly entitled, at a 
minimum, to rely on that judicial interpretation of the Constitution and FISA. 

Finally, the NSA activities fully comply with the requirements of the Fourth Amendment. 
The interception of communications described by the President falls within a well-established 
exception to the warrant requirement and satisfies the Fourth Amendment’ s tiindamental 
requirement of reasonableness. The NSA activities are thus constitutionally permissible and 
fully protective of civil liberties. 


Background 

A. The Attacks of September 11, 2001 

On September 1 1, 2001, the al Qaeda terrorist network launched a set of coordinated 
attacks along the East Coast of the United States. Four commercial jetliners, each carefully 
selected to be fully loaded with fuel for a transcontinental flight, were hijacked by al Qaeda 
operatives. Two of the jetliners were targeted at the Nation’s financial center in New York and 
were deliberately flown into the Twin Towers of the World Trade Center. The third was targeted 
at the headquarters of the Nation’s Armed Forces, the Pentagon. The fourth was apparently 
headed toward Washington, D.C., when passengers struggled with the hijackers and the plane 
crashed in Shanksville, Pennsylvania. The intended target of this fourth jetliner was evidently 
the White House or the Capitol, strongly suggesting that its intended mission was to strike a 
decapitation blow on the Government of the United States — to kill the President, the Vice 
President, or Members of Congress. The attacks of September 1 1th resulted in approximately 
3,000 deaths — the highest single-day death toll from hostile foreign attacks in the Nation’s 
history. These attacks shut down air travel in the United States, disrupted the Nation’s financial 
markets and government operations, and caused billions of dollars in damage to the economy. 
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On September 14, 2001, the President declared a national emergency “by reason of the 
terrorist attacks at the World Trade Center, New York, New York, and the Pentagon, and the 
continuing and immediate threat of further attacks on the United States.” Proclamation No. 

7463, 66 Fed. Reg. 48,199 (Sept. 14, 2001). The same day, Congress passed a joint resolution 
authorizing the President “to use all necessaiy and appropriate force against those nations, 
organizations, or persons he determines planned, authorized, committed, or aided the terrorist 
attacks” of September 1 1th, which the President signed on September 18th. AUMF § 2(a). 
Congress also expressly acknowledged that the attacks rendered it “necessary and appropriate” 
for the United States to exercise its right “to protect United States citizens both at home and 
abroad,” and in particular recognized that “the President has authority under the Constitution to 
take action to deter and prevent acts of international terrorism against the United States.” Id. 
pmbl. Congress emphasized that the attacks “continue to pose an unusual and extraordinary 
threat to the national security and foreign policy of the United States.” Id. The United States 
also launched a large-scale military response, both at home and abroad. In the United States, 
combat air patrols were immediately established over major metropolitan areas and were 
maintained 24 hours a day until April 2002. The United States also immediately began plans for 
a military response directed at al Qaeda’s base of operations in Afghanistan. Acting under his 
constitutional authority as Commander in Chief, and with the support of Congress, the President 
dispatched forces to Afghanistan and, with the assistance of the Northern Alliance, toppled the 
Taliban regime. 

As the President made explicit in his Military Order of November 13, 2001, authorizing 
the use of military commissions to try terrorists, the attacks of September 1 1th “created a state of 
armed conflict.” Military Order § 1(a), 66 Fed. Reg. 57,833 (Nov. 13, 2001). Indeed, shortly 
after the attacks, NATO — for the first time in its 46-year history — invoked article 5 of the North 
Atlantic Treaty, which provides that an “armed attack against one or more of [the parties] shall 
be considered an attack against them all.” North Atlantic Treaty, Apr. 4, 1949, art. 5, 63 Stat. 
2241, 2244, 34 U.N.T.S. 243, 246; .see also Statement by NATO Secretary General Lord 
Robertson (Oct. 2, 2001), available at http://www.nato.int/docu/speech/2001/s01 1002a.htm 
(“[T]t has now been determined that the attack against the United States on 1 1 September was 
directed from abroad and shall therefore be regarded as an action covered by Article 5 of the 
Washington Treaty . . . .”). The President also determined in his Military Order that al Qaeda 
and related terrorists organizations “possess both the capability and the intention to undertake 
further terrorist attacks against the United States that, if not detected and prevented, will cause 
mass deaths, mass injuries, and massive destruction of property, and may place at risk the 
continuity of the operations of the United States Government,” and concluded that “an 
extraordinary emergency exists for national defense purposes.” Military Order, § 1(c), (g), 66 
Fed. Reg. at 57,833-34. 

B. The NSA Activities 

Against this unfolding background of events in the fall of 2001 , there was substantial 
concern that al Qaeda and its allies were preparing to carry out another attack within the United 
States. Al Qaeda had demonstrated its ability to introduce agents into the United States 
undetected and to perpetrate devastating attacks, and it was suspected that additional agents were 


4 



103 


likely already in position within the Nation’s borders. As the President has explained, unlike a 
conventional enemy, al Qaeda has infiltrated “our cities and communities and communicated 
from here in America to plot and plan with bin Laden’s lieutenants in Afghanistan, Paldstan and 
elsewhere.” Press Conference of President Bush (Dec. 1 9, 2005), available at http://www.white- 
house.gOv/news/releases/2005/12/200512l9-2.html (“President’s Press Conference”). Tothis 
day, finding al Qaeda sleeper agents in the United States remains one of the paramount concerns 
in the War on Terror. As the President has explained, “[t]he terrorists want to strike America 
again, and they hope to inflict even more damage than they did on September the 1 Ith.” Id. 

The President has acknowledged that, to counter this threat, he has authorized the NSA to 
intercept international communications into and out of the United States of persons linked to al 
Qaeda or related terrorist organizations. The same day, the Attorney General elaborated and 
explained that in order to intercept a communication, there must be “a reasonable basis to 
conclude that one party to the communication is a member of al Qaeda, affiliated with al Qaeda, 
or a member of an organization affiliated with al Qaeda.” Press Briefing by Attorney General 
Alberto Gonzales and General Michael Hayden, Principal Deputy Director for National 
Intelligence, available at http ://w"ww.whitehouse. gov/news/releases/2005/ 12/20051219-1 .html 
(Dec. 19, 2005) (statement of Attorney General Gonzales). The purpose of these intercepts is to 
establish an early warning system to detect and prevent another catastrophic terrorist attack on 
the United States. The President has stated that the NSA activities “ha[ve] been eft'ective in 
disrupting the enemy, while safeguarding our civil liberties.” President’ s Press Conference. 

The President has explained that the NSA activities are “critical” to the national security 
of the United States. Id. Confronting al Qaeda “is not simply a matter of [domestic] law 
enforcemenf ’ — we must defend the country against an enemy that declared war against the 
United States. Id. To “effectively detect enemies hiding in our midst and prevent them from 
striking us again ... we must be able to act fast and to detect conversations [made by individuals 
linked to al Qaeda] so we can prevent new attacks.” Id. The President pointed out that “a two- 
minute phone conversation between somebody linked to al Qaeda here and an operative overseas 
could lead directly to the loss of thousands of lives.” Id, The NSA activities are intended to help 
“connect the dots” between potential terrorists. Id. In addition, the Nation is facing “a different 
era, a different war , . , people are changing phone numbers . . . and they’re moving quick[lyj.” 

Id. As the President explained, the NSA activities “enable[] us to move faster and quicker. And 
that’s important. We’ve got to be fast on our feet, quick to detect and prevent.” Id. “This is an 
enemy that is quick and it’s lethal. And sometimes we have to move very, very quickly.” Id. 
FISA, by contrast, is better suited “for long-term monitoring.” Id. 

As the President has explained, the NSA activities are “carefully reviewed approximately 
every 45 days to ensure that [they are] being used properly.” Id. These activities are reviewed 
for legality by the Department of Justice and are monitored by the General Counsel and 
Inspector General of the NSA to ensure that civil liberties are being protected. Id. Leaders in 
Congress from both parties have been briefed more than a dozen times on the NSA activities. 
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C. The Continuing Threat Posed BY Al Qaeda 

Before the September Tlth attacks, al Qaeda had promised to attack the United States. In 
1998, Osama bin Laden declared a “religious” war against the United States and urged that it 
was the moral obligation of all Muslims to kill U.S. civilians and military personnel. See 
Statement of Osama bin Laden, Ayman al-Zawahiri, et al., Falwah Urging Jihad Against 
Americans, published in Al-Quds al-’Arabi (Feb. 23, 1998) (“To kill the Americans and their 
allies — civilians and military — is an individual duty for every Muslim who can do it in any 
country in which it is possible to do it, in order to liberate the al-Aqsa Mosque and the holy 
mosque from their grip, and in order for their armies to move out of all the lands of Islam, 
defeated and unable to threaten any Muslim.”). .M Qaeda carried out those threats with a 
vengeance; they attacked the U.S.S. Cole in Yemen, the United States Embassy in Nairobi, and 
finally the United States itself in the September 1 1th attacks. 

It is clear that al Qaeda is not content with the damage it wrought on September 1 1th. As 
recently as December 7, 2005, Ayman al-Zawahlri professed that al Qaeda “is spreading, 
growing, and becoming stronger,” and that al Qaeda is “waging a great historic battle in Iraq, 
Afghanistan, Palestine, and even in the Crusaders’ own homes.” Ayman al-Zawahiri, videotape 
released on Al-Jazeera television network (Dec. 7, 2005). Indeed, since September 1 1th, al 
Qaeda leaders have repeatedly promised to deliver another, even more devastating attack on 
America. See, e.g., Osama bin Laden, videotape released on Al-Jazeera television network (Oct. 
24, 2004) (warning United States citizens of further attacks and asserting that “your security is in 
your own hands”); Osama bin Laden, videotape released on Al-Jazeera television network (Oct. 
18, 2003) (“We, God willing, will continue to fight you and will continue martyrdom operations 
inside and outside the United States . . . .”); Ayman Al-Zawahiri, videotape released on the Al- 
Jazeera television network (Oct. 9, 2002) (“I promise you [addressing the ‘citizens of the United 
States’] that the Islamic youth are preparing for you what will fill your hearts with horror”). 
Given that al Qaeda’ s leaders have repeatedly made good on their threats and that al Qaeda has 
demonstrated its ability to insert foreign agents into the United States to execute attacks, it is 
clear that the threat continues. Indeed, since September 11th, al Qaeda has staged several large- 
scale attacks around the world, including in Indonesia, Madrid, and London, killing hundreds of 
innocent people. 


Analysis 

1. The President Has Inherent Constitutional Authority To Order 
Warrantless Foreign Intelligence Surveillance 

As Congress expressly recognized in the AUMF, “the President has authority under the 
Constitution to take action to deter and prevent acts of international terrorism against the United 
States,” AUMF pmbh, especially in the context of the current conflict. Article n of the 
Constitution vests in the President all executive power of the United States, including the power 
to act as Commander in Chief of the Armed Forces, see U.S. Const, art. H, § 2, and authority 
over the conduct of the Nation’s foreign affairs. As the Supreme Court has explained, “[t]he 
President is the sole organ of the nation in its external relations, and its sole representative with 
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foreign nations.” IJniled Stales v. Curliss-Wrighl Export Corp., 299 U.S. 304, 319 (1936) 
(internal quotation marks and citations omitted). In this way, the Constitution grants the 
President inherent power to protect the Nation from foreign attack, see, e.g.. The Prize Cases, 67 
U.S. (2 Black) 635, 668 (1863), and to protect national security information, see, e.g., 
Department of the Na\y v. Egan, 484 U.S. 51 8, 527 (1988). 

To carry out these responsibilities, the President must have authority to gather 
infomiation necessary for the execution of his office. The Founders, after all, intended the 
federal Government to be clothed with all authority necessary to protect the Nation. See, e.g. 

The Federalist No. 23, at 147 (Alexander Hamilton) (Jacob E. Cooke ed. 1961) (explaining that 
the federal Government will be “cloathed with all the powers requisite to the complete execution 
of its trust”); id. No. 41, at 269 (James Madison) (“Security against foreign danger is one of the 
primitive objects of civil society .... The powers requisite for attaining it must be effectually 
confided to the federal councils.”). Because of the structural advantages of the Executive 
Branch, the Founders also intended that the President would have the primary responsibility and 
necessary authority as Commander in Chief and Chief Executive to protect the Nation and to 
conduct the Nation’s foreign affairs. See, e.g.. The FederalistSio. 70, at 471-72 (Alexander 
Hamilton); see also .Johnson v. Eisentrager, 339 U.S. 763, 788 (1950) (“this [constitutional] 
grant of war power includes all that is necessary and proper for carrying these powers into 
execution”) (citation omitted). Thus, it has been long recognized that the President has the 
authority to use secretive means to collect intelligence necessary for the conduct of foreign 
affairs and military campaigns. See, e.g., Chicago & S. Air Lines r. Waterman S.S. Corp., 333 
U.S. 103, 1 1 1 (1948) (“The President, both as Commander-in-Chief and as the Nation’s organ 
for foreign affairs, has available intelligence services whose reports are not and ought not to be 
published to the world.”); Curtis.s-Wrighl, 299 U.S. at 320 (“He has his confidential sources of 
infomiation. He has his agents in the form of diplomatic, consular and other officials.”); Totten 
V’. United States, 92 U.S. 105, 106 (1876) (President “was undoubtedly authorized during the 
war, as commander-in-chief ... to employ secret agents to enter the rebel lines and obtain 
infomiation respecting the strength, resources, and movements of the enemy”). 

In reliance on these principles, a consistent understanding has developed that the 
President has inherent constitutional authority to conduct warrantless searches and surveillance 
within the United States for foreign intelligence purposes. Wiretaps for such purposes thus have 
been authorized by Presidents at least since the administration of Franklin Roosevelt in 1940. 

See, e.g.. United States v. United States District ('oiirt, 444 F. 2d 651, 669-71 (6th Cir. 1971) 
(reproducing as an appendix memoranda from Presidents Roosevelt, Traman, and Johnson). In a 
Memorandum to Attorney General Jackson, President Roosevelt wrote on May 21, 1940: 

You are, therefore, authorized and directed in such cases as you may approve, 
after investigation of the need in each case, to authorize the necessary 
investigation agents that they are at liberty to secure information by listening 
devices directed to the conversation or other communications of persons 
suspected of subversive activities against the Government of the United States, 
including suspected spies. You are requested furthermore to limit these 
investigations so conducted to a minimum and limit them insofar as 
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possible to aliens. 

Id. at 670 (appendix A). President Truman approved a memorandum drafted by Attorney 
General Tom Clark in which the Attorney General advised that “it is as necessary as it was in 
1940 to take the investigative measures” authorized by President Roosevelt to conduct electronic 
surveillance “in cases vitally affecting the domestic security.” Id. Indeed, while FISA was being 
debated during the Carter Administration, Attorney General Giriffm Bell testified that “the 
current bill recognizes no inherent power of the President to conduct electronic surveillance, and 
1 want to interpolate here to say that this does no! lake away the power [of] the Presideril under 
the Constitution^' Foreign Intelligence Electronic Surveillance Act of 1978: Hearings on H.R. 
5764, H.R. 9745, HR. 7308, and HR. 5632 Before the Subcomm. on Legislation of the House 
Comm, on Intelligence, 95th Cong., 2d Sess. 1 5 (1 978) (emphasis added); see also Katz v. 

United States, 389 U.S. 347, 363 (1967) (White, J., concurring) (“Wiretapping to protect the 
security of the Nation has been authorized by successive Presidents.”); cf. Amending the Foreign 
Intelligence Surveillance Act: Hearings Before the House Permanent Select Comm, on 
Intelligence, 103 d Cong. 2d Sess. 61 (1994) (statement of Deputy Attorney General Jamie S. 
Gorelick) (“[T]he Department of Justice believes, and the case law supports, that the President 
has inherent authority to conduct warrantless physical searches for foreign intelligence 
purposes . . . .”). 

The courts uniformly have approved this longstanding Executive Branch practice. 

Indeed, every federal appellate court to rule on the question has concluded that, even in 
peacetime, the President has inherent constitutional authority, consistent with the Fourth 
Amendment, to conduct searches for foreign intelligence purposes without securing a judicial 
warrant. See hire Sealed Case, 310 F.3d 717, 742 (Foreign Intel. Surv. Ct. of Rev. 2002) (“[A]ll 
the other courts to have decided the issue [have] held that the President did have inherent 
authority to conduct warrantless searches to obtain foreign intelligence information .... We take 
for granted that the President does have that author Hy and, assuming that is so, PISA could not 
encroach on the President's constitutional power.") (emphasis added); accord, e.g.. United 
States y. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980); United States y. Butenko, 494 F.2d 
593 (3d Cir. 1974) (en banc); United States y. Brown, 484 F.2d 418 (5th Cir. 1973). Butcf. 
Zweihon y. Mitchell, 516 F.2d 594 (D.C. Cir. 1975) (en banc) (dictum in plurality opinion 
suggesting that a warrant would be required even in a foreign intelligence investigation). 

In United States y. United States Di.stiict Court, 407 U.S. 297 (1972) (the "Keith" case), 
the Supreme Court concluded that the Fourth Amendment’s warrant requirement applies to 
investigations of wholly domestic threats to security — such as domestic political violence and 
other crimes. But the Court in the Keith case made clear that it was not addressing the 
President’s authority to conduct foreign intelligence surveillance without a warrant and that it 
was expressly reserving that question: “[T]he instant case requires no judgment on the scope of 
the President’s surveillance power with respect to the activities of foreign powers, within or 
without this country.” Id. at 308; see also id. at 321 -22 & n.20 (“We have not addressed, and 
express no opinion as to, the issues which may be involved with respect to activities of foreign 
powers or their agents ”). That Keith does not apply in the context of protecting against a foreign 
attack has been confirmed by the lower courts. After Keith, each of the three courts of appeals 
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that have squarely considered the question have concluded — expressly taking the Supreme 
Court’s decision into account — that the President has inherent authority to conduct warrantless 
surveillance in the foreign intelligence context. See, e.g., Truong Dinh Hung, 629 F.2d at 913- 
14; Bulenko, 494 F.2d at 603; Brown, 484 F.2d 425-26. 

From a constitutional standpoint, foreign intelligence surveillance such as the NSA 
activities differs fundamentally from the domestic security surveillance at issue in Keilh. As the 
Fourth Circuit observed, the President has uniquely strong constitutional powers in matters 
pertaining to foreign affairs and national security. “Perhaps most crucially, the executive branch 
not only has superior expertise in the area of foreign intelligence, it is also constitutionally 
designated as the pre-eminent authority in foreign affairs.” Truong, 629 F.2d at 914; see id. at 
913 (noting that “the needs of the executive are so compelling in the area of foreign intelligence, 
unlike the area of domestic security, that a uniform warrant requirement would . . . unduly 
frustrate the President in carrying out his foreign affairs responsibilities”); cf. Haig v. Agee, 453 
U.S. 280, 292 (1981) (“Matters intimately related to foreign policy and national security are 
rarely proper subjects for judicial intervention.”).^ 

The present circumstances that support recognition of the President’s inherent 
constitutional authority to conduct the NSA activities are considerably stronger than were the 
circumstances at issue in the earlier courts of appeals cases that recognized this power. All of the 
cases described above addressed inherent executive authority under the foreign affairs power to 
conduct surveillance in a peacetime context. The courts in these cases therefore had no occasion 
even to consider the fundamental authority of the President, as Commander in Chief, to gather 
intelligence in the context of an ongoing armed conflict in which the United States already had 
suffered massive civilian casualties and in which the intelligence gathering efforts at issue were 
specifically designed to thwart further armed attacks. Indeed, intelligence gathering is 
particularly important in the current conflict, in which the enemy attacks largely through 
clandestine activities and which, as Congress recognized, “pose[s] an unusual and extraordinary 
threat,” AUMF pmbl. 

Among the President’s most basic constitutional duties is the duty to protect the Nation 
from armed attack. The Constitution gives him all necessary authority to fulfill that 
responsibility. The courts thus have long acknowledged the President’s inherent authority to 
take action to protect Americans abroad, see, e.g., Durand v. Hollins, 8 F. Cas. Ill, 112 
(C.C.S.D.N.Y. 1860) (No. 4186), and to protect the Nation from attack, see, e.g.. The Prize 
Ccrses, 67U.S.at668. See generally Ex parle Quirin, 317U.S. 1, 28 (1942) (recognizing that 


’ KeUh niiide clear tlxit one of tire significant concerns driving tire Court’s conclusion in the domestic 
security conic.xl was the inevitable connection beivveen perceived (hrcals (o donieslic security and political dissent. 
As tile Court explained; “Fourtli Amendment protections become the more necessary' 'when the targets of official 
surveillance may be those suspected of unorthodoxy' in their political beliefs. The danger to political dissent is acute 
where the Government attempts to act under so vague a concept as the pow'er to protect ’domestic security'.’” Keith, 
407 U.S. at 314; see also id at 320 ("Security surveillances are especially sensitive because of the inliemnl 
vagueness of the domestic security' concept, the necessarily broad and continuing nature of intelligence gathering, 
and tire temptation to utilize such sun'eillances to ov ersee pohtical dissent.”). Suweillance of domestic groups 
raises a First Amendment concern tliat generally is not present when the subjects of the surv eillance arc foreign 
powers ortheir agents. 
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the President has authority under the Constitution “to direct the performance of those functions 
which may constitutionally be performed by the military arm of the nation in time of war,” 
including “important incident[s] to the conduct of war,” such as “the adoption of measures by the 
military command ... to repel and defeat the enemy”). As the Supreme Court emphasized in the 
Prize Cases., if the Nation is invaded, the President is “bound to resist force by force”; “[h]e must 
determine what degree of force the crisis demands” and need not await congressional sanction to 
do so. The Prize Cases, 67 U S. at 670; see also Campbell v. Clinton, 203 F.3d 19, 27 (D.C. Cir. 
2000) (Silberman, J., concurring) (“[T]he Prize Cases . . . stand for the proposition that the 
President has independent authority to repel aggressive acts by third parties even without specific 
congressional authorization, and courts may not review the level of force selected.”); id. at 40 
(Tatel, J., concurring) (“[T]he President, as commander in chief, possesses emergency authority 
to use military force to defend the nation from attack without obtaining prior congressional 
approval.”). Indeed, “in virtue of his rank as head of the forces, [the President] has certain 
powers and duties with which Congress cannot interfere.” Training of British Flying Shidents in 
the United States, 40 Op. Atfy Gen. 58, 61 (1941) (Attorney General Robert H. Jackson) 
(internal quotation marks omitted). In exercising his constitutional powers, the President has 
wide discretion, consistent with the Constitution, over the methods of gathering intelligence 
about the Nation’s enemies in a time of armed conflict. 

II. The AUMF Confirms and Supplements the President’ s Inherent Power to 

Use Warrantless Surveillance Against the Enemy in the Current Armed 

Conflict 

In the Authorization for Use of Military Force enacted in the wake of September 1 1th, 
Congress confirms and supplements the President’ s constitutional authority to protect the Nation, 
including through electronic surveillance, in the context of the current post-September 1 1th 
armed conflict with al Qaeda and its allies. The broad language of the AUMF affords the 
President, at a minimum, discretion to employ the traditional incidents of the use of military 
force. The history of the President’s use of warrantless surveillance during anned conflicts 
demonstrates that the NSA surveillance described by the President is a fundamental incident of 
the use of militaiy force that is necessarily included in the AUMF. 

A. The Text and Purpose of the AUMF Authorize the N SA AcTivrriES 

On September 14, 2001, in its first legislative response to the attacks of September 1 1th, 
Congress gave its express approval to the President’s military campaign against al Qaeda and, in 
the process, confirmed the well-accepted understanding of the President’s Article II powers. See 
AUMF i) 2(a).'’ In the preamble to the AUMF, Congress stated that “the President has authority 
under the Constitution to take action to deter and prevent acts of international terrorism against 
the United States,” AUMF pmbh, and thereby acknowledged the President’s inherent 
constitutional authority to defend the United States. This clause “constitutes an extraordinarily 


^ America’ s militaiy response began before tlie attacks of September 1 1th had been completed. See The 
9/11 Commission Report. 2U (2004). Combat air patrols were established and authorized "to engage inbound aircraft 
if they could verify that the aircraft was hijacked.” Id. at 42. 
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sweeping recognition of independent presidential conslilulkmal power to employ the war power 
to combat terrorism ” Michael Stokes Paulsen, Youngstown Goes to War, 19 Const. Comment. 
215, 252 (2002). This striking recognition of presidential authority cannot be discounted as the 
product of excitement in the immediate aftermath of September 1 1th, for the same terms were 
repeated by Congress more than a year later in the Authorization for Use of Military Force 
Against Iraq Resolution of 2002. Pub. L. No. 107-243, pmbl., llOStat. 1498, 1500(Oct. 16, 
2002) (“[T]he President has authority under the Constitution to take action in order to deter and 
prevent acts of international terrorism against the United States ... .”). In the context of the 
conflict with al Qaeda and related terrorist organizations, therefore. Congress has acknowledged 
a broad executive authority to “deter and prevent” further attacks against the United States. 

The AUMF passed by Congress on September 14, 2001, does not lend itself to a narrow 
reading. Its expansive language authorizes the President “to use all necessary and appropriate 
force against those nations, organizations, or persons he determines planned, authorized, 
committed, or aided the terrorist attacks that occurred on September 1 1 , 2001 .” AUMF § 2(a) 
(emphases added). In the field of foreign affairs, and particularly that of war powers and 
national security, congressional enactments are to be broadly construed where they indicate 
support for authority long asserted and exercised by the Executive Branch. See, e.g., Haig v. 
Agee, 453 U.S. 280, 293-303 (1981); United States ej rel. Knanff'v. Shaughnessy, 338 U.S. 537, 
543-45 (1950); c/i XorvVtg v. United States, 517U.S. 748, 772 (1996) (noting that the usual 
“limitations on delegation [of congressional powers] do not apply” to authorizations linked to the 
Commander in Chief power); Dames & Moore v. Regan, 453 U.S. 654, 678-82 (1981) (even 
where there is no express statutory authorization for executive action, legislation in related field 
may be construed to indicate congressional acquiescence in that action). Although Congress’s 
war powers under Article I, Section 8 of the Constitution empower Congress to legislate 
regarding the raising, regulation, and material support of the Armed Forces and related matters, 
rather than the prosecution of military campaigns, the AUMF indicates Congress’s endorsement 
of the President’s use of his constitutional war powers. This authorization transforms the 
struggle against al Qaeda and related terrorist organizations from what Justice Jackson called “a 
zone of twilight,” in which the President and the Congress may have concurrent powers whose 
“distribution is uncertain,” Youngstown Sheet tS Tube Co. v. Sawyer, 343 U.S. 579, 637 (1952) 
(Jackson, J., concurring), into a situation in which the President’s authority is at is maximum 
because “it includes all that he possesses in his own right plus all that Congress can delegate,” id. 
at 635. With regard to these fundamental tools of warfare — and, as demonstrated below, 
warrantless electronic surveillance against the declared enemy is one such tool — the AUMF 
places the President’s authority at its zenith under Youngstown. 

It is also clear that the AUMF confirms and supports the President’ s use of those 
traditional incidents of military force against the enemy, wherever they may be — on United 
States soil or abroad. The nature of the September 1 1th attacks — launched on United States soil 
by foreign agents secreted in the United States — necessitates such authority, and the text of the 
AUMF confirms it. The operative terms of the AUMF state that the President is authorized to 
use force “in order to prevent any future acts of international terrorism against the United 
States,” id., an objective which, given the recent attacks within the Nation’s borders and the 
continuing use of air defense throughout the country at the time Congress acted, undoubtedly 
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contemplated the possibility of military action within the United States. The preamble, 
moreover, recites that the United States should exercise its rights “to protect United States 
citizens both at home and abroad.” Id. pmbl. (emphasis added). To take action against those 
linked to the September 1 1th attacks involves taking action against individuals within the United 
States. The United States had been attacked on its own soil — not by aircraft launched from 
carriers several hundred miles away, but by enemy agents who had resided in the United States 
for months. A crucial responsibility of the President — charged by the AUMF and the 
Constitution — was and is to identify and attack those enemies, especially if they were in the 
United States, ready to strike against the Nation. 

The text of the AUMF demonstrates in an additional way that Congress authorized the 
President to conduct warrantless electronic surveillance against the enemy. The terms of the 
AUMF not only authorized the President to “use all necessary and appropriate force” against 
those responsible for the September 1 1th attacks; it also authorized the President to 
“determinefl” the persons or groups responsible for those attacks and to take all actions 
necessary to prevent further attacks. AUMF § 2(a) (“the President is authorized to use all 
necessary and appropriate force against those nations, organizations, or persons he determims 
planned, authorized, committed, or aided the terrorist attacks that occurred on September 11th, 
2001, or harbored such organizations or persons”) (emphasis added). Of vital importance to the 
use of force against the enemy is locating the enemy and identifying its plans of attack. And of 
vital importance to identifying the enemy and detecting possible future plots was the authority to 
intercept communications to or from the United States of persons with links to al Qaeda or 
related terrorist organizations. Given that the agents who carried out the initial attacks resided in 
the United States and had successfully blended into American society and disguised their 
identities and intentions until they were ready to strike, the necessity of using the most effective 
intelligence gathering tools against such an enemy, including electronic surveillance, was patent. 
Indeed, Congress recognized that the enemy in this conflict poses an “unusual and extraordinary 
threat.” AUMF pmbl. 

The Supreme Court’s interpretation of the scope of the AUMF in Hamdi r. Rum.ifeJd, 542 
U. S. 507 (2004), strongly supports this reading of the AUMF. In Hamdi, five members of the 
Court found that the AUMF authorized the detention of an American within the United States, 
notwithstanding a statute that prohibits the detention of US. citizens “except pursuant to an Act 
of Congress,” 18 U.S.C. § 4001(a). See Hatiidi, 542 U S. at 519 (plurality opinion); id. at 587 
(Thomas, J., dissenting). Drawing on historical materials and “longstanding law-of-war 
principles,” id. at 518-21, a plurality of the Court concluded that detention of combatants who 
fought against the United States as part of an organization “known to have supported” al Qaeda 
“is so fundamental and accepted an incident to war as to be an exercise of the ‘necessary and 
appropriate force’ Congress has authorized the President to use.” Id. at 5 18; see also id. at 587 
(Thomas, J., dissenting) (agreeing with the plurality that the joint resolution authorized the 
President to “detain those arrayed against ow tioops’); accord Quirin, 317U.S. at 26-29, 38 
(recognizing the President’s authority to capture and try agents of the enemy in the United States 
even if they had never “entered the theatre or zone of active military operations”). Thus, even 
though the AUMF does not say anything expressly about detention, the Court nevertheless found 
that it satisfied section 4001(a)’s requirement that detention be congress! onally authorized. 
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The conclusion of five Justices in Hamdi that the AUMF incorporates fundamental 
“incidents” of the use of military force makes clear that the absence of any specific reference to 
signals intelligence activities in the resolution is immaterial. See Hamdi, 542 U.S. at 519 (“[l]t is 
of no moment that the AUMF does not use specific language of detention.”) (plurality opinion). 
Indeed, given the circumstances in which the AUMF was adopted, it is hardly surprising that 
Congress chose to speak about the President’s authority in general terms. The purpose of the 
AUMF was for Congress to sanction and support the military response to the devastating terrorist 
attacks that had occurred just three days earlier. Congress evidently thought it neither necessary 
nor appropriate to attempt to catalog every specific aspect of the use of the forces it was 
authorizing and every potential preexisting statutory limitation on the Executive Branch. Rather 
than engage in that difficult and impractical exercise. Congress authorized the President, in 
general but intentionally broad terms, to use the traditional and fundamental incidents of war and 
to determine how best to identify and engage the enemy in the current armed conflict. 
Congress’sjudgmentto proceed in this manner was unassailable, for, as the Supreme Court has 
recognized, even in normal times involving no major national security crisis, “Congress cannot 
anticipate and legislate with regard to every possible action the President may find it necessary to 
take.” Dames & Moore, 453 U.S. at 678. Indeed, Congress often has enacted authorizations to 
use military force using general authorizing language that does not purport to catalogue in detail 
the speeifie powers the President may employ. The need for Congress to speak broadly in 
recognizing and augmenting the President’s core constitutional powers over foreign affairs and 
military campaigns is of course significantly heightened in times of national emergency. See 
Zejnel V. Rusk, 3S] U.S. 1, 17 (1 965) (“[Bjecause of the changeable and explosive nature of 
contemporary international relations . . . Congress — in giving the Executive authority over 
matters of foreign affairs — must of necessity paint with a brush broader than that it customarily 
wields in domestic areas.”). 

Hamdi thus establishes the proposition that the AUMF “clearly and unmistakably” 
authorizes the President to take actions against al Qaeda and related organizations that amount to 
“fundamental incident[s] of waging war.” Hamdi, 542 U.S. at 519 (plurality opinion); .sec also 
id. at 587 (Thomas, J., dissenting). In other words, “[t]he clear inference is that the A UMF 
authorizes what the laws of war permit." Curtis A. Bradley & Jack L. Goldsmith, Congre.ssional 
Authorization and the War on Terrorism, 118 Harv. L. Rev. 2048, 2092 (2005) (emphasis 
added). Congress is presumed to be aware of the Supreme Court’s precedents. Indeed, Congress 
recently enacted legislation in response to the Court’s decision laRasul v. Bush, 542 U.S. 466 
(2004) — which was issued the same day as the Hamdi decision — removing habeas corpus 
jurisdiction over claims filed on behalf of confined enemy combatants held at Guantanamo Bay. 
Congress, however, has not expressed any disapproval of the Supreme Court’s commonsense 
and plain-meaning interpretation of the AUMF in Hamdi.^ 


’’ This understanding of the AUMF is consistent with Justice O’Comiof s admonition that “a state of war is 
not a blanls check for tire President,” Hamdi, 542 U.S. at 536 (pliualiW opinion). In addition to constituting a 
fundamental and accepted incident of the use of militaiy' force, the NSA activities arc consistent with the law of 
anned conflict principle that tire use of force be necessaiy' and proportional. See Dieter Fleck, The Handbook of 
Humanitarian Law in Armed Conflicts 115 (1995). The NSA activities are proportional because tliey are minimally 
im asive and narrow^ in scope, targeting only the international communications of persons reasonably believed to be 
linked to al Qaeda, and are designed to protect the Nation from a devastating attack. 
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B. Warrantless Electronic Surveillance Aimed at Intercepting Enemy 
Communications Has Long Been Recognized as a Fundamental 
Incident of the Use of Military Force 

The history of warfare — including the consistent practice of Presidents since the earliest 
days of the Republic — demonstrates that warrantless intelligence surveillance against the enemy 
is a fundamental incident of the use of militaiy force, and this history confirms the statutory 
authority provided by the AUMF. Electronic surveillance is a fundamental tool of war that must 
be included in any natural reading of the AUMF’s authorization to use “all necessary and 
appropriate force.” 

As one author has explained: 

It is essential in warfare for a belligerent to be as fully informed as possible about 
the enemy — his strength, his weaknesses, measures taken by him and measures 
contemplated by him. This applies not only to military matters, but . . . anything 
which bears on and is material to his ability to wage the war in which he is 
engaged. The laws of war recognize and sanction this aspect of warfare. 

Morris Greenspan, The Modern Law of Land Warfare 325 (1959) (emphases added); see also 
Memorandum for Members of the House Permanent Select Comm, on Intel., from Jeffrey H. 
fsmiVa, Re: Legal Authorities Regarding Warrantless Siirveillance qfU.S. Persons 6 (Jan. 3, 
2006) (“Certainly, the collection of intelligence is understood to be necessary to the execution of 
the war.”). Similarly, article 24 of the Hague Regulations of 1907 expressly states that “the 
employment of measures necessary for obtaining information about the enemy and the country 
[is] considered permissible.” See also L. Oppenheim, International Law vol. 11 § 1 59 (7th ed. 
1952) (“War cannot be waged without all kinds of information, about the forces and the 
intentions of the enemy .... To obtain the necessary information, it has always been considered 
lawful to employ spies . . . .”); Joseph R. Baker & Henry G. Crocker, The Laws of Land Warfare 
197 (1919) (“Every belligerent has aright ... to discover the signals of the enemy and ... to 
seek to procure information regarding the enemy through the aid of secret agents.”); cf J.M. 
Spaight, War Rights on Land 205 (1911) (“[EJvery nation employs spies; were a nation so 
quixotic as to refrain from doing so, it might as well sheathe its sword for ever. . . . Spies ... are 
indispensably necessary to a general; and, other things being equal, that commander will be 
victorious who has the best secret service ”) (internal quotation marks omitted). 

In accordance with these well-established principles, the Supreme Court has consistently 
recognized the President’s authority to conduct intelligence activities. See, e.g., Totten v. United 
States, 92 U S. 105, 106 (1876) (recognizing President’s authority to hire spies); Tenet v. Doe, 
544 U.S. 1 (2005) (reaffirming Totten and counseling against judicial interference with such 
matters); see also Chicago & S. Air Lines v. Waterman S.S. Corp., 333 U.S. 103, 111 (1948) 
(“The President, both as Commander-in-Chief and as the Nation’s organ for foreign affairs, has 
available intelligence services whose reports neither are not and ought not to be published to the 
world.”); United States v. Ciirtiss-Wright Export Corp., 299 U.S. 304, 320 (1936) (The President 
“has his confidential sources of information. He has his agents in the form of diplomatic. 
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consular, and other officials.”). Chief Justice John Marshall even described the gathering of 
intelligence as a military duty. See Tatum v. Laird, 444 F.2d 947, 952-53 (D C. Cir. 1971) (“As 
Chief Justice John Marshall said of Washington, ‘A general must be governed by his intelligence 
and must regulate his measures by his information. It is his duty to obtain correct 
infomiation .... ”’) (quoting Foreword, U.S. Army Basic Field Manual, Vol. X, circa 1938), 
rev’d on other grounds, 408 U.S. 1 (1972). 

The United States, furthermore, has a long history of wartime surveillance — a histoiy that 
can be traced to George Washington, who “was a master of military espionage” and “made 
frequent and effective use of secret intelligence in the second half of the eighteenth century.” 
Rhodri Jeffreys-Jones, Cloak and Dollar: A History of American Secret Intelligence 1 1 (2002); 
see generally id. at 1 1 -23 (recounting Washington’s use of intelligence); see also Haig v. Agee, 
471 U.S. 159, 172 n. 16 (1981) (quoting General Washington’s letter to an agent embarking upon 
an intelligence mission in 1777: “The necessity of procuring good intelligence, is apparent and 
need not be further urged”). As President in 1790, Washington obtained from Congress a 
“secret fund” to deal with foreign dangers and to be spent at his discretion. Jeffreys-Jones, 
supra, at 22. The fund, which remained in use until the creation of the Central Intelligence 
Agency in the mid-twentieth century and gained “longstanding acceptance within our 
constitutional structure,” Halperin v. CIA, 629 F 2d 144, 158-59 (D.C. Cir. 1980), was used “for 
all purposes to which a secret service fund should or could be applied for the public benefit,” 
including “for persons sent publicly and secretly to search for important information, political or 
commercial,” id, at 159 (quoting Statement of Senator John Forsyth, Cong. Debates 295 (Feb. 

25, 1831)). See also Totten, 92 U.S. at 107 (refusing to examine payments from this fund lest the 
publicity make a “secret service” “impossible”). 

The interception of communications, in particular, has long been accepted as a 
fundamental method for conducting wartime surveillance. See, e.g., Greenspan, supra, at 326 
(accepted and customary means for gathering intelligence “include air reconnaissance and 
photography; ground reconnaissance; observation of enemy positions; interception of enemy 
messages, wireless and other ', examination of captured documents; . . . and interrogation of 
prisoners and civilian inhabitants”) (emphasis added). Indeed, since its independence, the United 
States has intercepted communications for wartime intelligence purposes and, if necessary, has 
done so within its own borders. During the Revolutionary War, for example, George 
Washington received and used to his advantage reports from American intelligence agents on 
British military strength, British strategic intentions, and British estimates of American strength. 
See Jeffreys-Jones, supra, at 13. One source of Washington’s intelligence was intercepted 
British mail. See Central Intelligence Agency, Intelligence in the War of Independence 31, 32 
(1997). In fact, Washington himself proposed that one of his Generals “contrive a means of 
opening [British letters] without breaking the seals, take copies of the contents, and then let them 
go on.” Id. at 32 (“From that point on, Washington was privy to British intelligence pouches 
between New York and Canada.”); see generally Final Report of the Select Committee to Study 
Governmental Operations with respect to Intelligence Activities (the “Church Committee”), 

S. Rep. No. 94-755, at Book 'VI, 9-17 (Apr. 23, 1976) (describing Washington’s intelligence 
activities). 
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More specifically, warrantless electronic surveillance of wartime communications has 
been conducted in the United States since electronic communications have existed, i.e., since at 
least the Civil War, when “[tjelegraph wiretapping was common, and an important intelligence 
source for both sides.” G.J.A. O’Toole, The Encyclopedia of American Intelligence and 
Espionage 498 (1988). Confederate General J.E.B. Stuart even “had his own personal 
wiretapper travel along with him in the field” to intercept military telegraphic communications. 
Samuel Dash, et al., The Ecreesdroppers 23 (1971); see also O’Toole, supra, at 121, 385-88, 496- 
98 (discussing Civil War surveillance methods such as wiretaps, reconnaissance balloons, 
semaphore interception, and cryptanalysis). Similarly, there was extensive use of electronic 
surveillance during the Spanish-American War. See Bruce W. Bidwell, History of the Military 
Intelligence Division, Department of the Army General Staff: 1775-1941, at 62 (1986). When an 
American expeditionary force crossed into northern Mexico to confront the forces of Pancho 
Villa in 1916, the Army “frequently intercepted messages of the regime in Mexico City or the 
forces contesting its rule.” David Alvarez, Secret Messages 6-7 (2000). Shortly after Congress 
declared war on Germany in World War I, President Wilson (citing only his constitutional 
powers and the joint resolution declaring war) ordered the censorship of messages sent outside 
the United States via submarine cables, telegraph, and telephone lines. See Exec. Order No. 

2604 (Apr. 28, 1917). During that war, wireless telegraphy “enabled each belligerent to tap the 
messages of the enemy .” Bidwell, supra, at 165 (quoting statement of Col. W. Nicolai, former 
head of the Secret Service of the High Command of the German Army, in W. Nicolai, The 
German Secret Service 21 (1924)). 

As noted in Part I, on May 21, 1940, President Roosevelt authorized warrantless 
electronic surveillance of persons suspected of subversive activities, including spying, against 
the United States. In addition, on December 8, 1941, the day after the attack on Pearl Harbor, 
President Roosevelt gave the Director of the FBI “temporary powers to direct all news 
censorship and to control all other telecommunications traffic in and out of the United States.” 
Jack A. Gottschalk, “Consistent with Security ” . ... 4 History of American Militaty Press 
Censorship, 5 Comm. & L. 35, 39 (1983) (emphasis added). See Memorandum for the 
Secretaries of War, Navy, State, and Treasury, the Postmaster General, and the Federal 
Communications Commission from Franklin D. Roosevelt (Dec. 8, 1941). President Roosevelt 
soon supplanted that temporary regime by establishing an office for conducting such electronic 
surveillance in accordance with the War Powers Act of 1 941 . See Pub. L. No. 77-354, § 303, 55 
Stat. 838, 840-41 (Dec. 18, 1941); Gottschalk, 5 Comm. & L. at 40. The President’s order gave 
the Government of the United States access to “communications by mail, cable, radio, or other 
means of transmission passing between the United States and any foreign country .” Id. See also 
Exec. Order No. 8985, § 1, 6 Fed. Reg. 6625, 6625 (Dec. 19, 1941). In addition, the United 
States systematically listened surreptitiously to electronic communications as part of the war 
effort. See Dash, Eavesdroppers at 30. During World War II, signals intelligence assisted in, 
among other things, the destruction of the German U-boat fleet by the Allied naval forces, see id. 
at 27, and the war against Japan, see O’Toole, supra, at 32, 323-24. In general, signals 
intelligence “helped to shorten the war by perhaps two years, reduce the loss of life, and make 
inevitable an eventual Allied victory.” Carl Boyd, American Command of the Sea Through 
Carriers, Codes, and the Silent Service: World War II and Beyond 27 ( 1 995); see also Alvarez, 
supra, at 1 (“There can be little doubt that signals intelligence contributed significantly to the 
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military defeat of the Axis ”). Significantly, not only was wiretapping in World War II used 
“extensively by military intelligence and secret service personnel in combat areas abroad,” but 
also “by the FBI and secret service in this country.” Dash, supra, at 30. 

In light of the long history of prior wartime practice, the NSA activities fit squarely 
within the sweeping terms of the AUMF. The use of signals intelligence to identify and pinpoint 
the enemy is a traditional component of wartime military operations — or, to use the tenninology 
of Hamdi, a “fundamental and accepted . . . incident to war,” 542 U S. at 518 (plurality 
opinion) — employed to defeat the enemy and to prevent enemy attacks in the United States. 

Here, as in other conflicts, the enemy may use public communications networks, and some of the 
enemy may already be in the United States. Although those factors may be present in this 
conflict to a greater degree than in the past, neither is novel. Certainly, both factors were well 
known at the time Congress enacted the AUMF. Wartime interception of international 
communications made by the enemy thus should be understood, no less than the wartime 
detention at issue in Hamdi, as one of the basic methods of engaging and defeating the enemy 
that Congress authorized in approving “all necessary and appropriate force” that the President 
would need to defend the Nation. AUMF § 2(a) (emphasis added). 

* ft * 

Accordingly, the President has the authority to conduct warrantless electronic 
surveillance against the declared enemy of the United States in a time of armed conflict. That 
authority derives from the Constitution, and is reinforced by the text and purpose of the AUMF, 
the nature of the threat posed by al Qaeda that Congress authorized the President to repel, and the 
long-established understanding that electronic sur\'eillance is a fundamental incident of the use 
of military force. The President’s power in authorizing the NSA activities is at its zenith because 
he has acted “pursuant to an express or implied authorization of Congress.” Youngstowfi, 343 
U S. at 635 (Jackson, J., concurring). 

TTT. The NSA Activities Are Consistent with the Foreign Intelligence 

Surveillance Act 

The President’s exercise of his constitutional authority to conduct warrantless wartime 
electronic surveillance of the enemy, as confirmed and supplemented by statute in the AUMF, is 
fully consistent with the requirements of the Foreign Intelligence Surveillance Act (“FISA”).'"' 
FISA is a critically important tool in the War on Terror. The United States makes full use of the 
authorities available under FISA to gather foreign intelligence information, including authorities 
to intercept communications, conduct physical searches, and install and use pen registers and 
trap and trace devices. While FISA establishes certain procedures that must be followed for 
these authorities to be used (procedures that usually involve applying for and obtaining an order 
from a special court), FISA also expressly contemplates that a later legislative enactment could 


^ To avoid revealing details about tlie operation of the program, it is assimied for purposes of tliis paper 
dial the aclivilics described b> the President conslilulc “electronic sur\ cillaiicc,” as dcrincd by FISA. 50 U.S.C. 

§ 1801(f). 
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authorize electronic surveillance outside the procedures set forth in FISA itself The AUMF 
constitutes precisely such an enactment. To the extent there is any ambiguity on this point, the 
canon of constitutional avoidance requires that such ambiguity be resolved in favor of the 
President’s authority to conduct the communications intelligence activities he has described. 
Finally, if FISA could not be read to allow the President to authorize the NSA activities during 
the current congressionally authorized armed conflict with al Qaeda, FISA would be 
unconstitutional as applied in this narrow context. 

A. The Requirements of FISA 

FISA was enacted in 1978 to regulate “electronic surveillance,” particularly when 
conducted to obtain “foreign intelligence information,” as those terms are defined in section 10 1 
of FISA, 50 U.S.C. § 1801. As a general matter, the statute requires that the Attorney General 
approve an application for an order from a special court composed of Article 111 judges and 
created by FISA — the Foreign Intelligence Surveillance Court (“FISC”). See 50 U.S.C. §§ 1803- 
1 804. The application must demonstrate, among other things, that there is probable cause to 
believe that the target is a foreign power or an agent of a foreign power. See id. § 1805(a)(3)(A). 
It must also contain a certification from the Assistant to the President for National Security 
Affairs or an officer of the United States appointed by the President with the advice and consent 
of the Senate and having responsibilities in the area of national security or defense that the 
information sought is foreign intelligence information and cannot reasonably be obtained by 
normal investigative means. See id. § 1804(a)(7). FISA further requires the Government to state 
the means that it proposes to use to obtain the information and the basis for its belief that the 
facilities at which the surveillance will be directed are being used or are about to be used by a 
foreign power or an agent of a foreign power. See id. § 1 804(a)(4), (a)(8). 

FISA was the first congressional measure that sought to impose restrictions on the 
Executive Branch’s authority to engage in electronic surveillance for foreign intelligence 
purposes, an authority that, as noted above, had been repeatedly recognized by the federal courts. 
See Americo R. Cinquegrana, The Walls (and Wires) Have Kars: The Baekgruund and h irst Ten 
Years of i he Foreign Intelligence Surveillance Act of 1978. 137 U. Penn. L. Rev. 793, 810 (1989) 
(stating that the “status of the President’s inherent authority” to conduct surveillance “formed the 
core of subsequent legislative deliberations” leading to the enactment of FISA). To that end, 
FISA modified a provision in Title III that previously had disclaimed any intent to have laws 
governing wiretapping interfere with the President’s constitutional authority to gather foreign 
intelligence. Prior to the passage of FISA, section 2511(3) of title 18 had stated that “[njothing 
contained in this chapter or in section 605 of the Communications Act of 1934 . . . shall limit the 
constitutional power of the President to take such measures as he deems necessaiy to protect the 
Nation against actual or potential attack or other hostile acts of a foreign power, to obtain foreign 
intelligence information deemed essential to the security of the United States, or to protect 
national security information against foreign intelligence activities.” 18 U.S.C. § 2511(3) 

(1970). FISA replaced that provision with an important, though more limited, preservation of 
authority for the President bee Pub. L. No. 95-511, § 201(b), (c), 92 Stat 1783, 1797(1978), 
codified at 18 U.S.C. § 2511(2)(f) (West Supp. 2005) (carving out from statutory regulation only 
the acquisition of intelligence information from “international or foreign communications” and 
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“foreign intelligence activities . . . involving a foreign electronic communications system’' as 
long as they are accomplished “utilizing a means other than electronic surveillance as defined in 
section 101” of FISA). Congress also defined “electronic surveillance,” 50 U.S.C. § 1801(f), 
carefully and somewhat narrowly.^ 

In addition. Congress addressed, to some degree, the manner in which FISA might apply 
after a formal declaration of war by expressly allowing warrantless surveillance for a period of 
fifteen days following such a declaration. Section 1 1 1 of FISA allows the President to 
“authorize electronic surveillance without a court order under this subchapter to acquire foreign 
intelligence information for a period not to exceed fifteen calendar days following a declaration 
of war by the Congress.” 50 U.S.C. § 1811. 

The legislative history of FISA shows that Congress understood it was legislating on 
fragile constitutional ground and was pressing or even exceeding constitutional limits in 
regulating the President’s authority in the field of foreign intelligence. The final House 
Conference Report, for example, recognized that the statute’s restrictions might well 
impermissibly infringe on the President’s constitutional powers. That report includes the 
extraordinary acknowledgment that “[t]he conferees agree that the establishment by this act of 
exclusive means by which the President may conduct electronic surveillance does not foreclose a 
different decision by the Supreme Court.” H.R. Conf Rep. No. 95-1720, at 35, reprwTed in 
1978 U.S.C. C.A.N. 4048, 4064. But, invoking Justice Jackson’s concurrence in the Steel Seizure 
case, the Conference Report explained that Congress intended in FISA to exert whatever power 
Congress constitutionally had over the subj ect matter to restrict foreign intelligence surveillance 
and to leave the President solely with whatever inherent constitutional authority he might be able 
to invoke against Congress’s express wishes. Id. The Report thus explains that “[t]he intent of 
the conferees is to apply the standard set forth in Justice Jackson’s concurring opinion in the 
Steel Seizure Case: ‘When a President takes measures incompatible with the express or implied 


® FlSA’s legislative liislor>' reveals llial lliese provisions were inlcndcd to cxelude ecrlain inleUigcnce 
activities conducted by the National Security Agency from the coverage of FTSA. According to the report of the 
Senate Judiciarv Coimnitlee on FISA, "lliis provision Ircrcrencing wliat became the first part of section 251 l(2)(f)| 
is designed to make clear that the legislation does not deal with international signals intelligence activities as 
currently engaged in by the National Security’ Agency and electronic surveillance conducted outside tlie United 
States.” S. Rep. No. 95-604. at 64 (1978). reprinted in 1978 U.S.C.C.A.N. 3904, 3965. The legislative lustor\- also 
makes clear that the definition of “electronic snr\’eillance‘‘\vas crafted for the same reason. See id. at 33-34, 1978 
U.S.C.C.A.N. at 3934-36. FISA tliereby “adopts the view expressed by the Attorney General during the hearings 
that enacting stalutoiy' controls to regulate the National Security Agency and the sim cillancc of Americans abroad 
raises problems best left to separate legislation.” Id. at 64, 1978 U.S.C.C.A.N. at 3965. Such legislation placing 
limitations on traditioiicil NSA activities was drafted, but never passed. See Natiomil Intelligence Reorganization 
and Refonn Act of 1 978: Hearings Before the Senate Select Committee on Intelligence, 95th Cong., 2d Scss. 999- 
1007 (1978) (text of unenacted legislation). And Congress understood that the NSA surv’eillance that it intended 
categorically to exclude from FTSA could include the monitoring of international communications into or out of the 
United States of U.S. citizens. The report specifically referred to tire Church Conmiittee report for its description of 
the NSA’s aclivilies, S. Rep. No. 95-604, at 64 n.63, 1978 U.S.C.C.A.N. at 3965-66 n.63, wliich staled llial “the 
NSA intercepts messages passing over international lines of communication, some of which have one terminal 
vvitliin tlie United States. Traveling over these lines of conummication, especially those with one terminal in tlie 
United Slates, arc messages of Americans . . . .” S. Rep. 94-755, al Book 11, 308 (1976). Congress’s understanding 
in the legislative history of FTSA that such cominimications could be intercepted outside FTSA procedures is notable. 
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will of Congress, his power is at the lowest ebb, for then he can rely only upon his own 
constitutional power minus any constitutional power of Congress over the matter.’” Id. (quoting 
Youngstown Sheet & Tube Co. v. Sawyer, 343 C.S. 579, 637 (1952) (Jackson, J., concurring)); 
see also S. Rep. No. 95-604, at 64, reprinted in 1978 U.S.C.C.A.N. at 3966 (same); see generally 
Elizabeth B. Bazen et al., Congressional Research Service, Re: Presidential Authority to Conduct 
Warrantless Electronic Surveillance to Gather Foreign Intelligence Information 28-29 (Jan. 5, 
2006). It is significant, however, that Congress did not decide conclusively to continue to push 
the boundaries of its constitutional authority in wartime. Instead, Congress reserved the question 
of the appropriate procedures to regulate electronic surveillance in time of war, and established a 
fifteen-day period during which the President would be permitted to engage in electronic 
surveillance without complying with EISA’s express procedures and during which Congress 
would have the opportunity to revisit the issue. See 50 U. S.C. § 1 8 1 1 ; H.R. Conf. Rep. No. 95- 
1720, at 34, reprinted in 1978 U.S.C.C.A.N. at 4063 (noting that the purpose of the fifteen-day 
period following a declaration of war in section 1 1 1 of FISA was to “allow time for 
consideration of any amendment to this act that may be appropriate during a wartime 
emergency”). 

B. FISA Contemplates and Allows Survei llance Authorized “By 
Statute” 

Congress did not attempt through FISA to prohibit the Executive Branch from using 
electronic surveillance. Instead, Congress acted to bring the exercise of that power under more 
stringent congressional control. See, e.g., H. Conf. Rep. No. 95-1720, at 32, reprinted in 1978 
U.S.C.C.A.N. 4048, 4064. Congress therefore enacted a regime intended to supplant the 
President’s reliance on his own constitutional authority. Consistent with this overriding purpose 
of bringing the use of electronic surveillance under congressional control and with the 
commonsense notion that the Congress that enacted FISA could not bind future Congresses, 

FISA expressly contemplates that the Executive Branch may conduct electronic surveillance 
outside FISA’s express procedures if and when a subsequent statute authorizes such surveillance. 

Thus, section 109 of FISA prohibits any person from intentionally “engag[ing] ... in 
electronic surveillance under color of law except as atUhorized by statute.” 50 U.S.C. 

§ 1809(a)(1) (emphasis added). Because FISA’s prohibitory provision broadly exempts 
surveillance “authorized by statute,” the provision demonstrates that Congress did not attempt to 
regulate through FISA electronic surveillance authorized by Congress through a subsequent 
enactment. The use of the term “statute” here is significant because it strongly suggests that any 
subsequent authorizing statute, not merely one that amends FISA itself, could legitimately 
authorize surveillance outside FISA’s standard procedural requirements. Compare 18 U.S.C. 

§ 251 1(1) (“Except as otherwise specifically provided in this chapter any person who — (a) 
intentionally intercepts . . . any wire, oral, or electronic communication)] . . . shall be punished 
. . . .”) (emphasis added); id. § 25 1 l(2)(e) (providing a defense to liability to individuals 
“conductpng] electronic surveillance, ... as authorized by that Act [FISA /’) (emphasis added). 

In enacting FISA, therefore, Congress contemplated the possibility that the President might be 
permitted to conduct electronic surveillance pursuant to a later-enacted statute that did not 
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incorporate all of the procedural requirements set forth in FISA or that did not expressly amend 
FISA itself 

To be sure, the scope of this exception is rendered less clear by the confonning 
amendments that FISA made to chapter 1 19 of title 18 — the portion of the criminal code that 
provides the mechanism for obtaining wiretaps for law enforcement purposes. Before FISA was 
enacted, chapter 1 19 made it a criminal offense for any person to intercept a communication 
except as specifically provided in that chapter. See 18 U.S.C. § 251 l(l)(a), (4)(a). Section 
201(b) of FISA amended that chapter to provide an exception from criminal liability for 
activities conducted pursuant to FISA. Specifically, FISA added 18 U.S.C. § 251 l(2)(e), which 
provides that it is not unlawful for “an officer, employee, or agent of the United States ... to 
conduct electronic surveillance, as defined in section 1 01 of the Foreign Intelligence 
Surveillance Act of 1978, as authorized by that Act” Id. §251l(2)(e). Similarly, section 201(b) 
of FISA amended chapter 1 19 to provide that “procedures in this chapter [or chapter 121 
(addressing access to stored wire and electronic communications and customer records)] and the 
Foreign Intelligence Surveillance Act of 1978 shall be the exclusive means by which electronic 
surveillance, as defined in section 101 of such Act, and the interception of domestic wire, oral, 
and electronic communications may be conducted.” Id. § 251 l(2)(f) (West Supp. 2005).’ 

The amendments that section 201(b) of FISA made to title 18 are fully consistent, 
however, with the conclusion that FISA contemplates that a subsequent statute could authorize 
electronic surveillance outside FISA’s express procedural requirements. Section 25 1 l(2)(e) of 
title 18, which provides that it is “not unlawful” for an officer of the United States to conduct 
electronic surveillance “as authorized by” FISA, is best understood as a safe-harbor provision. 
Because of section 109, the protection offered by section 251 l(2)(e) for surveillance “authorized 
by” FISA extends to surveillance that is authorized by any other statute and therefore excepted 
from the prohibition of section 109. hi any event, the purpose of section 251 l(2)(e) is merely to 
make explicit what would already have been implicit — that those authorized by statute to engage 
in particular surveillance do not act unlawfully when they conduct such surveillance. Thus, even 
if that provision had not been enacted, an officer conducting surveillance authorized by statute 
(whether FISA or some other law) could not reasonably have been thought to be violating Title 
111. Similarly, section 25 1 1 (2)(e) cannot be read to require a result that would be manifestly 
unreasonable — exposing a federal officer to criminal liability for engaging in surveillance 
authorized by statute, merely because the authorizing statute happens not to be FISA itself 

Nor could 18 U.S.C. §2511(2)(f), which provides that the “procedures in this chapter . . . 
and the Foreign Intelligence Surveillance Act of 1978 shall be the exclusive means by which 
electronic surveillance . . . may be conducted,” have been intended to trump the commonsense 
approach of section 109 and preclude a subsequent Congress from authorizing the President to 
engage in electronic surveillance through a statute other than FISA, using procedures other than 
those outlined in FISA or chapter 1 19 of title 18. The legislative history of section 251 l(2)(f) 
clearly indicates an intent to prevent the President from engaging in surveillance except as 


Tlic bracketed portion was added in 1986 amendments to section 25 ll(2)(f), See Pub. L, No. 99-508 
§ 101(b)(3). 100 Stat 1848, 1850. 
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authorized by Congress, see H.R. Conf. Rep. No. 95-1720, at 32, reprinled in 1978 
U.S.C.C.A.N. 4048, 4064, which explains why section 251 l(2)(f) set forth all then-existing 
statutory restrictions on electronic surveillance. Section 2511(2)(f)’s reference to “exclusive 
means” reflected the state of statutory authority for electronic surveillance in 1978 and cautioned 
the President not to engage in electronic surveillance outside congressionally sanctioned 
parameters. Tt is implausible to think that, in attempting to limit the President's authority, 
Congress also limited its own future authority by barring subsequent Congresses from 
authorizing the Executive to engage in surveillance in ways not specifically enumerated in FISA 
or chapter 1 19, or by requiring a subsequent Congress specifically to amend FISA and section 
2511(2)(f). There would be a serious question as to whether the Ninety -Fifth Congress could 
have so tied the hands of its successors. See, e.g., Fletcher v. Peck, 10 US. (6 Cranch) 87, 135 
(1810) (noting that “one legislature cannot abridge the powers of a succeeding legislature”); 
Reichelderfer v. Quinn, 287 U.S. 315, 318 (1932) (“[T]he will of a particular Congress . . . does 
not impose itself upon those to follow in succeeding years”); Lockhart v. United States, 126 S. 

Ct. 699, 703 (2005) (Scalia, 1., concurring) (collecting precedent); 1 W. Blackstone, 
Commentaries on the Laws of England 90 (1765) (“Acts of parliament derogatory from the 
power of subsequent parliaments bind not”). In the absence of a clear statement to the contrary, 
it cannot be presumed that Congress attempted to abnegate its own authority in such a way. 

Far from a clear statement of congressional intent to bind itself, there are indications that 
section 25 1 l(2)(f) cannot be interpreted as requiring that all electronic surveillance and domestic 
interception be conducted under FISA’s enumerated procedures or those of chapter 1 19 of title 
18 until and unless those provisions are repealed or amended. Even when section 251 l(2)(f) was 
enacted (and no subsequent authorizing statute existed), it could not reasonably be read to 
preclude all electronic surveillance conducted outside the procedures of FISA or chapter 1 19 of 
title 18. In 1 978, use of a pen register or trap and trace device constituted electronic surveillance 
as defined by FISA. See 50 U.S.C. §§ 1801(f), (n). Title 1 of FISA provided procedures for 
obtaining court authorization for the use of pen registers to obtain foreign intelligence 
infomiation. But the Supreme Court had, just prior to the enactment of FISA, held that chapter 
1 19 of title 18 did not govern the use of pen registers. See United States v. Netv York Tel. Co., 
434 U.S. 159, 165-68 (1977). Thus, if section 251 1 (2)(f) were to be read to permit of no 
exceptions, the use of pen registers for purposes other than to collect foreign intelligence 
information would have been unlawful because such use would not have been authorized by the 
“exclusive” procedures of section 251 l(2)(f), i.e., FISA and chapter 119. But no court has held 
that pen registers could not be authorized outside the foreign intelligence context. Indeed, FISA 
appears to have recognized this issue by providing a defense to liability for any official who 
engages in electronic surveillance under a search warrant or court order. See 50 LT.S.C. 

§ 1809(b). (The practice when FISA was enacted was for law enforcement officers to obtain 
search warrants under the Federal Rules of Criminal Procedure authorizing the installation and 
use of pen registers. See S. 1667, A Bill to Amend Title 18, United States Code, with Respect to 
the Interception of Certain Comnmnicalions, Other Forms of Surveillance, and for Other 
Purposes: Hearing Before the Subcomm. On Patents, Copyrights and 1 rademarks of the Senate 
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Comm, on the Judiciary, 99th Cong. 57 (1985) (prepared statement of James Knapp, Deputy 
Assistant Attorney General, Criminal Division)).^ 

In addition, section 251 l(2)(a)(ii) authorizes telecommunications providers to assist 
officers of the Government engaged in electronic surveillance when the Attorney General 
certifies that “no warrant or court order is required by law [and] that all statutory requirements 
have been met.” 18 U.S.C. § 251 l(2)(a)(ii).^ If the Attorney General can certify, in good faith, 
that the requirements of a subsequent statute authorizing electronic surv'eillance are met, service 
providers are affirmatively and e.xpressly authorized to assist the Government. Although FISA 
does allow the Government to proceed without a court order in several situations, see 50 U.S.C. 

§ 1 805(f) (emergencies); id. § 1 802 (certain communications between foreign governments), this 
provision specifically lists only Title Til’s emergency provision but speaks generally to Attorney 
General certification. That reference to Attorney General certification is consistent with the 
historical practice in which Presidents have delegated to the Attorney General authority to 
approve warrantless surveillance for foreign intelligence purposes. See, e.g., United States v. 
United States District Court, 444 F.2d 651, 669-71 (6th Cir. 1971) (reproducing as an appendix 
memoranda from Presidents Roosevelt, Truman, and Johnson). Section 251 l(2)(a)(ii) thus 
suggests that telecommunications providers can be authorized to assist with warrantless 
electronic surveillance when such surveillance is authorized by law outside FISA. 

In sum, by expressly and broadly excepting from its prohibition electronic surveillance 
undertaken “as authorized by statute,” section 109 of FISA permits an exception to the 
“procedures” of FISA referred to in 18 U.S.C. § 2511(2)(t) where authorized by another statute, 
even if the other authorizing statute does not specifically amend section 2511(2)(f). 

C. The AUIMF Is a “Statute” Authorizing Surveillance Outside the 
Confines of FISA 

The AUMF qualifies as a “statute” authorizing electronic surveillance within the meaning 
of section 109 of FISA. 

First, because the term “statute” historically has been given broad meaning, the phrase 
“authorized by statute” in section 109 of FISA must be read to include joint resolutions such as 

^ Alternatively, section 109(b) may be read to constitute a "p'^ecdure" in FTSA orto incorporate 
procedures from sources other than FISA (such as the Federal Rules of Criminal Procedure or state court 
procedures), and in dial way to satisfy section 25 11(2)(1). Bui if section 109(b)’s defense can be so read, scclion 
109(a) should also be read to constitute a procedure or incorporate procedures not expressly enumerated in FTSA. 

Scclion 2511(2)(a)(ii) stales: 

Notwithstanding any otlier law. providers of wire or electronic communication serv ice, ... are 
aulliorizcd by law lo provide infomialion, facihlics, or icclmical assistance lo persons aulhorized 
by law to intercept . . . communications orto conduct electronic surv-eillance. as defined [by 
FISA], if such provider . . . has been provided with ... a certification in writing by [specified 
persons proceeding under Tide Ill's emergency provision] or the Allomcy General of the United 
States that no warrant or court order is required by law , that all statutory requirements hav-e been 
met, and tliat the specific assistance is required. 


23 



122 


the AUMF, See American Fed ’n of Labor v. Watson, 327 U. S. 582, 592-93 (1946) (finding the 
term “statute” as used in 28 U.S.C. § 380 to mean “a compendious summary of various 
enactments, by whatever method they may be adopted, to which a State gives her sanction”); 
Black’s Law Dictionary 1410 (6th ed. 1990) (defining “statute” broadly to include any “formal 
written enactment of a legislative body,” and stating that the term is used “to designate the 
legislatively created laws in contradistinction to court decided or unwritten laws”). It is thus of 
no significance to this analysis that the AUMF was enacted as a joint resolution rather than a bill. 
See, e.g., Ann Arbor RK ('o. v. United States, 281 U.S. 658, 666 (1930) (joint resolutions are to 
be construed by applying “the rules applicable to legislation in general”); United Stales etc rel. 
Levey v. Stockslager, 129 U.S. 470, 475 (1889) (joint resolution had “all the characteristics and 
effects” of statute that it suspended); Padilla ex rel. Newman v. Bush, 233 F. Supp. 2d 564, 598 
(S.D.N.Y 2002) (in analyzing the AUMF, finding that there is “no relevant constitutional 
difference between abill and a joint resolution”), rev'd sub nom. on other grounds, Rumsfeld v. 
Padilla, 352 F.3d 695 (2d Cir, 2003), rev'd, 542 U.S. 426 (2004); see also Letter for the Hon. 
John Conyers, Jr., U.S. House of Representatives, from Prof Laurence H. Tribe at 3 (Jan. 6, 
2006) (term “statute” in section 109 of FISA “of course encompasses a joint resolution presented 
to and signed by the President’). 

Second, the longstanding history of communications intelligence as a fundamental 
incident of the use of force and the Supreme Court’ s decision in Hamdi i--. Rumsfeld strongly 
suggest that the AUMF satisfies the requirement of section 109 of FISA for statutory 
authorization of electronic surveillance. As explained above, it is not necessary to demarcate the 
outer limits of the AUMF to conclude that it encompasses electronic surveillance targeted at the 
enemy. Just as a majority of the Court concluded 'm Hamdi that the AUMF authorizes detention 
of U.S. citizens who are enemy combatants without expressly mentioning the President’s long- 
recognized power to detain, so too does it authorize the use of electronic surveillance without 
specifically mentioning the President’s equally long-recognized power to engage in 
communications intelligence targeted at the enemy. And just as the AUMF satisfies the 
requirement in 18 U.S.C. § 4001(a) that no U.S. citizen be detained “except pursuant to an Act of 
Congress,” so too does it satisfy section 109’s requirement for statutory authorization of 
electronic surveillance. In authorizing the President’s use of force in response to the 
September 11th attacks. Congress did not need to comb through the United States Code looking 
for those restrictions that it had placed on national security operations during times of peace and 
designate with specificity each traditional tool of military force that it sought to authorize the 
President to use. There is no historical precedent for such a requirement: authorizations to use 


It might be argued tliat Congress dealt more comprehensively with electronic sim'eillance in FISA tlian 
it did with detention in 18 U.S.C. § 4001(a). Thus, although Congress prohibited detention “except puisnant to ;m 
Act of Congress,” il combined the analogous prohibition in FTSA (scclion 109(a)) vvilh section 251 l(2)(0’s 
exclnsivib,' provision. See Letter to the Hon. Bill Frist, Majority' Leader, U.S. Senate, from Professor Curtis A. 
Bradley' el at. at 5 n.6 (Jan. 9, 2006) (noting that section 400 1 (a) docs not “attcmptH to create an exclusive 
mechanism for detention”). On closer examination, how ever, it is evident tliat Congress has regulated detention far 
more meliculonsly titan these arguments suggest. Detention is the topic of much of die Criminal Code, as well as a 
variety' of other stahitcs. including those providing for civil commitment of the mentally ill and confinement of alien 
terrorists. The existence of these stahites and accompanying extensive procedural safeguards, combined with the 
substantial constitnlional issues inlicrcnt in detention, see, e.g.,Ilamcli, 542 U.S. at 574-75 (Scaha, J., dissenting), 
refute any' such argument. 
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military force traditionally have been couched in general language. Indeed, prior administrations 
have interpreted joint resolutions declaring war and authorizing the use of military force to 
authorize expansive collection of communications into and out of the United States. 

Moreover, crucial to the Framers' decision to vest the President with primary 
constitutional authority to defend the Nation from foreign attack is the fact that the Executive can 
act quickly, decisively, and flexibly as needed. For Congress to have a role in that process, it 
must be able to act with similar speed, either to lend its support to, or to signal its disagreement 
with, proposed military action. Yet the need for prompt decisionmaking in the wake of a 
devastating attack on the United States is fundamentally inconsistent with the notion that to do so 
Congress must legislate at a level of detail more in keeping with a peacetime budget 
reconciliation bill. In emergency situations, Congress must be able to use broad language that 
effectively sanctions the President’s use of the core incidents of military force. That is precisely 
what Congress did when it passed the AUMF on September 14, 2001 — just three days after the 
deadly attacks on America. The Capitol had been evacuated on September 1 1th, and Congress 
was meeting in scattered locations. As an account emerged of who might be responsible for 
these attacks. Congress acted quickly to authorize the President to use ”all necessary and 
appropriate force” against the enemy that he determines was involved in the September 1 1th 
attacks. Under these circumstances, it would be unreasonable and wholly impractical to demand 
that Congress specifically amend FISA in order to assist the President in defending the Nation. 
Such specificity would also have been self-defeating because it would have apprised our 
adversaries of some of our most sensitive methods of intelligence gathering. 

Section 1 1 1 of FISA, 50 U.S.C. § 1811, which authorizes the President, 
“[njotwithstanding any other law,” to conduct '‘electronic surveillance without a court order 
under this subchapter to acquire foreign intelligence information for a period not to exceed 
fifteen calendar days following a declaration of war by Congress,” does not require a different 
reading of the AUMF. See also id. § 1844 (same provision for pen registers); id. § 1829 (same 
provision for physical searches). Section 1 1 1 cannot reasonably be read as Congress’s final 
word on electronic surveillance during wartime, thus permanently limiting the President in all 


As noted above, in intercepting communications. President Wilson relied on his constitutional authority 
and tlie joint resolution declaring war and authorizing the use of inilitaty’ force, which, as relevant here, provided 
“llial Uic Prcsidcnl [is] auUiorizcd and directed to einplo> the entire naval and inilitaty forces of the United Stales 
and the resources of the Government to carry on war against the Imperial German Government: and to bring the 
conflict to a successful tenuination all of the resources of the countty- are hereby pledged by the Congress of the 
United Slates.” Joint Rcsoluliou of Apr. 6, 1917, ch. l,40Sial. 1. The aulhori/atiou didnoi cxplicillv mcniion 
interception of coininunications. 

Some lia\ e suggested tliat the Administration declined to seek a specific amendment to FISA allowing 
the NSA activities '‘because it was advised that Congress would reject such an amendment,” Letter to the Hon. Bill 
Frist, Majority- Leader, U S. Senate, from Professor Curtis A. Bradley et al. 4 & n.4 (Jan. 9, 2005), and they have 
quoted in support of that assertion the Attorney General's statement tliat certain Members of Congress advised the 
Adininislralion dial legislative relief "would be difficult, if nol impossible.” Id. al 4 n.4. As the Allomey General 
subsequently indicated, however, the difficulty- w ith such specific legislation was that it could not be enacted 
‘‘without compromising tire program.” See Remarks by Homeland Security Secretaiy- Chertoff and Attorney 
General Gonzales on the USA PATRIOT Act (Dec. 2i, 2005), available al littp://wwvv.dlis.gov7dlispublic/ 
display?content=5285. 
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circumstances to a mere fifteen days of warrantless military intelligence gathering targeted at the 
enemy following a declaration of war. Rather, section 1 1 1 represents Congress’s recognition 
that it would likely have to return to the subject and provide additional authorization to conduct 
warrantless electronic surveillance outside FISA during time of war. The Conference Report 
explicitly stated the conferees’ “intenjt] that this [fifteen-day] period will allow time for 
consideration of any amendment to this act that may be appropriate during a wartime 
emergency.” HR. Conf Rep. No. 95-1 720, at 34, reprinted in 1 978 U.S.C.C.A.N. at 4063. 
Congress enacted section 1 1 1 so that the President could conduct warrantless surveillance while 
Congress considered supplemental wartime legislation. 

Nothing in the terms of section 1 1 1 disables Congress from authorizing such electronic 
surveillance as a traditional incident of war through a broad, conflict-specific authorization for 
the use of military force, such as the AUMF. Although the legislative history of section 1 1 1 
indicates that in 1978 some Members of Congress believed that any such authorization would 
come in the form of a particularized amendment to FISA itself, section 1 1 1 does not require that 
result. Nor could the Ninety-Fifth Congress tie the hands of a subsequent Congress in this way, 
at least in the absence of far clearer statutory language expressly requiring that result. See aupra, 
pp. 21-22; compare, e.g., War Powers Resolution, § 8, 50 U.S.C. § 1547(a) (“Authority to 
introduce United States Armed Forces into hostilities . . . shall not be inferred . . . from any 
provision of law . . . unless such provision specifically authorizes [such] introduction . . . and 
states that it is intended to constitute specific statutory authorization within the meaning of this 
chapter.”); 10 U.S.C. § 401 (stating that any other provision of law providing assistance to 
foreign countries to detect and clear landmines shall be subject to specific limitations and may be 
construed as superseding such limitations “only if, and to the extent that, such provision 
specifically refers to this section and specifically identifies the provision of this section that is to 
be considered superseded or otherwise inapplicable”). An interpretation of section 1 1 1 that 
would disable Congress from authorizing broader electronic surveillance in that form can be 
reconciled neither with the purposes of section 1 1 1 nor with the well-established proposition that 
“one legislature cannot abridge the powers of a succeeding legislature.” Fletcher v. Peck, 10 
U.S. (6 Cranch) at 135; see Part TI.B. For these reasons, the better interpretation is that 
section 1 1 1 was not intended to, and did not, foreclose Congress from using the AUMF as the 
legal vehicle for supplementing the President’s existing authority under FISA in the battle 
against al Qaeda. 

The contrary interpretation of section 1 1 1 also ignores the important differences between 
a formal declaration of war and a resolution such as the AUTMF. As a historical matter, a formal 
declaration of war was no longer than a sentence, and thus Congress would not expect a 
declaration of war to outline the extent to which Congress authorized the President to engage in 
various incidents of waging war. Authorizations for the use of military force, by contrast, are 
typically more detailed and are made for the specific purpose of reciting the manner in which 
Congress has authorized the President to act. Thus, Congress could reasonably expect that an 
authorization for the use of military force would address the issue of wartime surveillance, while 
a declaration of war would not. Here, the AUTMF declares that the Nation faces “an unusual and 
extraordinary threat,” acknowledges that “the President has authority under the Constitution to 
take action to deter and prevent acts of international terrorism against the United States,” and 
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provides that the President is authorized “to use all necessary and appropriate force” against 
those “he determines” are linked to the September 1 1th attacks. AUMF pmbk, § 2. This 
sweeping language goes far beyond the bare ternis of a declaration of war. Compare, e.g.. Act of 
Apr. 25, 1 898, ch. 1 89, 30 Stat. 364 (“First. That war be, and the same is hereby declared to 
exist . . . between the United States of America and the Kingdom of Spain.”). 

Although legislation that has included a declaration of war has often also included an 
authorization of the President to use force, these provisions are separate and need not be 
combined in a single statute. See, e.g., id. (“Second. That the President of the United States be, 
and he hereby is, directed and empowered to use the entire land and naval forces of the United 
States, and to call into the actual service of the United States the militia of the several states, to 
such extent as may he necessary to carry this Act into effect'') (emphasis added). Moreover, 
declarations of war have legal significance independent of any additional authorization of force 
that might follow. See, e.g., Louis Henkin, Foreign Affairs and the U.S. Constitution 75 (2d ed. 
1996) (explaining that a formal state of war has various legal effects, such as terminating 
diplomatic relations, and abrogating or suspending treaty obligations and international law rights 
and duties); see also id. at 370 n.65 (speculating that one reason to fight an undeclared war 
would be to “avoid the traditional consequences of declared war on relations with third nations 
or even . . . belligerents”). 

Tn addition, section 1 1 1 does not cover the vast majority of modern military conflicts. 

The last declared war was World War II. Indeed, the most recent conflict prior to the passage of 
FISA, Vietnam, was fought without a formal declaration of war. In addition, the War Powers 
Resolution, enacted less than five years before FISA, clearly recognizes the distinctions between 
formal declarations of war and authorizations of force and demonstrates that, if Congress had 
wanted to include such authorizations in section 111, it knew how to do so. See, e.g., 50 UJ.S.C. 

§ 1 544(b) (attempting to impose certain consequences 60 days after reporting the initiation of 
hostilities to Congress “unless the Congress . . . has declared war or has enacted a specific 
authorization for such use" of military force) (emphasis added). It is possible that, in enacting 
section 111, Congress intended to make no provision for even the temporary use of electronic 
surveillance without a court order for what had become the legal regime for most military 
conflicts. A better reading, however, is that Congress assumed that such a default provision 
would be unnecessary because, if it had acted through an authorization for the use of military 
force, the more detailed provisions of that authorization would resolve the extent to which 
Congress would attempt to authorize, or withhold authorization for, the use of electronic 
surveillance.'’ 


Some have pointed to tire specific imiendments to FISA that Congress made shortly after September 
11th ill the USAPATRIOT Act. Pub.L. No. 107-56, §§ 204,218. 115 Stat 272. 281.291 (2001). to argue tliat 
Congress did not contemplate electronic surwillance outside the parameters of FISA. See Memorandum for 
Members of die House Pemianent Select Coimn. on Intel, from Jeffrey H. Smith, Re: Legal Aulhorilies Regarding 
Warrantle.s.s Surveillance oftLS. Persons 6-7 (Jan. 3. 2006). The USA PATRIOT Act amendments, however, do 
not justify' giving the AUMF an umiaturally narrow readu^. The USA PATRIOT Act amendments made important 
corrections m die general application of FISA; they were not intended to define the precise incidents of military 
force that would be available to the President in prosecuting the current armed conflict against al Qaeda and its 
allies. Many removed long-standing impediments to the effectiveness of FISA tiiat liad contributed to the 
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The broad text of the AUMF, the authoritative interpretation that the Supreme Court gave 
it in Hamdi, and the circumstances in which it was passed demonstrate that the AUMF is a 
statute authorizing electronic surveillance under section 109 of FISA. When the President 
authorizes electronic surveillance against the enemy pursuant to the AUMF, he is therefore 
acting at the height of his authority under Youngstown, 343 U.S. at 637 (Jackson, J., concurring). 

D. The Canon of Constitutional Avoidance Requires Resolving in Favor 
OF THE President’s Authority Any Ambiguity About Whether FISA 
Forbids the NSA Activities 

As explained above, the AUMF fully authorizes the NSA activities. Because FISA 
contemplates the possibility that subsequent statutes could authorize electronic surveillance 
without requiring FISA’s standard procedures, the NSA activities are also consistent with FISA 
and related provisions in title 18. Nevertheless, some might argue that sections 109 and 111 of 
FISA, along with section 251 l(2)(f)’s “exclusivity” provision and section 251 l(2)(e)’s liability 
exception for officers engaged in FlSA-authorized surveillance, are best read to suggest that 
FISA requires that subsequent authorizing legislation specifically amend FISA in order to free 
the Executive from FISA’s enumerated procedures. As detailed above, this is not the better 
reading of FISA. But even if these provisions were ambiguous, any doubt as to whether the 
AUMF and FISA should be understood to allow the President to make tactical military decisions 
to authorize surveillance outside the parameters of FISA must be resolved to avoid the serious 
constitutional questions that a contrary interpretation would raise. 

It is well established that the first task of any interpreter faced with a statute that may 
present an unconstitutional infringement on the powers of the President is to determine whether 
the statute may be construed to avoid the constitutional difficulty. “[I]f an otherwise acceptable 


maintenance of an uimccessarv “wall” between foreign inlcUigence gathering and criminal law enforcement; others 
were teclmical clarifications. See In re Sealed Case. 3 10 F.3d 717, 725-30 (Foreign hit. Suw. Q. Rev. 2002). The 
"wall” liad been identified as a significant problem Immperiiig the Govcnmient's efficient use of foreign inlelhgciicc 
information well before the September 11th attacks and in contexts unrelated to terrorism. See, e.g., Final Re^xyrtof 
the Attorney General 's Re\’ie‘\i- Team on the Handling of the Los Alamos National Laboratory Investigation 7 10. 

729, 732 (May 2000); General Accounting Office, FBI Imelligence Investigaiions: Coordinaiion Wiihin Justice on 
('ounterimelligence Criminal Matters Is Limited (GAO-0 1-780) 3, 3 1 (July 2001). Finally, it is worth noting that 
Justice Soiiter made a similar argument mHamdi that the USA PATRIOT Act all but compelled a narrow' reading of 
Ihc AUMF. See 542 U.S. at 55 1 (‘Tt is vcr\ difficult to believe that the same Congress that carefully circumscribed 
Executive pow er over ahen terrorists on home soil [in tlie USA PATRIOT Act] would not liave meant to require tlie 
Government to justify' clearly its detention of an American citizen held on home soil inconmuinicado.”). Only 
Justice Ginsburg joined this opinion, and the position was rejected by a Ttiajority of Justices. 

Nor do later amendments to FISA undermine the conclusion that the AUMF authorizes electronic 
siuveillance outside tlie procedures of FISA. Tliree montlis after the enactment of the AUMF. Congress enacted 
certain "teclmical amendments” to FISA w liich, inter alia, extended die lime during w liicli the Attoniey General 
may issue an emergency' authorization of electronic surv eillance from 24 to 72 hours. See Intelligence Authorization 
Act for Fiscal Year 2002. Pub. L. No. 107-108, § 314. 115 Stat. 1394. 1402 (2001). These modifications to FISA do 
not in any way undermine Congress’s previous authorization in the AUMF for the President to engage in electronic 
surveillance outside the parameters of FISA in the specific context of the armed conflict with al Qaeda. 
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construction of a statute would raise serious constitutional problems, and where an alternative 
interpretation of the statute is ‘fairly possible,’ we are obligated to construe the statute to avoid 
such problems.” INS v. Sf. Cyr, 533 U.S. 289, 299-300 (2001) (citations omitted); ,4.s'Au'a/;fife/' v. 
TJ-’A, 297 U.S. 288, 345-48 (1936) (Brandeis, 1., concurring). Moreover, the canon of 
constitutional avoidance has particular importance in the realm of national security, where the 
President’s constitutional authority is at its highest. See Departmem of the Navy v. Egan^ 484 
U.S. 518, 527, 530 (1988); William N. Eskridge, Jr., Dynamic Statutory Interpretation 325 
(1994) (describing “[s]uper-strong rule against congressional interference with the President’s 
authority over foreign affairs and national security”). Thus, courts and the Executive Branch 
typically construe a general statute, even one that is written in unqualified terms, to be implicitly 
limited so as not to infringe on the President’s Commander in Chief powers. 

Reading FISA to prohibit the NSA activities would raise two serious constitutional 
questions, both of which must be avoided if possible: (1) whether the signals intelligence 
collection the President determined was necessary to undertake is such a core exercise of 
Commander in Chief control over the Armed Forces during armed conflict that Congress cannot 
interfere with it at all and (2) whether the particular restrictions imposed by FISA are such that 
their application would impermissibly impede the President’s exercise of his constitutionally 
assigned duties as Commander in Chief. Constitutional avoidance principles require interpreting 
FISA, at least in the context of the military conflict authorized by the AUMF, to avoid these 
questions, if “fairly possible.” Even if Congress intended FISA to use the full extent of its 
constitutional authority to “occupy the field” of “electronic surveillance,” as FISA used that 
term, during peacetime, the legislative history indicates that Congress had not reached a 
definitive conclusion about its regulation during wartime. See H R. Conf Rep. No. 95-1720, at 
34, reprinted in 1978 U.S.C.C.A.N. at 4063 (noting that the purpose of the fifteen-day period 
following a declaration of war in section 1 1 1 of FISA was to “allow time for consideration of 
any amendment to this act that may be appropriate during a wartime emergency”). Therefore, it 
is not clear that Congress, in fact, intended to test the limits of its constitutional authority in the 
context of wartime electronic surveillance. 

Whether Congress may interfere with the President’s constitutional authority to collect 
foreign intelligence information through interception of communications reasonably believed to 
be linked to the enemy poses a difficult constitutional question. As explained in Part T, it had 
long been accepted at the time of FISA’s enactment that the President has inherent constitutional 
authority to conduct warrantless electronic surveillance for foreign intelligence purposes. 
Congress recognized at the time that the enactment of a statute purporting to eliminate the 
President’s ability, even during peacetime, to conduct warrantless electronic surveillance to 
collect foreign intelligence was near or perhaps beyond the limit of Congress’s Article I powers. 
The NSA activities, however, involve signals intelligence performed in the midst of a 
congressionally authorized armed conflict undertaken to prevent further hostile attacks on the 
United States. The NSA activities lie at the very core of the Commander in Chief power, 
especially in light of the AUMF’s explicit authorization for the President to take all necessary 
and appropriate military action to stop al Qaeda from striking again. The constitutional 
principles at stake here thus involve not merely the President’s well-established inherent 
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authority to conduct warrantless surveillance for foreign intelligence purposes during peacetime, 
but also the powers and duties expressly conferred on him as Commander in Chief by Article II. 

Even outside the context of wartime surveillance of the enemy, the source and scope of 
Congress’s power to restrict the President’s inherent authority to conduct foreign intelligence 
surveillance is unclear. As explained above, the President’s role as sole organ for the Nation in 
foreign affairs has long been recognized as carrying with it preeminent authority in the field of 
national security and foreign intelligence. The source of this authority traces to the Vesting 
Clause of Article 11, which states that “[t]he executive Power shall be vested in a President of the 
United States of America.” U.S. Const, art. 11, § 1 . The Vesting Clause “has long been held to 
confer on the President plenary authority to represent the United States and to pursue its interests 
outside the borders of the country, subject only to limits specifically set forth in the Constitution 
itself and to such statutory limitations as the Constitution permits Congress to impose by 
exercising one of its enumerated powers.” The President 's ('ompJiance with the "Timely 
Notification" Requirement of Section 50 1(h) of the National Security Act, 10 Op. O.L.C. 1 59, 
160-61 (1986) (f Timely Notification Requirement OpT). 

Moreover, it is clear that some presidential authorities in this context are beyond 
Congress’s ability to regulate. For example, as the Supreme Court explained in Curtiss-Wright, 
the President "makes treaties with the advice and consent of the Senate; but he alone negotiates. 
Into the field of negotiation the Senate cannot intrude; and Congress itself is powerless to invade 
it.” 299 U.S. at 3 19. Similarly, President Washington established early in the history of the 
Republic the Executive’s absolute authority to maintain the secrecy of negotiations with foreign 
powers, even against congressional efforts to secure information. See id. at 320-21. 

Recognizing presidential authority in this field, the Executive Branch has taken the position that 
“congressional legislation authorizing extraterritorial diplomatic and intelligence activities is 
superfluous, and . . . statutes infringing the President’ s inherent Article 11 authority would be 
unconstitutional.” Timely Notification Requirement Op., 10 Op. O.L.C. at 164. 

There are certainly constitutional limits on Congress’ s ability to interfere with the 
President’s power to conduct foreign intelligence searches, consistent with the Constitution, 
within the United States. As explained above, intelligence gathering is at the heart of executive 
functions. Since the time of the Founding it has been recognized that matters requiring 
secrecy — and intelligence in particular — are quintessentially executive functions. See, e.g., The 
Federalist No. 64, at 435 (John Jay) (Jacob E. Cooke ed. 1961) (“The convention have done well 
therefore in so disposing of the power of making treaties, that although the president must in 
forming them act by the advice and consent of the senate, yet he will be able to manage the 
business of intelligence in such manner as prudence may suggest.”); see aim Timely Notification 
Requirement Op., 10 Op. O.L.C. at 165; cf. New York Times Co. v. United States, 403 U.S. 713, 
729-30 (1971) (Stewart, J., concurring) (“[l]t is the constitutional duty of the Executive — as a 
matter of sovereign prerogative and not as a matter of law as the courts know law — through the 
promulgation and enforcement of executive regulations, to proteet the confidentiality neeessary 
to carry out its responsibilities in the field of international relations and national defense ”). 
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Because Congress has rarely attempted to intrude in this area and because many of these 
questions are not susceptible to judicial review, there are few guideposts for detemiining exactly 
where the line defining the President’s sphere of exclusive authority lies. Typically, if a statute 
is in danger of encroaching upon exclusive powers of the President, the courts apply the 
constitutional avoidance canon, if a construction avoiding the constitutional issue is “fairly 
possible.” See, e.g.. Egan, 484 U.S. at 527, 530. The only court that squarely has addressed the 
relative powers of Congress and the President in this field suggested that the balance tips 
decidedly in the President’s favor. The Foreign Intelligence Surveillance Court of Review 
recently noted that all courts to have addressed the issue of the President’s inherent authority 
have “held that the President did have inherent authority to conduct warrantless searches to 
obtain foreign intelligence information.” In re Sealed ('ane, 3 10 F.3d 717, 742 (Foreign Intel. 
Surv. Ct. of Rev. 2002). On the basis of that unbroken line of precedent, the court “[took] for 
granted that the President does have that authority,” and concluded that, “assuming that is so, 
FISA could not encroach on the President’s constitutional power,” Id. Although the court did 
not provide extensive analysis, it is the only judicial statement on point, and it comes from the 
specialized appellate court created expressly to deal with foreign intelligence issues under FISA. 

But the NSA activities are not simply exercises of the President’s general foreign affairs 
powers. Rather, they are primarily an exercise of the President’s authority as Commander in 
Chief during an armed conflict that Congress expressly has authorized the President to pursue. 
The NSA activities, moreover, have been undertaken specifically to prevent a renewed attack at 
the hands of an enemy that has already inflicted the single deadliest foreign attack in the Nation’s 
history. The core of the Commander in Chief power is the authority to direct the Armed Forces 
in conducting a military campaign. Thus, the Supreme Court has made clear that the “President 
alone” is “constitutionally invested with the entire charge of hostile operations.” Hamillon v. 
Dillin, 88 U.S. (21 Wall.) 73, 87 (1874); The Federalist No. 74, at 500 (Alexander Hamilton), 
“As commander-in-chief, [the President] is authorized to direct the movements of the naval and 
military forces placed by law at his command, and to employ them in the manner he may deem 
most effectual to harass and conquer and subdue the enemy.” Fleming v. Page, 50 U.S. (9 How.) 
603, 615 (1850). As Chief Justice Chase explained in 1866, although Congress has authority to 
legislate to support the prosecution of a war. Congress may not ‘Interferef] with the command of 
the forces and the conduct of campaigns. That power and duty belong to the President as 
commander-in-chief” Ex parte Milligan, 71 U.S. (4 Wall.) 2, 139 (1866) (Chase, C.J., 
concurring in judgment) (emphasis added). 

The Executive Branch uniformly has construed the Commander in Chief and foreign 
affairs powers to grant the President authority that is beyond the ability of Congress to regulate. 
In 1860, Attorney General Black concluded that an act of Congress, if intended to constrain the 
President’s discretion in assigning duties to an officer in the army, would be unconstitutional: 

As commander-in-chief of the army it is your right to decide according to your 


’ ^ In the past, other courts liave declined to express a view on that issue one way or the other. See, e.g. . 
Ihilenko, 494 F.2d at 601 (“We do not intimate, at lliis lime, any view vvlialsocvcr as the proper resolution of the 
possible clash of the constitutional powers of the President and Congress.”). 
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own j udgment what officer shall perform any particular duty, and as the supreme 
executive magistrate you have the power of appointment. Congress could not, if 
it would, take away from the President, or in anywise diminish the authority 
conferred upon him by the Constitution. 

Memorial of Captain Meigs, 9 Op. Att'y Gen. 462, 468 (1860), Attorney General Black went on 
to explain that, in his view, the statute involved there could probably be read as simply providing 
“a recommendation” that the President could decline to follow at his discretion. Id. at 469-70. 

Supreme Court precedent does not support claims of congressional authority over core 
military decisions during armed conflicts. In particular, the two decisions of the Supreme Court 
that address a conflict between asserted wartime powers of the Commander in Chief and 
congressional legislation and that resolve the conflict in favor of Congress — Little v. Barreme, 6 
U.S. (2 Cranch) 170 (1804), and Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579 
(1952) — are both distinguishable from the situation presented by the NSA activities in the 
conflict with al Qaeda. Neither supports the constitutionality of the restrictions in FISA as 
applied here. 

Barreme involved a suit brought to recover a ship seized by an officer of the U.S. Navy 
on the high seas during the so-called “Quasi War” with France in 1799. The seizure had been 
based upon the officer's orders implementing an act of Congress suspending commerce between 
the United States and France and authorizing the seizure of American ships bound to a French 
port. The ship in question was suspected of sailing^ow a French port. The Supreme Court held 
that the orders given by the President could not authorize a seizure beyond the terms of the 


Executive practice recognizes, consistent with the Constitution, some congressional control over the 
Executive's decisions concerning the Armed Forces. See, e.g.. U.S. Const, art. I. § 8. cl. 12 (granting Congress 
power “lo raise and support Armies")- But such examples liave not involved congressional allempls lo regulate Ihe 
actual conduct of a militar}^ campaign, and there is no comparable tcxmal support for such interference. For 
example, just before World War II, Attorney General Robert Jackson concluded tliat tlie Neutrality Act proliibited 
President Roosevelt from selling certain armed naval vessels and sending them to Great Britain. See AcquisHkm of 
Naval and Air Bases in Exchange for 0\’er-Age Destroyers. 39 Op. Att’y Gen. 484. 496 (1940). Jackson’s apparent 
conclusion Ural Congress could control the President’s ability lo Irarrsfer war rruUerial docs not irrrply acceptance of 
direct congressional regulation of the Commander in Chiefs control of the means and methods of engaging the 
enemy in conflict. Similarly, in Youngstown Sheet & Tube Co. v. Sawyer, the Tmman Administration readily 
conceded tlial, if Congress liad proliibited the seizure of steel mills by statute, Congress’s action would liavc been 
controlling. See Brief for Petitioner at 150, Youngstown. 343 U.S. 579 (1952) (Nos. 744 and 745). This concession 
implies notliing concerning congressiontil control over the methods of engaging the enemy. 

Likewise, tlie fact that tlie Executive Branch lias, at times, sought congressional ratification after taking 
unilateral action in a wartime emergency does not leflect a concession tliat the Executive lacks authority in tliis area. 
A decision to seek congressional support can be prompted by many motivations, including a desire for political 
support. In modern times, several administrations hav'e sought congressional autliorization for the use of military 
force while preserving the ability' to assert the unconstimtionality' of the War Powers Resolution. See, e.g., 

Statement on Signing the Resolution Authorizing the Use of Military! Force Against Iraq, l Pub. Papers of George 
Bush 40 (1991) ("IMIy request for congressional support did not . . . constitute any cliange in the long-standing 
positions of the executive branch on cither the President's constitutional authority' to use the Armed Forces to defend 
vital U.S. interests or the constitutionality’ of tlie War Powers Resolution.”). Moreover, many actions for wliich 
congressional support lias been sought — such as President Lincoln’s action in raising an Army in 1861 — quite lilvcly 
fall primarily under Congress’s core Article T powers. 
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statute and therefore that the seizure of the ship not in fact bound /o a French port was unlawful. 
See 6 U.S. at 177-78. Although some commentators have broadly characterized Barreme as 
standing for the proposition that Congress may restrict by statute the means by which the 
President can direct the Nation’s Armed Forces to carry on a war, the Court’s holding was 
limited in at least two significant ways. First, the operative section of the statute in question 
applied only to American merchant ships. See id. at 1 70 (quoting Act of February 9, 1 799). 
Thus, the Court simply had no occasion to rule on whether, even in the limited and peculiar 
circumstances of the Quasi War, Congress could have placed some restriction on the orders the 
Commander in Chief could issue concerning direct engagements with enemy forces. Second, it 
is significant that the statute in Barreme was cast expressly, not as a limitation on the conduct of 
warfare by the President, but rather as regulation of a subject within the core of Congress’s 
enumerated powers under Article I — the regulation of foreign commerce. See U.S. Const., art. I, 
§ 8, cl. 3 . The basis of Congress’ s authority to act was therefore clearer in Barreme than it is 
here. 


Youngstown involved an effort by the President — in the face of a threatened work 
stoppage — to seize and to run steel mills. Congress had expressly considered the possibility of 
giving the President power to effect such a seizure during national emergencies. It rej ected that 
option, however, instead providing different mechanisms for resolving labor disputes and 
mechanisms for seizing industries to ensure production vital to national defense. 

For the Court, the connection between the seizure and the core Commander in Chief 
function of commanding the Armed Forces was too attenuated. The Court pointed out that the 
case did not involve authority over “day-to-day fighting in a theater of war.” Id. at 587. Instead, 
it involved a dramatic extension of the President’s authority over military operations to exercise 
control over an industry that was vital for producing equipment needed overseas. Justice 
Jackson’s concurring opinion also reveals a concern for what might be tenned foreign-to- 
domestic presidential bootstrapping. The United States became involved in the Korean conflict 
through President Truman’s unilateral decision to commit troops to the defense of South Korea. 
The President then claimed authority, based upon this foreign conflict, to extend presidential 
control into vast sectors of the domestic economy. Justice Jackson expressed “alarm)]” at a 
theory under which “a President whose conduct of foreign affairs is so largely uncontrolled, and 
often even is unknown, can vastly enlarge his mastery over the internal affairs of the country by 
his own commitment of the Nation’s armed forces to some foreign venture.” Id. at 642. 

Moreover, President Truman’s action extended the President’s authority into a field that 
the Constitution predominantly assigns to Congress. See id. at 588 (discussing Congress’s 
commerce power and noting that “[t]he Constitution does not subject this lawmaking power of 
Congress to presidential or military supervision or control”); see also id. at 643 (Jackson, J., 
concurring) (explaining that Congress is given express authority to ‘“raise and support Armies’” 
and ‘“to provide and maintain a Navy’”) (quoting U.S. Const, art. I, § 8, els. 12, 13). Thus, 
Youngstown involved an assertion of executive power that not only stretched far beyond the 
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President’s core Commander in Chief functions, but that did so by intruding into areas where 
Congress had been given an express, and apparently dominant, role by the Constitution. 

The present situation differs dramatically. The exercise of executive authority involved 
in the NSA activities is not several steps removed from the actual conduct of a military 
campaign. As explained above, it is an essential part of the military campaign. Unlike the 
activities at issue in Youngstown, the NSA activities are directed at the enemy, and not at 
domestic activity that might incidentally aid the war effort. And assertion of executive authority 
here does not involve extending presidential power into areas reserved for Congress. Moreover, 
the theme that appeared most strongly in Justice Jackson’s concurrence in Youngstown the fear 
of presidential bootstrapping — does not apply in this context. Whereas President Truman had 
used his inherent constitutional authority to commit U S. troops, here Congress expressly 
provided the President sweeping authority to use “all necessary and appropriate force” to protect 
the Nation from further attack. AUMF § 2(a). There is thus no bootstrapping concern. 

Finally, Youngstown cannot be read to suggest that the President’s authority for engaging 
the enemy is less extensive inside the United States than abroad. To the contrary, the extent of 
the President’s Commander in Chief authority necessarily depends on where the enemy is found 
and where the battle is waged. In World War II, for example, the Supreme Court recognized that 
the President’s authority as Commander in Chief, as supplemented by Congress, included the 
power to capture and try agents of the enemy in the United States, even if they never had 
“entered the theatre or zone of active military operations.” Quirin, 317 U S. at 38.^^ In the 
present conflict, unlike in the Korean War, the battlefield was brought to the United States in the 
most literal way, and the United States continues to face a threat of further attacks on its soil. In 
short, therefore, Youngstown does not support the view that Congress may constitutionally 
prohibit the President from authorizing the NSA activities. 

The second serious constitutional question is whether the particular restrictions imposed 
by FISA would impermissibly hamper the President’s exercise of his constitutionally assigned 
duties as Commander in Chief. The President has determined that the speed and agility required 
to carry out the NSA activities successfully could not have been achieved under FISA. 

Because the President also has determined that the NSA activities are necessary to the defense of 


Youngstown docs dcinonslralc lhal the mere fad that Executive action might be placed in Justice 
Jacksoif s categoty III does not obviate the need for further analysis. Justice Jackson’s framework therefore 
recognizes tliat Congress might impermissibly interfere with the President’s authority as Commander in Cliief or to 
conduct the Nation’s forcign affairs. 

' ■' It had been rccogni/.cd long before Yoimgsiown that, in a large-scale conflict, the area of operations 
could readily extend to the continental United States, even when there arc no major engagements of anned forces 
here. Thus, in the conle-\l of llie trial of a Gennaii officer for spying in World Warl, it was recognized dial "Iwlilli 
the progress made in obtaining ways and means for devastation and destmetion. the territoty of the United States 
was certainly witliin tlie field of active operations” during the war. particularly in tlie port of New York, and tliat a 
spy in the United Slates might easily liavc aided the “liostilc operation” of U-boats off the coast. United Stales ex 
rel. Wessels v. McDonaki 265 F. 7M, 764 (E.D.N.Y. 1920). 

In order to avoid further compromising vital national security activities, a full C-\planalion of the basis 
for the President’s determination cannot be given in an unclassified document. 


34 



133 


the United States from a subsequent terrorist attack in the armed conflict with al Qaeda, FISA 
would impermissibly interfere with the President’s most solemn constitutional obligation — to 
defend the United States against foreign attack. 

Indeed, if an interpretation of FISA that allows the President to conduct the NSA 
activities were not “fairly possible,” FISA would be unconstitutional as applied in the context of 
this congressionally authorized armed conflict. In that event, FISA would purport to prohihH the 
President from undertaking actions necessary to fulfill his constitutional obligation to protect the 
Nation from foreign attack in the context of a congressionally authorized armed conflict with an 
enemy that has already staged the most deadly foreign attack in our Nation’s history. A statute 
may not “impede the President’s ability to perform his constitutional duty,” Morrison v. Olson, 
487 U S. 654, 691 (1 988) (emphasis added); see also id. at 696-97, particularly not the 
President’s most solemn constitutional obligation — the defense of the Nation. See also In re 
Sealed (xise, 310 F. 3d at 742 (explaining that “FISA could not encroach on the President’s 
constitutional power”). 

Application of the avoidance canon would be especially appropriate here for several 
reasons beyond the acute constitutional crises that would otherwise result. First, as noted, 
Congress did not intend FISA to be the final word on electronic surveillance conducted during 
armed conflicts. Instead, Congress expected that it would revisit the subject in subsequent 
legislation. Whatever intent can be gleaned from FISA’s text and legislative history to set forth a 
comprehensive scheme for regulating electronic surveillance during peacetime, that same intent 
simply does not extend to armed conflicts and declared wars. Second, FISA was enacted 
during the Cold War, not during active hostilities with an adversary whose mode of operation is 
to blend in with the civilian population until it is ready to strike. These changed circumstances 
have seriously altered the constitutional calculus, one that FISA’s enactors had already 
recognized might suggest that the statute was unconstitutional. Third, certain technological 
changes have rendered FISA still more problematic. As discussed above, when FISA was 
enacted in 1 978, Congress expressly declined to regulate through FISA certain signals 
intelligence activities conducted by the NSA. See , supra, atpp. 18-19 &n. 6.™ These same 
factors weigh heavily in favor of concluding that FISA would be unconstitutional as applied to 
the current conflict if the canon of constitutional avoidance could not be used to head off a 
collision between the Branches. 


FISA exempts the President from its procedures for fifteen days following a congressional declaration of 
war. See 50 U.S.C. § 1811. If ;m adversary succeeded in a decapitation strilce, preventing Congress from declaring 
war or passing subsequent authori/ing Icgislalion, it seems clear lhat FISA could not constitutionally continue to 
apply in such circunrstarrees. 

Since FISA’s errachrrerrt in 1978. the rnearrs of trarrsrrritthrg corrurrunicatiorrs has undergone exterrsive 
transfonrration. In particular, many coimnunications tliat would liave been carried by wire are now transmitted 
through the air, and many communications that would haw been carried by radio signals (including by satellite 
transmissiorrs) are now' transmitted by fiber optic cables. It is such teclmological adr'ancements that have broadened 
FISA’s rcacli, not any particularized congrcssionaljudgmcnt tliat the NSA’s traditional activities m nitcrccpting 
such international communications should be subject to FlSA's procedures. A full explanation of these 
technological changes w'ould reqirire a discussion of classified infonnation. 

35 



134 


A 


* 


As explained above, FISA is best interpreted to allow a statute such as the AUMF to 
authorize electronic surveillance outside FISA’ s enumerated procedures. The strongest 
counterarguments to this conclusion are that various provisions in FISA and title 18, including 
section 1 1 1 of FISA and section 25 1 1 (2)(f) of title 18, together require that subsequent 
legislation must reference or amend FISA in order to authorize electronic surveillance outside 
FlSA’s procedures and that interpreting the AUMF as a statute authorizing electronic 
surveillance outside FISA procedures amounts to a disfavored repeal by implication. At the very 
least, however, interpreting FISA to allow a subsequent statute such as the AUMF to authorize 
electronic surveillance without following FlSA’s express procedures is “fairly possible,” and that 
is all that is required for purposes of invoking constitutional avoidance. In the competition of 
competing canons, particularly in the context of an ongoing armed conflict, the constitutional 
avoidance canon carries much greater interpretative force. 

IV. The NSA Activities Are Consistent With the Fourth Amendment 

The Fourth Amendment prohibits “unreasonable searches and seizures” and directs that 
“no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and 


If the text of FISA were clear that nothing other tliiin an amendment to FISA could authorize additiomil 
electronic surv'eillance, tlte AUMF would impliedly repeal as much of FISA as would prevent the President from 
using "cUl necessary' and appropriate force'' in order to prevent al Qaeda and its idhes from launclhng another 
icrrorisl ailack against (he United Stales. To be sure, repeals by implication arc disfavored and arc generally not 
found whenevertwo statutes are “capable of co-existence." Ruckelshaiis v. Monsanto Co., 467 U.S. 986, 1018 
(1984). Under lliis standard, an implied repeal may be found where one statute would "unduly interfere with" the 
operation of another. Radzanower v. Touche Ross 8 l Co., 426U.S. 148. 156(1976). The President's determination 
that electronic sinveillance of al Qaeda outside tire confines of FISA was “necessary' and appropriate" would create a 
clear conflict between the AUMF and FISA. FlSA's restrictions on the use of electronic sur\’eillance would 
preclude the President from doing what the AUMF specifically authorized him to do: use all “necessary' and 
appropriate force" to prevent al Qaeda from carry ing out future attacks against the United States. The ordinary' 
restrictions in FISA camiol continue to apply if the AUMF is to liavc its full effect; those constraints would "unduly 
interfere" with the operation of the AUMF. 

Contrary to the recent suggestion made by several law' professors and former government officials, the 
ordinary' presimiption against miplied repeals is overcome here. Cf. Letter to tlte Hon. Bill Frist, Majority' Leader. 
U.S. Senate, from Professor Curtis A. Bradley cl al. al 4 (Jan. 9, 2006). First, like other canons of statutory' 
construction, the canon against implied repeals is simply a presumption that may be rebutted by otherfactors, 
including conflicting canons. Connecticut National Bank v. Germain, 503 U.S. 249,253 {\992): see also 
Chickasaw Nation v. United Stales, 534 U.S. 84, 94 (2001); Circuit City Stores, Inc. v. Adams, 532 U.S. 105, 115 
(200 1). Indeed, the Supreme Court has declined to apply the ordinary' presiunption against implied repeals w here 
other canons apply and suggest the opposite result. See Montana v. Blackfeet Tribe of Indians, 471 U.S. 759, 765-66 
( 1 985). Moreover, Blackfeet suggests that where the presumption against implied repeals would conflict with other, 
more compelling interpretive imperatives, it simply does not apply at all. See 471 U.S. at 766. Here, in light of the 
constitutional avoidance canon, which imposes the overriding imperative to use the tools of stahitory' interpretation 
to avoid constitutional conflicts, tire implied repeal canon either w ould not apply at all or w ould apply with 
significanlly reduced force. Second, the AUMF w-as enacted during an acute national emergency, where the type of 
deliberation and detail normally required for application of the canon against implied repeals was neither practical 
nor w'arranted. As discussed above, in tliese circimistances. Congress camiot be expected to work tlrrough every' 
potential implication of the U.S. Code and to define w ilh particularity each of the traditional incidents of the use of 
force available to the President. 
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particularly describing the place to be searched, and the persons or things to be seized.” U.S. 
Const, amend. IV. The touchstone for review of government action under the Fourth 
Amendment is whether the search is “reasonable.” See, e.g., Vemonia Sch. Dist. v. Acton, 515 
U.S. 646, 653 (1995). 

As noted above, see Part 1, all of the federal courts of appeals to have addressed the issue 
have affirmed the President’s inherent constitutional authority to collect foreign intelligence 
without a warrant. See In re Sealed Case, 3 1 0 F. 3d at 742. Properly understood, foreign 
intelligence collection in general, and the NSA activities in particular, fit within the “special 
needs” exception to the warrant requirement of the Fourth Amendment. Accordingly, the mere 
fact that no warrant is secured prior to the surveillance at issue in the NSA activities does not 
suffice to render the activities unreasonable. Instead, reasonableness in this context must be 
assessed under a general balancing approach, “‘by assessing, on the one hand, the degree to 
which it intrudes upon an individual’s privacy and, on the other, the degree to which it is needed 
for the promotion of legitimate governmental interests.’” United States v. Knights, 534 U.S. 112, 
118-19 (2001) (quoting Wyoming v. Houghton, 526 U.S. 295, 300 (1999)). The NSA activities 
are reasonable because the Government’s interest, defending the Nation from another foreign 
attack in time of armed conflict, outweighs the individual privacy interests at stake, and because 
they seek to intercept only international communications where one party is linked to al Qaeda or 
an affiliated terrorist organization. 

A. The Warrant Requirement of the Fourth Amendment Does Not 
Apply to the NSA Activities 

In “the criminal context,” the Fourth Amendment reasonableness requirement “usually 
requires a showing of probable cause” and a warrant. Board ofEduc. y. Earls, 536 U.S. 822, 828 
(2002). The requirement of a warrant supported by probable cause, however, is not universal. 
Rather, the Fourth Amendment’s “central requirement is one of reasonableness,” and the rules 
the Court has developed to implement that requirement “[s]ometimes . . . require warrants.” 
Illinois V. McArthur, 53 1 U.S. 326, 330 (2001); see also, e.g., Earls, 536 U.S. at 828 (noting that 
the probable cause standard “is peculiarly related to criminal investigations and may be unsuited 
to determining the reasonableness of administrative searches where the Government seeks to 
prevent the development of hazardous conditions”) (internal quotation marks omitted). 

In particular, the Supreme Court repeatedly has made clear that in situations involving 
“special needs” that go beyond a routine interest in law enforcement, the warrant requirement is 
inapplicable. See Vernonia, 515 U.S. at 653 (there are circumstances “‘when special needs, 
beyond the normal need for law enforcement, make the warrant and probable-cause requirement 
impracticable’”) (quoting Griffin v. Wisconsin, 483 U.S. 868, 873 (1987)); see also McArthur, 

531 U.S. at 330 (“When faced with special law enforcement needs, diminished expectations of 
privacy, minimal intrusions, or the like, the Court has found that certain general, or individual, 
circumstances may render a warrantless search or seizure reasonable ”). It is difficult to 
encapsulate in a nutshell all of the different circumstances the Court has found to qualify as 
“special needs” justifying warrantless searches. But one application in which the Court has 
found the warrant requirement inapplicable is in circumstances in which the Government faces 
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an increased need to be able to react swiftly and flexibly, or when there are at stake interests in 
public safety beyond the interests in ordinary law enforcement. One important factor in 
establishing “special needs” is whether the Government is responding to an emergency that goes 
beyond the need for general crime control. See In re Sealed Case, 3 10 F. 3d at 745-46. 

Thus, the Court has permitted warrantless searches of property of students in public 
schools, see New Jersey v. T.L.O., 469 U.S. 325, 340 (1985) (noting that warrant requirement 
would “unduly interfere with the maintenance of the swift and informal disciplinary procedures 
needed in the schools”), to screen athletes and students involved in extracurricular activities at 
public schools for drug use, see Venionia, 51 5 U.S. at 654-55; Carls, 536 U.S. at 829-38, to 
conduct drug testing of railroad personnel involved in train accidents, see Skinner v. Railway 
Labor Executives ’ Ass 'n, 489 U.S. 602, 634 (1 989), and to search probationers’ homes, see 
Griffin, 483 U.S. 868. Many special needs doctrine and related cases have upheld suspicionless 
searches or seizures. See, e.g., Illinois v. Lidsier, 540 U.S. 419, 427 (2004) (implicitly relying on 
special needs doctrine to uphold use of automobile checkpoint to obtain information about recent 
hit-and-run accident); Earls, 536 U.S. at 829-38 (suspicionless drug testing of public school 
students involved in extracurricular activities); Michigan Dep 't of State Police v. Site, 496 U.S. 
444, 449-55 (1990) (road block to check all motorists for signs of drunken driving); United 
States V. Martinez-Fuerte, 428 U.S. 543 (1976) (road block near the border to check vehicles for 
illegal immigrants); cf. In re Sealed Case, 310 F.3d at 745-46 (noting that suspicionless searches 
and seizures in one sense are a greater encroachment on privacy than electronic surveillance 
under FISA because they are not based on any particular suspicion, but “[o]n the other hand, 
wiretapping is a good deal more intrusive than an automobile stop accompanied by 
questioning”). To fall within the “special needs” exception to the warrant requirement, the 
purpose of the search must be distinguishable from ordinary general crime control. See, e.g., 
Ferguson V. Charleston, 532 U.S. 67 (2001); City of Indianapolis v. FAmond, 531 U.S. 32, 41 
( 2000 ). 


Foreign intelligence collection, especially in the midst of an armed conflict in which the 
adversary has already launched catastrophic attacks within the United States, fits squarely within 
the area of “special needs, beyond the normal need for law enforcement’ where the Fourth 
Amendment’s touchstone of reasonableness can be satisfied without resort to a warrant. 
Vernonia, 5 1 5 U.S. at 653. The Executive Branch has long maintained that collecting foreign 
intelligence is far removed from the ordinary criminal law enforcement action to which the 
warrant requirement is particularly suited. ,See, e.g.. Amending the Foreign Intelligence 
Surveillance Act: Hearings Before the House Permanent Select Comm, on Intelligence, 103d 
Cong. 2d Sess. 62, 63 (1994) (statement of Deputy Attorney General Jamie S. Gorelick) (“[I]t is 
important to understand that the rules and methodology for criminal searches are inconsistent 
with the collection of foreign intelligence and would unduly frustrate the President in carrying 
out his foreign intelligence responsibilities. . . . [W]e believe that the warrant clause of the 
Fourth Amendment is inapplicable to such [foreign intelligence] searches.”); .see also In re 
Sealed Case, 310 F. 3d 745. The object of foreign intelligence collection is securing information 
necessary to protect the national security from the hostile designs of foreign powers like al 
Qaeda and affiliated terrorist organizations, including the possibility of another foreign attack on 
the United States. In foreign intelligence investigations, moreover, the targets of surveillance 
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often are agents of foreign powers, including international terrorist groups, who may be specially 
trained in concealing their activities and whose activities may be particularly difficult to detect. 
The Executive requires a greater degree of flexibility in this field to respond with speed and 
absolute secrecy to the ever-changing array of foreign threats faced by the Nation.^^ 

In particular, the NSA activities are undertaken to prevent further devastating attacks on 
our Nation, and they serve the highest government purpose through means other than traditional 
law enforcement.^^ The NSA activities are designed to enable the Government to act quickly 
and flexibly (and with secrecy) to find agents of al Qaeda and its affiliates — an international 
terrorist group which has already demonstrated a capability to infiltrate American communities 
without being detected — in time to disrupt future terrorist attacks against the United States. As 
explained by the Foreign Intelligence Surveillance Court of Review, the nature of the 
“emergency” posed by al Qaeda “takes the matter out of the realm of ordinary crime control .” In 
re Sealed Case, 3 10 F. 3d at 746. Thus, under the “special needs” doctrine, no warrant is 
required by the Fourth Amendment for the NSA activities. 

B. The NSA Activities Are Reasonable 

As the Supreme Court has emphasized repeatedly, “[t]he touchstone of the Fourth 
Amendment is reasonableness, and the reasonableness of a search is detennined by assessing, on 
the one hand, the degree to which it intrudes upon an individual’s privacy and, on the other, the 
degree to which it is needed for the promotion of legitimate governmental interests.” Knights, 
534 U.S. at 1 18-19 (quotation marks omitted); see also Earls, 536 U S. at 829. The Supreme 
Court has found a search reasonable when, under the totality of the circumstances, the 
importance of the governmental interests outweighs the nature and quality of the intrusion on the 
individual’s Fourth Amendment interests. See Knights, 534 U.S. at 118-22. Under the standard 


Even in the domestic context, the Supreme Court has recognized that there may be significant 
distinctions between wiretapping for ordinaiy law enforcement purposes and domestic national security sun eillance. 
See UnUeci Stales v. Unilec/ Slates District Court., 407 U.S. 297, 322 (1972) CKeilh’’) (C-Xplainiiig llial "the focus of 
domestic [security] surv eillance may be less precise than that directed against more conventional ty pes of crime'' 
because often "Uic cmpliasis of domestic intelligence gathering is on the prevention of unlawful aclivitv or the 
enhancement of the Government's preparedness for some possible future crisis or emergency"); see also United 
States V. Duggan. 743 F.2d 59. 72 (2d Cir. 1984) (reading to recognize that ''the gov'emmental interests 
presented in national security investigations differ subslanlially from Uiose presented in traditional criminal 
iiTV'estigations”). Although the Court in Keith held that the Fourth Amendment's warrant requirement does apply to 
investigations of purely domestic threats to ntitioiiiil security — such as domestic terrorism, it suggested that Congress 
consider establishing a lower standard for such warrants than that set forth in Title ITT. See id. at 322-23 (advising 
tliat "different standards” from tliose applied to traditional law enforcement "may- be compatible witli the Fourtli 
Amendment if they are reasoiicible botli in reUition to the legitimate need of the Government for intelligence 
infonnaiion and the protected rights of our citizens”). Keith's emphasis on the need for flexibility applies with even 
greater force to siuv’eillance directed 'dt foreign threats to national security. See S. Rep. No. 95-701, at 16 (“Far 
more than in domestic security matters, foreign counterintelligence investigations arc ‘long range' and im olve ‘the 
interrelation of various sources and types of infonnation.'") (quoting Keith, 407 U.S. at 322). And flexibility is 
particularly essential here, where the purpose of the NSA activities is to pre\ ent another armed attack against the 
United States. 

■' Tliis is not to say tliat traditional law enforcement lias no role in protecting the Nation from attack. The 
NSA activities, however, are not directed at bringing criminals to justice but at detecting and preventing plots by a 
declared enemy of the United States to attack it again. 
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balancing of interests analysis used for gauging reasonableness, the NSA activities are consistent 
with the Fourth Amendment. 

With respect to the individual privacy interests at stake, there can be no doubt that, as a 
general matter, interception of telephone communications implicates a significant privacy 
interest of the individual whose conversation is intercepted. The Supreme Court has made clear 
at least since Kalz v. United Stales, 389 U S. 347 (1967), that individuals have a substantial and 
constitutionally protected reasonable expectation of privacy that their telephone conversations 
will not be subject to governmental eavesdropping. Although the individual privacy interests at 
stake may be substantial, it is well recognized that a variety of governmental interests — including 
routine law enforcement and foreign-intelligence gathering — can overcome those interests. 

On the other side of the scale here, the Government’s interest in engaging in the NSA 
activities is the most compelling interest possible — securing the Nation from foreign attack in the 
midst of an armed conflict. One attack already has taken thousands of lives and placed the 
Nation in state of armed conflict. Defending the Nation from attack is perhaps the most 
important function of the federal Government — and one of the few express obligations of the 
federal Government enshrined in the Constitution. See U S. Const, art. TV, § 4 (“The United 
States shall guarantee to every State in this Union a Republican Form of Government, and shall 
protect each of them against Invasion . . . .”) (emphasis added); The Prize Cases, 67 US. (2 
Black) 635, 668 (1863) (“If war be made by invasion of a foreign nation, the President is not 
only authorized but bound to resist force by force.”). As the Supreme Court has declared, “[i]t is 
‘obvious and unarguable’ that no governmental interest is more compelling than the security of 
the Nation.” Haigv. Agee, 453 U.S. 280, 307 (1981). 

The Government’ s overwhelming interest in detecting and thwarting further al Qaeda 
attacks is easily sufficient to make reasonable the intrusion into privacy involved in intercepting 
one-end foreign communications where there is “a reasonable basis to conclude that one party to 
the communication is a member of al Qaeda, affiliated with al Qaeda, or a member of an 
organization affiliated with al Qaeda.” Press Briefing by Attorney General Alberto Gonzales and 
General Michael Hayden, Principal Deputy Director for National Intelligence, available at 
http://www.whitehouse.gOv/news/releases/2005/12/20051219-l.html (Dec. 19, 2005) (statement 
of Attorney General Gonzales); cf. Edmond, 53 1 U.S. at 44 (noting that “the Fourth Amendment 
would almost certainly permit an appropriately tailored roadblock set up to thwart an imminent 
terrorist attack” because “[t]he exigencies created by th[at] scenario[] are far removed” from 
ordinary law enforcement). The United States has already suffered one attack that killed 
thousands, disrupted the Nation’s financial center for days, and successfully struck at the 
command and control center for the Nation’s military. And the President has stated that the NSA 
activities are “critical” to our national security. Press Conference of President Bush (Dec. 1 9, 
2005). To this day, finding al Qaeda sleeper agents in the United States remains one of the 
preeminent concerns of the war on terrorism. As the President has explained, “[t]he terrorists 
want to strike America again, and they hope to inflict even more damage than they did on 
September 11th.” Id. 
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Of course, because the magnitude of the Government’s interest here depends in part upon 
the threat posed by al Qaeda, it might be possible for the weight that interest carries in the 
balance to change over time. It is thus significant for the reasonableness of the NSA activities 
that the President has established a system under which he authorizes the surveillance only for a 
limited period, typically for 45 days. This process of reauthorization ensures a periodic review 
to evaluate whether the threat from al Qaeda remains sufficiently strong that the Government’s 
interest in protecting the Nation and its citizens from foreign attack continues to outweigh the 
individual privacy interests at stake. 

Finally, as part of the balancing of interests to evaluate Fourth Amendment 
reasonableness, it is significant that the NSA activities are limited to intercepting international 
communications where there is a reasonable basis to conclude that one party to the 
communication is a member or agent of al Qaeda or an affiliated terrorist organization. This 
factor is relevant because the Supreme Court has indicated that in evaluating reasonableness, one 
should consider the “efficacy of fthe] means for addressing the problem.” Vernonia, 515 U.S. at 
663; see also Earls, 536 U.S. at 834 (“Finally, this Court must consider the nature and 
immediacy of the government’s concerns and the efficacy of the Policy in meeting them.”). That 
consideration does not mean that reasonableness requires the “least intrusive” or most “narrowly 
tailored” means for obtaining information. To the contrary, the Supreme Court has repeatedly 
rejected such suggestions. See, e.g., Earls, 536 U.S. at 837 (“[T]his Court has repeatedly stated 
that reasonableness under the Fourth Amendment does not require employing the least intrusive 
means, because the logic of such elaborate less-restrictive-alternative arguments could raise 
insuperable barriers to the exercise of virtually all search-and-seizure powers ”) (internal 
quotation marks omitted); Vernonia, 515 U.S. at 663 (“We have repeatedly refused to declare 
that only the ‘least intrusive’ search practicable can be reasonable under the Fourth 
Amendment”). Nevertheless, the Court has indicated that some consideration of the efficacy of 
the search being implemented — that is, some measure of fit between the search and the desired 
objective — is relevant to the reasonableness analysis. The NSA activities are targeted to 
intercept international communications of persons reasonably believed to be members or agents 
of al Qaeda or an affiliated terrorist organization, a limitation which further strongly supports the 
reasonableness of the searches. 

In sum, the NSA activities are consistent with the Fourth Amendment because the 
warrant requirement does not apply in these circumstances, which involve both “special needs” 
beyond the need for ordinary law enforcement and the inherent authority of the President to 
conduct warrantless electronic surveillance to obtain foreign intelligence to protect our Nation 
from foreign armed attack. The touchstone of the Fourth Amendment is reasonableness, and the 
NSA activities are certainly reasonable, particularly taking into account the nature of the threat 
the Nation faces. 


Conclusion 

For the foregoing reasons, the President — in light of the broad authority to use military 
force in response to the attacks of September I Ith and to prevent further catastrophic attack 
expressly conferred on the President by the Constitution and confirmed and supplemented by 
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Congress in the AUMF — has legal authority to authorize the NSA to conduct the signals 
intelligence activities he has described. Those activities are authorized by the Constitution and 
by statute, and they violate neither FISA nor the Fourth Amendment. 
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Letter from the Committee on the Judiciary, dated January 19 , 2007 , to the 
Honorable Alberto R. Gonzales, Attorney General of the United States, 
U.S. Department of Justice 
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January 19, 2007 


The Honorable Alberto R. Gonzales 
Attorney General of the United States 
U.S, Department of Justice 
950 Pennsylvania Avenue, NW 
Washington, DC 20530 

Dear Mr. Gonzales; 

We write to ask that you arrange a classified briefing of all of the Members of the House 
Judiciary Committee, along with selected staff with appropriate security clearance, concerning 
the Administration’s new domestic wiretapping program referred To in your January 1 7 letter to 
House and Senate members. While we appreciate your offer to brief the Chair and Ranking 
Member of the Committee, that is insufficient to permit the Committee of principal jurisdiction 
concerning the Foreign Intelligence Surveillance Act (“FISA”) to do our job on behalf of the 
American people. We would note that just last year the Department arranged a classified briefing 
of our Members when you were seeking changes to FISA. 

We would also ask that you provide us with copies of the new court orders, under 
classified cover, so that we may be better informed on the new' program. We would note that the 
Chief Judge of the FISC, U.S. District Judge Colleen Kollar-Kotelly, has no objection to the 
FISC orders being released to us in that manner. 

In your January 17 letter, you staled that you had altered course and decided to seek court 
approval for the wiretapping program conducted by tire National Security Agency. While the 
letter states that the Foreign Intelligence Surveillance Court (“FISC”) issued the necessary orders 
on January 10, a number of important questions remain unanswered. 

For instance, it is unclear whether the FISC issued blanket orders authorizing surveillance 
for groups or categories of individuals. The Department also has not stated whether the 
Administration is engaged in any other surveillance or searches, outside the publicly-known NSA 
program, without judicial review. Finally, your own letter restates the Department’s position that 
the initial program was within the law, raising the question of whether the Administration will 
return to the use of warrantless surveillance at some point in the future. 
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January 19, 2007 


We would appreciate immediate consideration of our request. Please reply through the 
Judiciary Committee office, 2138 Rayburn House Office Building, Washington, DC 20515 (tel: 
202-225-3951; fax: 202-225-7680). 



cc: Honorable Richard A, Hertling 
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Letter from the Committee on the Judiciary, dated February 1 , 2007 , to the 
Honorable Alberto R. Gonzales, Attorney General of the United States, 
U.S. Department of Justice 
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February 1 , 2007 


The Honorable Alberto R. Gonzales 
Attorney General of the United States 
U.S. Department of Justice 
950 Pennsylvania Avenue, NW 
Washington, DC 20530 

Dear Mr. Gonzales: 

We write in an effort to obtain a full briefing of members of the House Judiciary 
Committee concerning the legal orders and related materials concerning the president's 
warrantless wiretapping program. Notwithstanding your proposal to allow Chairman Conyers to 
review these materials, it really is imperative that all members of the Judiciary Committee have 
access to them so that members may perform their oversight function under the law. There is 
little point in allowing only the Chair and Ranking Member to review these materials, when it is 
the entire committee that has oversight responsibility. 

In a January 19. 2007, letter, many cf us requested that you arrange a classified briefing of 
all of the Members of the House Judiciary Committee, along with selected staff with appropriate 
security clearance, concerning the Administration’s new domestic wiretapping program referred 
to in your January 17th letter to House and Senate members. In that same January 19th letter, we 
also requested that you provide us with copies of the new court orders, under classified cover, so 
that we may be better informed on the new program, noting that the Chief Judge of the FISC, 

U.S. DisJrict Judge Colleen Kolliu-Kolelly, has nc objection to the FISC orders bdng released to 
us in that manner. As of today, there has been no response to our requests. 

Important questions regarding the FISA program remain unanswered and responses to our 
requests are critical in order for the Judiciary Committee to properly evaluate the efficacy and 
legitimacy of the warrantless surveillance program. We would appreciate your prompt responses 
to today’s renewed requests. Please reply through the Judiciary Committee office, 2138 Rayburn 

liousf OifitT JJmliiijjg, ’iVashijigiuD, DC 2W15 {Icl: 2U2-Zx5 .^951; liLt; 2P2-225.-?6SC)j. 
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Sincerely, 



cc: Honorable Richard A. Herrling 
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Letter from Richard A. Hertling, Acting Assistant Attorney General, U.S. 
Department of Justice, dated February 9 , 2007 , to the Honorable John 
Conyers, Jr., Chairman, Committee on the Judiciary 



U.S. Department of Justice 

Office of Legi.slative Affairs 


Office of the Assistant Attorney General 


Washington, D.C 20510 

February 9, 2007 


The Honorable John Conyers, Jr. 

Chairman 

Committee on the Judiciary 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

This responds to your letters, dated January 19, 2007 and February 1, 2007, which 
requested a briefing and access to documents for Judiciary Committee members and selected 
staff, regarding the Terrorist Surveillance Program (TSP) and the recent orders of a Judge of the 
Foreign Intelligence Surveillance Court (FISC), dated January 10, 2007, and described in the 
Attorney General’s letter of January 17, 2007. Pursuant to the Committee’s request, we are 
replying through the Judiciary Committee office, and have copied the other Members who joined 
in your letter to us. 

Members of the Intelligence Committees have been read into the TSP, based upon the 
President’s decision, and those Committees have been briefed on the new orders, consistent with 
their oversight authority relating to intelligence matters and the National Security Act. Copies of 
these highly classified documents, specifically the January 10, 2007 orders, the Government’s 
applications and certain of the exhibits attached to the applications, have been provided to both 
Intelligence Committees. We note that these documents contain information involving 
intelligence sources and methods and that the provision of FISA applications to even these 
Committees is an extraordinary action. Moreover, the Intelligence Committees have agreed to 
strict access limitations with respect to these documents, 

The President has further decided to permit you, as Chairman of the Judiciary 
Committee, and Ranking Member Smith, to review these documents at the Intelligence 
Committee’s facility for handling sensitive compartmenled information, and to be briefed about 
the orders of January 10, 2007. This decision does not involve reading you into the TSP. 

Instead, our goal is to provide you and the Ranking Member with information about our legal 
position on the Foreign Intelligence Surveillance Act and the opportunity to review the pertinent 
documents in this matter. 
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The Honorable John Conyers, Jr. 

Page Two 

In the ordinary course, we believe that all Committee members should have access to 
documents and other information we provide in response to Committee requests, but the 
operational character and extraordinary sensitivity of this infonnation do not permit such access 
in this instance. We have, however, t^en the extraordinary step of allowing access to the Chair 
and Ranking Member to highly sensitive documents tliat would normally be reviewed only by 
the Intelligence Committees. We understand that Ranking Member Smith has already received a 
briefing on this matter and has had the opportunity to review the documents at the House 
Permanent Select Committee on Intelligence. We hope that you will avail yourself of the same 
opportunities in the near future. 

We appreciate your interest in this matter and look forward to working with you as 
Chairman of the Committee. Please do not hesitate to contact this office if you would like 
additional assistance regarding this or any other matter. 

Sincerely, 

Richard A. Hertling 

Acting Assistant Attorney General 

Cc: The Honorable Lamar Smith 

Ranking Minority Member 

The Honorable Howard L. Berman 

The Honorable Rick Boucher 

The Honorable Jerrold Nadlcr 

The Honorable Robert C. “Bobby” Scott 

The Honorable Melvin L. Watt 

The Honorable Zoe Lofgren 

The Honorable Sheila Jackson-Lee 

The Honorable Maxine Waters 

The Honorable MaHin T, Meehan 

The Honorable William D. Delahunt 

The Honorable Robert Wexler 

The Honorable Linda T, Sanchez 

The Honorable Steve Cohen 

The Honorable Henry C. “Hank” Johnson, Jr. 

The Honorable Luis V. Gutierrez 
The Honorable Brad Shemian 
The Honorable Anthony D. Weinci' 

The Honorable Adam B. Schiff 
The Honorable Artur Davis 
The Honorable Debbie Wasserman Schultz 
The Honorable Keith Ellison 


2 



148 


Letter from the Committee on the Judiciary, dated May 17 , 2007 , to the 
Honorable Alberto R. Gonzales, Attorney General of the United States, 
U.S. Department of Justice 
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May 17, 2007 



The Honorable Alberto R. Gonzales 
Attorney General of the United States 
U.S, Department of Justice 
950 Pennsylvania Avenue, NW 
Washington, DC 30530 

Dear Mr. Attorney General: 

We are writing about disturbing new revelations concerning NSA domestic wiretapping 
activities and about the Department’s continuing refusal to provide Judiciary Committee 
members with access to information about the current version of the NSA’s wiretapping 
program. Congress’ oversight responsibilities require that, on a confidential basis if necessary, 
you provide answers to the troubling questions that have been raised. 

Former Deputy Attorney General Comey testified this week about a dramatic series of 
events in March, 2004 concerning the Justice Department’s conclusion that a classified 
Administration program, widely believed to be the Terrorist Surveillance Program, was not legal 
as then conducted and that the Department could not certify its legality without alteration. After 
an unsuccessful effort by you and then- White House Chief of Staff Andrew Card to convince 
Attorney General Ashcroft to certify the program lioin his hospital bed, Mr. Comvy oAplainod, 
the program was reauthorized without Department certification, but was subsequently changed 
pursuant to the President’s direction and then certified by the Department. This would appear to 
contradict your testimony to both the House and the Senate in 2006 that there was not serious 
disagreement within the Department about the Teirorist Surveillance Program as confirmed by 
the President in late 2005. The Department has recently stated that you stand by this testimony. 

These facts raise extremely disturbing questions about just what wiretapping or other 
activity was being conducted by the Administration that its own Justice Department lawyers 
concluded had no proper legal basis, in the exercise of its oversight responsibilities, it is crucial 
that Congress ascertain the full picture of what happened. In particular, we ask for a prompt 
response, under classified cover if necessary, to the following questions: 1) Is Mr. Comey’s 
testimony about the events of March, 2004 as provided this week to the Senate Judiciary 
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Committee {a copy of which is enclosed with this letter) accurate and, if not, please explain your 
version of what happened; 2) Was the classified program referred to by Mr. Comey the Terrorist 
Surveillance Program, as it existed prior to the changes made according to the Justice 
Department’s recommendations and, if not, what was the classified program that Mr. Comey was 
referring to? 3) Who was involved in deciding to seek approval from Attorney General Ashcroft 
from his hospital bed and who made the telephone call to arrange your visit to his bedside; 4) 
What was the basis for the Administration’s decision on March 10-11 to continue with the 
program despite the Department’s objections, how long did it so continue. Please provide copies 
of any legal or other memoranda on the subject; 5) What was the basis for the Department’s 
objections to the program. Please provide copies of any Office of Legal Counsel or other 
documents relating to those objections; and 6) What changes were made to the program to 
resolve the Department’s objections? 

We similarly remain extremely concerned about your continuing refusal to provide access 
for House Judiciary Committee members to information on the Administration’s current version 
of the domestic wiretapping program described in your January 1 7, 2007, letter to House and 
Senate members. We believe That your refusal violates applicable legal requirements and 
precedents, and threatens to effectively eliminate meaningful J\idiciary Committee oversight and 
legislative activity concerning this crucial issue. 

Specifically, your January 17 leltei' informed us that the Foreign Intelligence Surveillance 
Court (FISC) had recently issued orders authorizing the government to engage in electronic 
surveillance of certain communications into or out of the United States, and that any electronic 
surveillance that had been occurring as part of the Administration’s Terrorist Surveillance 
Program (TSP) will now be conducted subject to the approval of the FISC. Your letter also 
stated, however, that although Intelligence Committee members had beeja biiefed on the oiditrs 
and the program, you offered to brief only the Chairman and Ranking Member of the Judiciary 
Committee concerning the wiretapping program. In response to several written requests to you. 
Assistant Attorney General Hertling reiterated in a February 9, 2007, letter that only the 
Chairman and the Ranking Member could review and receive a briefing on the new FISC orders 
and surveillance program, even though all Intelligence Committee members “have been briefed 
on the new orders, consistent with their oversight authority.” 

Your position, however, fails to account for the fact that the Judiciary Committee also 
has crucial oversight authority in this area - the need for which was highlighted by Mr. Comey’s 
testimony - and which simply cannot be exercised without the access that has been requested, 
and is contrary to law and precedent. Specifically; 



150 


The Honorable Alberto R. Gonzales 
Page Three 
May 17, 2007 


1 . The Judic i?.DLCgTnmitte e has oversight and le 2 islative authority in this area requiri ng 

access to the requested i nformation. House Rule X specifically provides that the Judiciary 
Committee has jurisdiction over the judiciary and judicial proceedings, espionage, civil 
liberties, criminal law enforcement, and federal courts and judges. The Judiciary 
Committee’s oversight responsibility for the Foreign Intelligence Surveillance Act (FISA) 
extends as far back as its initial drafting. The Committee shared in the drafting and 
amendment of FISA, from the time it was introduced, through the adoption of the 
PATRIOT Act, and through the hearings and deliberations on PATRIOT Act 
reauthorization. The Committee’s jurisdiction also clearly encompasses the FISC itself, 
which is an Article III court comprised of Article HI judges, as well as the Department of 
Justice, which made the relevant requests to FISC and will continue to do so. Last year, 
the House Judiciary Committee and Congre-ss considered specific proposals to change 
FISA. This year, questions have been raised as to whether, in light of the TSP and the 
FISC rules now governing such surveillance, changes should be considered to FISA or 
the FISC. The Administration is again seeking changes to FISA which will come before 
this Committee for consideration. Without access to the information requested, it is 
impossible for the Judiciary Committee to even consider any of these proposals. 

2- FISA itself reco 2 nizes the principle that all leg islative committees must be able to obtain 
access to even confidential information in order to carry out their legislative f unctions, as 
do House Rules . 50 U.S.C. § 1808(a)(1) requires the Attorney General to give a detailed 
report to the Intelligence Committees on electronic surveillance under FISA, and then 
goes on to state specifically that “[njothing in this subchapter shall be deemed to limit the 
authority and responsibility of the appropriate committees of each House of Congress to 
obtain such information as they may need to carry out their respective functions and 
duties.” House Rule X, clause 1 1 (b)(3) similarly provides that nothing conesnung ihc 
authority of the House Intelligence Committee “shall be construed as prohibiting or 
otherwise restricting the authority of any other committee to study and review an 
intelligence or intelligence-related activity to the extent that such activity directly affects a 
matter otherwise within the jurisdiction of that committee,” as in this case. 

3. The House Judiciary Committ e e, as well as other committees in addition to the 

Intelligence Committees, often obtain confidential intelligence-related information in 
carrying out their duties. Examples range from classified reports provided by you to the 
Judiciary Committee relating to the use of FISA and PATRIOT Act authority to the 
recent National Intelligence Estimate, which was provided to the House Armed Services 
and International Affairs committees and to an Appropriations subcommittee. 
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4. Only when the law so provides specifically or when the Committee and the Executive 
Branch agree can information be provided only to the Committee chairman and ranking 
member . In a few particular instances, such as the provisions of the National Security Act 
of 1947 concerning presidential notification to Congress about “covert action,” Congress 
has specifically authorized the President to limit disclosure to specified Congressional 
leaders, including the chairman and ranking member of selected committees. Sec 50 
U.S.C. 413b(c)(2). Otherwise, such limited disclosure has occurred only where the 
Executive Branch and the Committee agree. Most recently, for example, the President 
sought to restrict disclosure of information on the pre-FISA NSA warrantless wiretapping 
program to the chairman and ranking member of the intelligence committees, but then 
authorized access for the entire committees when they so requested, as in this case. 

5. Court precedent similarly supports Committee access to the information requested . As the 
Supreme Court recognized many years ago, a “legislative body carmot legislate wisely or 
effectively in the absence of information respecting the conditions the legislation is 
intended to affect or change.” McGrain v. Daugherty. 273 U.S. 135, 175 (1927). Indeed, 
the D.C. Circuit specifically declined to uphold an Executive Branch claim that it could 
withhold confidential national security information from a subcommittee of the House 
Committee on Interstate and Foreign Commerce, since that would contradict the "equally 
legitimate assertion of authority by Congress to conduct investigations relevant to its 
legislative function.” United States v. A. T.& T . 567 F.2d 121, 131-33 (D.C. Cir, 1977). 
The Executive Branch and the Committee later reached agreement on access to the 
information conceniing the investigation, which concerned allegations of warrantless 
national security wiretapping. 

6. The descriution by the l^residenf s own representative. WliUi; PirsB Sccjeiaj y Toby 
Snow, of the recent actions bv the FISC make clear that much of the information 
requested should be provided to the Judiciary Committee under FISA itself . In a January 
1 7, 2007 press briefing, Mr. Snow said, infer alia, that “[t]he FISA Court has published 
the rules under which [surveillance] activities may be conducted,” that “the Foreign 
Intelligence Surveillance Court has put together its guidelines and its rules “governing the 
conduct of such surveillance, and that the Administration’s electronic surveillance 
activities will “continue[] under the rules that have been laid out by the court.” Press 
Briefing by Tony Snow, Jan. 17, 2007 (available at 

http://www.whitehouse.gOv/news/releases/2007/01/200701 17-5.html). FISA itself 
explicitly requires that FISC rules and procedures be reported specifically to the House 
Judiciary Committee, among others. See 50 U.S.C. 1 803(f)(2)(F). In light of the 
mandate of FISA itself, and the representations of the White House Press Secretary, the 
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full Judiciary Committee should have complete access to the new FISC rules discussed by 
Mr. Snow. 

The FISC has no objections to Congressional access to the information, and the standards 
of access applied to the Intelligence Committee can be applied to the Judiciarv 
Commitlee as well , in response to a letter from the Senate Judiciary Committee, the Chief 
Judge of the FISC, U.S. District Judge ColIe.en Klollar-Kotelly, has indicated that she has 
no objection to the FISC orders being provided to Congress. We are mindful and 
respectful of your concerns regarding the sensitive information contained in these 
documents. However, just as you have created a way for the Intelligence Committees to 
review them, so too must the same avenue exist for Judiciary Committee review. All 
members of the House Judiciary Committee have executed an oath, pursuant to House 
Rule XXIII, clause 13, not to disclose classified information received in the course of 
their duties. Judiciary Committee members, like those of the Intelligence Committees, 
could agree to additional strict access limitations with respect to the requested documents 
and information. 

Important questions regarding FISA and the domestic wiretapping program remain 
unanswered, and access to the requested information is essential in order for the entire Judiciary 
Committee to carry out its legislative responsibilities. It is up to Congress, not the Executive 
Branch acting unilaterally, to determine how and by what committees oversight should be 
undertaken of judicial and executive branch functions, but your position would effectively 
eliminate meaningful Judiciaiy Committee oversight and legislative activity in this important 
area. We ask that you respond personally to This letter and to each of the specific points above 
and work with us to provide the information requested as soon as possible. 

Sincerely, 
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Enclosure 

cc: Hon. Richard A. Henling 

Hon. Lamar S. Smith 
Hon. Trent Franks 
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L-ir 'id Nadler 
ouucommittee on the 
Constitution, Civil Rights and Civil 
Liberties 
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